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Abstract

The aim of this thesis is to understand the fundamental limitations on secret key
distillation in various settings of quantum key distribution. We first consider quantum
steering, which is a resource for one-sided device-independent quantum key distribu-
tion. We introduce a conditional mutual information based quantifier for quantum
steering, which we call intrinsic steerability. Next, we consider quantum non-locality,
which is a resource for device-independent quantum key distribution. In this context,
we introduce a quantifier, intrinsic non-locality, which is a monotone in the resource
theory of Bell non-locality. Both these quantities are inspired by intrinsic information
and squashed entanglement and are based on conditional mutual information. The
idea behind these quantifiers is to suppress the correlations that can be explained by
a local hidden variable or by an inaccessible quantum system, thus quantifying the
remaining intrinsic correlations. We then prove various properties of these two mono-
tones, which includes the following: monotonicity under free operations, additivity
under tensor product of objects, convexity, and faithfulness, among others.

Next, we prove that intrinsic steerability is an upper bound on the secret-key-
agreement capacity of an assemblage, and intrinsic non-locality is an upper bound
on the secret-key-agreement capacity of a quantum probability distribution. Thus we
prove that these quantities are upper bounds on the achievable key rates in one-sided
device-independent and device-independent quantum key distribution protocols. We
also calculate these bounds for certain honest devices. The study of these upper
bounds is instrumental in understanding the limitations of protocols that can be
designed for various settings. These upper bounds inform us that, even if one considers
the best possible protocol, there is no possibility of exceeding the upper bounds on

key rates without a quantum repeater. The upper bounds introduced in this thesis are

vil



an important step for initiating this line of research in one-sided device-independent

and in device-independent quantum key distribution.
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Chapter 1
Introduction and Preliminaries

1.1. Introduction

Information theory is a beautiful mathematical theory that was initiated by
Claude Shannon in 1948 in his seminal paper “A Mathematical Theory of Commu-
nication” [1]. This paper has been instrumental in understanding the fundamental
limits of communication over noisy channels. The main contribution of this paper was
to show that, given a channel, the rate of classical information that can be reliably
transmitted between two parties over this channel in the asymptotic limit is given by
the channel capacity. This channel capacity is a function of the noise present in the
channel.

Shannon’s theory dealt primarily with classical channels and with bits as the
information units. However, it was realized that one can consider quantum objects
as information carriers as well. This change in the way we represent information led
to the emergence of quantum information theory. Researchers began to investigate
the fundamental limitations of quantum information.

A number of surprising results, such as superadditivity of communication capaci-
ties of channels and negativity of conditional entropy, among others, were discovered.
An important paper, relevant to this thesis, was that of Devatak and Winter [2],
in which they bounded the distillable secret key of a bipartite quantum state from
below.

Besides the communication tasks considered in quantum Shannon theory, consid-
eration of quantum objects as carriers of information also initiated a different way of
thinking about security. For the first time, it became possible to think of information-
theoretic security in cryptographic protocols.

Now, the behavior of these quantum objects is fundamentally different from that



of classical carriers of information. Quantum bits, qubits, are inherently continuously
valued. However, the information that we effectively use is classical; therefore, the
information content or the accessible information of a qubit is equal to one bit. Also,
qubits cannot be copied. Another important aspect of qubits is that of purification of
quantum states. This statement is a reflection of the correlations that can be shared
between two or more quantum systems. It states that, given a mixed state, one can
embed the mixed state in a larger Hilbert space to obtain a pure state. These pure
states do not share correlations with any other system in the universe. There are
other statements regarding the uncertainty principle, teleportation, and super-dense
coding that make qubits fundamentally different from bits.

The statement of purification is of considerable importance in quantum key dis-
tribution. Suppose that Alice and Bob are connected by a channel and Alice sends
some information to Bob using this channel. Then, if the information sent is classi-
cal, an eavesdropper can tap the channel and copy the classical information that is
being transmitted. In this scenario, Bob and Eve have the same information, where
Eve is the eavesdropper. Now, suppose that instead of classical information, Alice
sends qubits to Bob. In this scenario, the Eavesdropper cannot copy the information.
Therefore, Eve cannot have the same information as Bob. However, it is possible that
Eve copies some information. This copying of information is introduced in the form
of information loss in the qubit that reaches Bob. To get an estimate of the loss of
the information, one can consider a purification of the state shared by Alice and Bob.
This gives an estimate of the total information held by the eavesdropper. This prin-
ciple here, where the information is conserved and cannot be copied, is instrumental
for security proofs in quantum key distribution. Quantum key distribution was first
introduced by [3], and the first security proof given in [4]. It was soon realized that

the Devetak-Winter [2] result can be leveraged in security proofs for quantum key dis-



tribution scenarios, thereby connecting quantum Shannon theory with quantum key
distribution protocols. The Devetak-Winter formula is interesting because it applies
to a large set of protocols, making it possible to obtain information-theoretic security
for these protocols.

Since its introduction, one major goal of researchers in quantum key distribution
has been to introduce better quantum key distribution protocols. Essentially, one
would want protocols that give higher key rates for expected noise models. One can
ask the following: is there a fundamental limit on key rates that can be extracted
from any possible protocol? The answer is affirmative and has been explored in a
number of papers [5, 6, 7, 8]. The results basically tell us about the fundamental
limitations on secret key rates that one can obtain from any possible protocol, and
that it is impossible to go higher than the aforementioned limits without a quantum
repeater.

There are two fundamental entropic quantities that have been useful as upper
bounds on key rates in quantum key distribution. The first one is conditional mutual
information, and the second one is relative entropy. In this thesis, we concentrate
on conditional mutual information. The quantities built from conditional mutual
information quantify the correlations shared exclusively between two parties who
want to share the key (i.e., those that cannot be shared with an external party) and
suppress the correlations shared by an external party, thus characterizing the intrinsic
information. This quantity was first used in [9] for characterizing secret correlations
in a joint probability distribution Pxyz, and it was also used to upper bound rates
in secret key distillation from this joint probability distribution. Next, conditional
mutual information was considered in the context of quantifying entanglement and
was used to define the squashed entanglement measure [10]. This was then proved to

be an upper bound on the distillable key of a bipartite state [11].



Table 1.1. Conditional mutual information based quantities and settings in
quantum key distribution.

Resource Tasks Measure
JOiI.lt p.robz‘xbility Private key distillation Intrinsic information [9]
distributions
Bipartite states Trusted QKD Squashed entanglement [10]
One-sided

Steerable assemblages Intrinsic steerability [12]

device-independent QKD

Conditional

probability distributions Device-independent QKD Intrinsic non-locality [13]

In this work, we use conditional mutual information for characterizing steerability
and non-locality. These quantities are then used as upper bounds in different settings
of quantum key distribution. We can summarize the contributions of this thesis in
Table 1.1.

We start this thesis by outlining the basic concepts in quantum information the-
ory, which are relevant for understanding this work. For in depth knowledge on
this subject, please consult [14, 15]. In Chapter 2, we introduce different types of
correlations present in quantum information, which can be resources for different set-
tings of quantum key distribution. In Chapter 3, we introduce different settings of
quantum key distribution. In Chapter 4, we outline the basics of intrinsic informa-
tion and squashed entanglement. We introduce intrinsic steerability in Chapter 5
and intrinsic non-locality in Chapter 6. We then prove upper bounds on one-sided
device-independent quantum key distribution and device-independent quantum key
distribution in Chapter 7. We finally outline future directions and a few open ques-
tions in Chapter 8. Chapter 5 is based on [12], and Chapters 6 and 7 are based on
[13].



1.2. Quantum states

In this section, we outline the basic definitions and concepts of quantum infor-
mation that we use in this thesis. A Hilbert space is denoted by H, and vectors in
Hilbert space are denoted by a ket |1)). The formal definition of Hilbert space is given

as follows:

Definition 1 (Hilbert Space) A Hilbert space is an inner product vector space
over complex numbers C. The inner product maps a pair of vectors [1) and |¢) to an

element of C, and has the following properties:
e Positivity: (]) > 0. The equality is satisfied if and only if |1) = 0.

o Linearity: ($|Aithy + Aytha) = M (@lih1)+ A2 (@la), where Ay, Ay € C, and ¢y 2),
|p) are vectors in H.

o Skew symmetry: (p|) = (Y|p), where ¢ denotes complex conjugation of a com-

plex number c.

Pure quantum states |¢) are vectors belonging to the Hilbert space H with norm
one, corresponding to the normalization condition ||1||; = 1, where ||¥]|2 = 1/ {(¥|V).
Another term commonly encountered in quantum information is mized states. As the
name suggests, mixed states are a mixture of pure quantum states. This decomposi-
tion of a mixed state into pure states need not be unique.

We represent a quantum state, pure or mixed, as a density operator, defined as

follows:

Definition 2 (Density operators) A density operator p acting on H is a positive
semidefinite, Hermitian operator with trace equal to one. This means p = p!, Tr [p] =

1, and p > 0.

1Since we are dealing with finite-dimensional systems, we stick to the simpler definition.



The inequality, p > 0, is an operator inequality, which implies that (| p 1)) > 0,
for all [¢) € H. We define the set of density operators over H as S(H). We define
the set of positive semidefinite operators over H as P(H). In this thesis, we deal
with finite-dimensional systems. Therefore, we can represent density operators as
finite-dimensional Hermitian matrices.

One can also consider bipartite states shared between Alice and Bob. For this,
consider two Hilbert spaces H4 and Hp. We can consider a tensor product H4 ® Hp
of these two vector spaces to define a larger Hilbert space H 5. The density operators
on H g define the possible bipartite states shared between Alice and Bob.

Let pap be a bipartite state shared between Alice and Bob. One natural question
to ask is the following: how can one define local states of Alice and Bob? This can be
answered by taking the marginal of the state psp. That is, Alice’s local state p, is
given in terms of the partial trace as Trp [pag]. In a similar way, Bob’s local state pg

is given by Tra [pag]. With this, we can define reduced density operators as follows:

Definition 3 (Reduced density operators) Given a bipartite state pap € S(Hag),

we can define its reduced density operator pa € S(Ha) as

pa="Trp[pag] = Y (14 @ (il p)pan(la @ i) p), (1.1)

where {|i) g} is an orthonormal basis for Hp and L4 is the identity operator on H4.

Let us now suppose that Alice has a mixed state ps. Then, it is always possible
to enlarge the Hilbert space H4 to Hap, and embed the state p4 in a pure state % 5,

such that ps = Trp [0 5]. The pure state ¥ 5 is called a purification of the state p4.

Example 4 Let py = >, p; |i)i| .. Consider a Hilbert space Hp isomorphic to Ha,



and let {|e;) g}, be an orthonormal basis on Hp. Then a particular purification of pa
is [VP) up = D_i/Pi|i) a4 l€i) - It is easy to see that if we trace out the B system, we

obtain the marginal state py on the A system.

Now, notice that we defined the purification by considering an arbitrary orthonor-
mal basis {|e;) }; on Hp. We know that a unitary transformation on {|e;) }, will define
a different orthonormal basis on H . This hints towards the possibility that the pu-
rification of a state is not unique and that we can access all purifications of p4 by
an isometry acting on the purifying system. This statement is formalized in terms of

non-uniqueness of purification of states as follows:

Definition 5 (Non-uniqueness of purification) Consider two purifications [1*) ,5

and |¢P) 4,5 of the state pa. Then, there exists an isometry Vg on Hp such that

197) ap = (Ia @ VB) [¥*) 4p-

We can also prove that, to construct a purification of py, it suffices to consider a
purifying system B with dimHz = dim#H 4. 2

Two states commonly referred to in this thesis are the maximally entangled states
and maximally mixed states. The maximally entangled state ®%, is defined on the

Hilbert space Hap, with dim(H 4) = dim(Hp) = d as follows:
Definition 6 (Maximally entangled state) The mazimally entangled state on Hap,

with dim(Ha) = dim(Hg) = d, is defined as

d
1 s
4y = d Z 56)3 7] ap - (1.2)

ij=1

2This is an important concept in quantum mechanics and captures the essence of why it is
possible to obtain information-theoretic security in quantum key distribution. We can always purify
the system that is held by the local parties and this gives us a tool to bound the information held
by an arbitrary Eavesdropper.



Definition 7 (Maximally mixed state) The mazimally mized state on H, is de-

noted by w4 and is defined as

The maximally entangled state ®% 5 purifies the maximally mixed state 74.

1.3. Quantum operations

1.3.1. Evolution

The evolution of a quantum state pr € S(Hr) to pa € S(Ha) is described by a
quantum channel. Let us denote this evolution by a map Nr_,4 acting on the space
of density operators. The mathematical constraints imposed on an evolution due to

physical considerations are as follows:

e First, we expect N4 to be a linear map from S(Hg) to S(H). That is,

N(ap+ o) = aN(p) + BN (o), (1.4)

where «, 8 € C, and p,0 € S(HRg).

e Second, we expect a quantum channel to transform a density operator to a
density operator. Therefore, we restrict Nz_,4 to be a positive map. However,
we need more than the positivity condition. Suppose that we have a bipartite
state prp, and Alice’s local system is acted upon by Mz_, 4. Then the overall
transformation of the state prp is given by cap = (Nga ®id)(prp). Now, we
expect og4p to be a density operator as well. Therefore, we need the linear map
Nr_4 to be a completely positive map, which is a strictly stronger condition

than a positive map. 3

3A simple example of a map that is positive but not completely positive is the transpose map.



e We also require N4 to be trace preserving. This again is based on the
reasoning that a quantum channel should transform a density operator to a

density operator.
Succinctly, quantum channels can be defined as follows:

Definition 8 (Quantum channels) A linear map N4 is a quantum channel if

1t 18

o Completely positive: for any prp € S (Hrp), (Npsa ®1d)(prs) > 0, where id

is the identity map on S(Hp).
e Trace preserving: for any pa € S(Ha), Tr [Nr—a(pr)] = Tr [pr].

Quantum channels are also referred to as CPTP maps, which stands for completely

positive trace-preserving maps.

1.3.2. Quantum measurements

p— M, —=ua

Quantum state Outcome

Measurement

Figure 1.1. In this figure, we depict a quantum measurement. The measurement
apparatus performs a measurement on quantum state p, with the measurement
described by a set of positive semidefinite operators, and outputs a classical
outcome a.

To obtain classical information about a quantum state, one performs a quantum
measurement. This measurement may correspond to information about properties
such as position, momentum, or spin of a quantum state. These properties are for-

mally known as observables. When we perform a quantum measurement on a quan-
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Measurement Outcome

P—— &

Quantum state

Figure 1.2. In this figure, we depict a quantum instrument. A quantum instru-
ment takes in a quantum state as an input and gives out a classical outcome a
with probability p(a) and a quantum state E,(pa)/p(a).

tum state, the outcome a corresponds to a specific value of the observable, obtained
with probability p(a).

The most general way of formulating a measurement device is with a positive-
operator-valued measure (POVM). A POVM is defined as a set of positive semidefinite
operators {M,} . , such that »° _, M, = 14, and a € A corresponds to the measure-
ment outcome. The positive semi-definite operators M, need not be orthogonal.

Now, consider a state p4, and let an observer perform a POVM {M,},. ,. Then,
the outcome of the measurement takes a value in a € A, and each of these outcomes
is associated with the positive semidefinite M,. The probability of observing the
outcome a when py is measured with POVM {M,}, is given by Pr(a) = Tr [M,p].
This is known as the Born rule. The POVM does not provide any information about
the state after the measurement.

We can impose a further restriction of orthogonality on the POVM elements
{M,}. That is, we can demand that the following orthogonality constraint hold

M M! = 640 M,. Such a measurement is called as Projective-Valued measure.

1.3.3. Quantum instruments
A quantum instrument is a quantum channel that takes as input a quantum state
p and as an output gives a classical variable corresponding to a measurement outcome

a € A, and a post-measurement state p®. It can be formally defined as

10



Definition 9 A quantum instrument N is described as

= &ilp) ®aXal,, (1.5)

acA

where A is a random variable defined on the alphabet A, and the sum map ), &, is

trace preserving.

1.4. Entropy

Let us consider a random variable X, which takes value z € {0,...,d}, where d
is some positive integer. Let the probability distribution over the random variable
X be given by px(z). Suppose that we sample from this probability distribution.
The expected surprisal available with this stochastic process is called entropy. As an
example, consider the following probability distribution: {p(0) =1, p(1) =0}. The
surprisal that one has by sampling from this probability distribution is equal to zero.

One can quantify the amount of information associated with a random variable

by Shannon entropy, which is defined as follows:

Definition 10 (Shannon entropy) Given a random variable X with the probability

distribution p, the Shannon entropy of X is defined as

ZPX ) log px (). (1.6)

Throughout this thesis, we use log for logarithm with base two. The Shannon
entropy is maximum for a uniformly distributed random variable, as the information
gain from sampling from this distribution is maximum.

Analogously, one can define the information content in a quantum state p4 by

von Neumann entropy.

11



Definition 11 (von Neumann entropy) The von Neumann entropy of a quantum
state pa is defined as

H(A), = Tt [plog ). (L.7)

The notation H(A), indicates the entropy of system A in the state p.
Consider a density operator p4 with the spectral decomposition: pa = >, A; [i)(7] 4,
where \;’s are eigenvalues of p, and {|i) 4}, is an orthonormal basis. Then the von

Neumann entropy of p is given as

H(A), == Xilogh. (1.8)

Since p is a density matrix, we know that \A;’s are real and positive. Also, Y . \; =
1 (this comes from the normalization condition). Therefore, we can associate \;
with probabilities and interpret (1.8) in terms of the information-theoretic Shannon
entropy.

The von Neumann entropy is a function of the eigenvalues of a quantum state. On
applying a unitary operation to the state, the eigenvalues are unchanged. Hence, the
von Neumann entropy of a quantum state is invariant under a unitary transformation.
The von Neumann entropy is maximum for a maximally mixed state and is equal to
zero for pure states. This is analogous to Shannon entropy, which is maximum for

the uniform distribution and zero for deterministic distributions.

Definition 12 (Conditional entropy) Given a quantum state pag, the conditional
entropy is defined as
H(A|B), = H(AB), - H(B), (19)
where H(B), is the von Neumann entropy associated with the marginal state pp.
If pap is a classical-quantum state pap = > pp(b) [b)b| 5 ® pY, where {|b) 5}, is

12



an orthonormal basis of Hp and p% € S(H), then

H(A|B), = pp(b)H(A),. (1.10)

The above rewriting of conditional entropy is possible only if the state pap is a
classical-quantum state.

An important inequality for entropies is
H(A), > H(A|B),. (1.11)

This is referred to as “conditioning does not increase entropy.”

The conditional entropy H(Y'|X) over random variables Y and X is always non-
negative. Surprisingly, for a quantum state psp, the quantum conditional entropy
H(A|B) is not necessarily positive [16]. For example, consider the conditional entropy

of the maximally entangled state ®%5: H(A|B)p = —1.

1.4.1. Mutual information
Another important entropic quantity is mutual information, which is defined as

follows:

Definition 13 (Mutual information) Given two random variables X and 'Y with

joint probability distribution pxy (x,y), the mutual information is defined as

I(X;Y),=H(X),+ HY), - H(XY), (1.12)

= H(X), — H(X|Y),. (1.13)

Intuitively, mutual information is a correlation measure. It quantifies the amount of

information that one has about X if one knows Y or vice versa. It is non-negative

13



and symmetric under the exchange of X and Y.

We can also define the mutual information of a quantum state as follows:

Definition 14 Given a bipartite quantum state pag, its quantum mutual information
1s defined as
1(A; B), = H(A), - H(A|B),. (1.14)

The mutual information information is equal to zero for a product state pap =
pa ® pp. For a maximally entangled state, H(A|B)gs = —logd and I(A; B)ge =
2logd.

Mutual information follows a data processing inequality, which implies that a

local channel cannot increase the correlations between spatially separated parties:

Definition 15 (Data processing of mutual information) The data processing in-

equality states that
I(A;B), > I(A; B),, (1.15)

where oap = (Id @ N)(pap).

A similar statement can be made if A acts on the system A. Intuitively, the data
processing inequality states that a local evolution of a quantum system cannot increase

correlations across the bipartite system.

1.4.2. Conditional mutual information
Another entropic quantity of importance and central to this thesis is conditional
mutual information (CMI). For probability distributions, conditional mutual infor-

mation is defined as follows:

Definition 16 (Conditional mutual information) Consider three random vari-

14



able X, Y, and Z. Then conditional mutual information is defined as

I(X;Y|2),=H(XZ),+ HYZ), - HXYZ), - H(Z), (1.16)

= H(X|2), — H(X|Y Z),. (1.17)

Operationally, we can think of conditional mutual information as the amount of un-
certainty between X and Y given Z. For example, suppose that X and Y are in-
dependent uniform random variables, and Z = X. Then, the mutual information
I(X;Y) = logd, while the conditional mutual information is I(X;Y|Z) = 0.

Unlike conditional entropy, conditioning can either increase or decrease the mu-

tual information between two variables. That means

[(X:;Y|2)# I(X;Y), and I(X;Y|Z) £ I(X;Y). (1.18)

First, let us illustrate that conditioning can decrease the mutual information with
with the following example: X, Y, and Z form a Markov chain X — Y — Z. Then,

we obtain the following equalities by invoking the chain rule of mutual information:

[(X;YZ)=1(X;Z)+ 1(X;Y|Z) (1.19)

— I(X;Y) + I(X; Z]Y). (1.20)

For a short Markov chain, the condition I(X;Z|Y) = 0 holds, which implies that
I(X;Y|Z) < I(X;Y). Another example to showcase the above inequality is as fol-
lows: Let X be uniformly random and suppose that X =Y = Z. Then I(X;Y) =
logd, and I(X;Y|Z) =0, implying I(X;Y|Z) < I(X;Y).
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Now consider the following example: Let X and Y be two Bernoulli random
variables, and let Z = X @Y. I(X;Y) = 0; however I(X;Y|Z) = 1. This shows that
conditioning can increase the mutual information. That is I[(X;Y|Z) > I(X;Y).
Now, suppose that we process Z according to the stochastic map pz (2|2) = pz ,(2).
Then I(X;Y|Z) < I(X;Y|Z). That is, a local map on the conditioning variable can
decrease the conditional mutual information.

Analogous to conditional mutual information, we can define quantum conditional

mutual information as follows:

Definition 17 (Quantum conditional mutual information) Let papc € S(Hapc)

Then the conditional mutual information is defined as

I(A; B|C) = H(AC), + H(BC), — H(ABC), — H(C),. (1.21)

Some important properties of conditional mutual information that we use in this

thesis are as follows:

e Chain rule: Mutual information can be expressed as

I(A; BC), = I(A; B), + I(A; C|B),. (1.22)

e Non-Negativity of QCMI: Quantum conditional mutual information is non-

negative for all quantum states. For a state papc, the following inequality holds

I(4; B|C), > 0. (1.23)
This inequality is equivalent to strong subadditivity of quantum entropy [17].

e Let papc be a classical-quantum state such that papc = > p(c) [e)c] ® p%p,
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then

I(A; B|C), ch (1.24)

1.4.3. Relative entropy

Relative entropy or Kullback-Leibler divergence is an entropic quantity that is
a quantifier of “distance” between probability distributions. It is a measure of how
far a given probability distribution is to another probability distribution. We define

relative entropy as follows:

Definition 18 (Relative entropy) Let p and q be probability distributions defined

on the alphabet X. Then the relative entropy of p and q is defined as follows:

Dplg) = Y px(a) [(””)} if supp(p) C supp(g)

reX X(x)

+ 0o else

(1.25)

As is evident from the definition, relative entropy is not symmetric under the exchange
of p and ¢. Relative entropy also does not satisfy the triangle inequality. Hence,
relative entropy is not a metric.

We now define quantum relative entropy, which is a natural extension of classical

relative entropy as [18]. 4

Definition 19 Let p € S(H) and o0 € P(H). Then the relative entropy of p and o

4This is one particular way of defining a quantum counterpart of relative entropy. It is, in fact,
possible to define relative entropy in infinitely different ways such that for probability distributions
the formula collapses to the classical one. However, the standard definition we use is justified by its
operational meaning in quantum hypothesis testing [19].
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1s defined as

D (pllo) =Tr[p[logp —logo]]  if supp(p) € supp(o)
(1.26)

+ 00 else

As with the classical relative entropy, quantum relative entropy is not symmetric
under the exchange of p and ¢ and does not satisfy the triangle inequality. Therefore,
relative entropy is not a distance measure. Some important properties of relative

entropy that we invoke in this thesis are as follows:

e Monotonicity: Let p € S(H) and 0 € P(H), and N be a quantum channel.
Then, the relative entropy of p and ¢ can only decrease or remain the same.
That is [20],

D(plle) =z DN (p)[IN (o). (1.27)

e Non-negativity: Let p € S(H) and ¢ € P(H) and Tr[o] < 1. Then the

relative entropy is non-negative. That is,

D (pllo) =0, (1.28)

with equality if and only if p = ¢. This is also called as Klein’s inequality.

e Isometric invariance: Relative entropy is invariant under the action of uni-
taries. That is,

D (p|lo) = D (UpU'|UaU"). (1.29)

1.5. Distance measures
Often in quantum information, we need to define a metric between two quantum

states. Two important metrics used in quantum information are the trace norm and
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fidelty.
To define trace distance, we need the definition of the Schatten 1-norm ||[M||; of
a linear bounded operator M. Schatten 1-norm, also known as trace norm, is defined

as follows:

Definition 20 (Trace Norm) The trace norm of a linear bounded operator M is

gien as follows:

[ M|y = Tr [[M]], (1.30)

where |M| =V MTM. Alternatively,
1Ml ="\, (1.31)

where \; are the singular values of M or the eigenvalues of v MTM.

The trace norm has some desirable properties such as non-negativity, triangle in-
equality, and isometric invariance. That is, for a linear bounded operator M acting

on H
e Non-negativity: ||M]|; > 0.

e Triangle inequality: ||M + N||; < ||M||; + || N1, where N is a linear bounded

operator on H.
e Isometric invariance: ||[UMUT||; = ||M]|;, where U is a unitary operator on H.

From trace norm, one can induce trace distance, which we define next.

1.5.1. Trace distance
The trace distance is an important metric used in quantum information to define

distance between two quantum states. Trace distance is defined as follows:
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Definition 21 Given any two positive semi-definite operators M and N, the trace

distance between them is defined as follows:

IM = Ny = Tr[[M — NI]. (1.32)

Trace distance has some nice properties such as triangle inequality and monotonicity.

These properties are given as follows:

e Triangle inequality: Let p, o, and 7 be quantum states. Then, the trace

distance follows the inequality

lo=ally <llp =7l + llo =7l (1.33)

e Monotonicity of trace distance: This property states that the action of
quantum channel on quantum states decreases the trace distance between quan-

tum states. That is,

IN(p) =N (@)l < [lp = ol (1.34)

1.5.2. Fidelity
Let |¢) and |¢) be two pure states. Then the fidelity between the pure states is

defined as the square of the overlap of two vectors. That is,

F(,0) = | (]¢) | (1.35)

We see that the fidelity is equal to one if i) = |¢), due to the normalization condition.

The fidelity is equal to zero if the states are orthogonal to each other.
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We extend the definition of fidelity to mixed states according to the approach of
Uhlmann [21], which is slightly complicated. Consider two mixed state p and o. How
do we define the overlap between two mixed states? Omne possibility is to consider
the overlap of respective purifications of the mixed states. Let |¢*), and [¢)7),, be
respective purifications of p and ¢ with R being the purifying system isomorphic to
A. Then one can define Uhlmann’s fidelity as the maximum overlap between their

respective purifications. That is

Flpa,oa) =~ max [ (¥, [v5Fa) " (1.36)

‘¢p>RA’|¢U>R,A

We can use the unitary equivalence of purifications specified in Definition 5 to rewrite

the above definition of fidelity as

F(pa,04) = H;]ixf (WAl (Ur @ La)ga) . (1.37)

Some important properties of fidelity are as follows:

e [sometric invariance: Fidelity is invariant under unitaries, which can be stated

as

F(p,0) = F(UpU', UcU"). (1.38)

e Monotonicity under quantum channels: This property can be expressed as the
following inequality:

F(p,0) < F(N(p), N(0)). (1.39)

Definition 22 Fidelity between two states p and o can be used to obtain an upper
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and a lower bound on the trace distance as follows [22]:

V() < gllo—olh < VI~ Fip.0). (1.40)
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Chapter 2
Correlations

In this chapter, we introduce various types of correlations relevant to quantum
technologies. In quantum information, correlations can exist in objects such as con-
ditional probability distributions, assemblages (we define this term below), and in
bipartite quantum states. Within each object, we can classify the correlations ob-
served as classical correlations, quantum correlations, or no-signaling correlations. In
the following sections, we define each of the aforementioned objects and later analyze
the various correlations that can be present within each object.

Correlation is a term, often used in statistics, to quantify how much information
is common between two or more random variables. Given two random variables X
and Y such that X =Y, we say that these random variables are perfectly correlated.
Once we know the value of X, we also know the value of Y. Given two correlated
random variables, knowing one of them gives some information about the other ran-
dom variable. We can lift the concept of correlations of random variables to objects

such as bipartite states and assemblages.

2.1. Bipartite states, assemblages, and distributions
In this section, we define various objects relevant in quantum information theory
and then explore the correlations in these objects. We first start with correlations in

bipartite states.

2.1.1. Correlations in bipartite quantum systems

The objects under consideration in this section are bipartite states pap € S(Hap)
shared between Alice and Bob.

Consider pap = pa ® pp, where py € S(Ha) and pp € S(Hp) are some states of
systems A and B respectively. These states are called as product states. These can

be considered a generalization of product probability distributions corresponding to
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Figure 2.1. Product state. .
Figure 2.2. Separable state

independent random variables. To prepare these states, Alice and Bob can perform
local classical-quantum channels N4, 4 ® Mp_, g on independent random variables.

Next, consider separable states defined as follows:

Definition 23 (Separable states) A state pap € S(HA®Hp) that can be expressed

as

pas =Y pa(N)ph ® pi, (2.1)
X

with pa(A) > 0, S, pa(N) = 1, and p) € S(Ha), and p}y € S(Hp) is known as a

separable state.

Suppose that Alice and Bob share a local hidden variable A or are allowed to commu-
nicate classically. Alice performs a quantum instrument, communicates the classical
result to Bob, who applies a quantum instrument to his part of the state. This process
continues for a finite number of rounds to generate a separable state.

The set of separable states is denoted by SEP(A: B). By definition, the set of
separable states contains the set of product states.

A little reflection hints towards the existence of states that are not separable
states. Such states are called as entangled states. That is, the states that are not sep-
arable are called as entangled states. In a nutshell, entangled states have correlations
that cannot be explained by underlying classical shared randommness. This definition
can also be extended to multipartite states.

Non-classical correlations in entangled states have been exploited for various
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quantum technologies such as quantum key distribution [23], quantum metrology
[24], teleportation, among others. For this thesis, we are interested in the applica-
tion of quantum entanglement in quantum key distribution. For details on quantum

entanglement, please consult [25].

2.1.2. Correlation in assemblages

Suppose that Alice and Bob share a bipartite state pag. These states could have
been distributed by an external party not trusted by Alice and Bob. Suppose that they
have no information about the underlying state p4p distributed between them. In
principle, Alice and Bob can perform quantum tomography on their unknown systems
to gain information about p4p. Tomography involves performing measurements on
the underlying system to obtain a characterization of the state pap.

What happens if Alice does not trust the measurement being performed? In
this case, tomography is not possible. Instead, we consider the setting of one-sided
device-independence. This untrusted measurement is modelled as a black-box device.
The device takes a classical symbol © € X as input, where X denotes a finite set
of quantum measurements, performs some operation on the unknown state pa, and
gives a classical output a € A, with A denoting a finite set of measurement outcomes.
Then the only way that Alice can interact with her unknown marginal state is through
classical inputs and classical outputs. Let us characterize the unknown measurement
performed by the device as {A%},. During each interaction with the device, Alice

obtains a,r and Bob obtains a correlated quantum state p%z”. The state pj" is

defined as
pa,x _ Try [(Ag © HB) (pAB)]
b Tr [Ag (pa)]

where {A%} is an unknown POVM performed by the device, with A2 > 0 for all

(2.2)

a€ Aand ) A% = 1. Alice and Bob have an assemblage {pmx(a\x)p‘gx}m, where
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Alice performs an untrusted measurement {A%}, on her part of the state pap.
pax(alz) = Tr[A% (pa)], and A is the random variable associated with the measure-
ment outputs. The objects under consideration in this formalism are assemblages,

defined as follows:

Definition 24 (Assemblages) An assemblage consists of the state of Bob’s subsys-
tem and the conditional probability of Alice’s outcome a (correlated with Bob’s state)
given the measurement choice x. This is specified as {px(alr), p5*tacawex- The

sub-normalized state possessed by Bob is py" = pax(alr)py”.

Consider the following example of assemblages: Suppose that Alice and Bob,
unknown to them, share a maximally entangled state ®,5. Alice has a device that
takes in input value z = 0 or x = 1, performs some measurement on the underlying
unknown state, and returns back the output values a = 0 or a = 1. Let us suppose
that if the device receives x = 0, then it performs a measurement in the o, basis, and
if the device receives x = 1, then it performs a corresponding measurement in the o,

basis. With this device, Alice and Bob have the following assemblage:

~a=0,r= 1 ~a=1,x= 1
{70 = 0.0l 577 = S0 1l

~a=0,2= 1 ~a=1,x= 1
B = e 2 = SN | (29)
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We can understand these assemblages from two different perspectives. We can
first think of an external party distributing an object to Alice and Bob. Alice’s
measurement device is prepared by an external party and is not trusted or charac-
terized. Bob’s device is trusted or characterized. This perspective is often helpful
when we want to think of these objects in the context of quantum key distribution.
The second perspective does not involve an external party. We solely consider the
operations performed by Alice and Bob and the objects created by these operations.
This perspective is relevant when we consider these objects from a resource-theory
perspective. Both perspectives are crucial for understanding various properties of
assemblages.

We now discuss various types of assemblages: product assemblages, local-hidden-
state assemblages, steerable assemblages, quantum assemblages, and no-signaling as-
semblages.

Let the underlying state pap be a product state. The device performs an arbitrary
measurement {Ag},. The assemblage obtained can be written as {53}, ,. Alice and
Bob can also prepare this assemblage by performing local operations in their lab.
In this assemblage, there is no correlation between Alice’s probability distribution
and the quantum state on Bob’s side. Such an assemblage is called as a product
assemblage.

Suppose that the underlying state pap is a separable state. The device performs

an arbitrary measurement {A%}, . The assemblage obtained can be written as follows:

{me(a\x, A)pAB} (2.4)

a,x

To prepare this assemblage, Alice and Bob share some classical randomness A

and then prepare the following assemblage p3” = >, pajxa(alz, A)pp. All assem-
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blages having this form are called as local-hidden-state assemblages or unsteerable
assemblages.

Of course there are assemblages that are not a product or do not have a local-
hidden state model. They are of interest in quantum technologies, because they
share correlations that go beyond classical correlations. Such assemblages exhibit the
phenomenon of quantum steering and are known as steerable assemblages, defined as

follows:

Definition 25 (Steerable assemblages) Assemblages that cannot be written as

Py = ZPA|X,A(CL"T7 AP (2.5)
X

are called as steerable assemblages.

To obtain steerable assemblages, the underlying state psp shared by Alice and
Bob must be an entangled state. Sharing an entangled state is a sufficient condi-
tion but not a necessary one to obtain a steerable assemblage. In fact, there exists
an entangled state, which for any arbitrary measurement, yields a local-hidden-state
assemblage [26]. Quantum states which, upon measurement, yield a steerable assem-
blage are known as steerable states.

Another question of interest here is as follows: given an assemblage {ﬁ%m}a,xa
can we uniquely characterize the quantum state p4p and the quantum measurement
{A%}, from which we obtained the assemblage? The quantum state and quantum
measurement corresponding to a particular assemblage is called a quantum strategy.
This has led to another interesting area of literature that deals with the characteri-
zation of quantum states in a one-sided device-independent scenario [27, 28]. Certain

assemblages, such as the one considered in the example above, have a unique quan-

tum strategy. However, for most assemblages, we can construct a variety of quantum
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strategies.

Consider a hypothetical scenario in which Alice wants to transmit information
to Bob. She encodes the information that she wants to transmit in the measurement
performed. Let us suppose that she wants to transmit 2 = 0 to Bob, and therefore she
keeps on performing the measurement z = 0. She thinks that the local state p3" on
Bob’s side will transmit the desired information to Bob. The problem with the above
hypothetical protocol is that Bob will always have the averaged state > _p(alz)pR”,
since he does not know the measurement result a. Bob’s averaged state remains
invariant with respect to Alice’s measurement choices and is equal to Bob’s marginal

state. This can be mathematically stated as

ZpA|X alz)p” ZpA|X al)py" =ps  Va,a. (2.6)

This can be easily proved by observing that pjx(alz)ps” = Tra[(AL ® Ip) (paB)).
Then,

ZpA|X alz)pp” ZTTA (A; @ IB) (paB)] = ps. (2.7)
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Equation (2.6) is known as the no-signaling principle and is a physical constraint on
all assemblages that arise from an underlying quantum state and a quantum mea-
surement. The no-signaling constraint can also be expressed equivalently in terms of
conditional mutual information as I(A; B|X), = 0 for all input probability distribu-
tions p(z).

In the above discussion, we assumed that the assemblage has an underlying quan-
tum strategy. Such assemblages are called as quantum assemblages. We also proved
that all quantum assemblages fulfill the no-signaling constraints. Now, let us start
with an assemblage that fulfills the no-signaling constraints. Such assemblages are
called as no-signaling assemblages. Is it always possible to find an underlying quan-
tum state and a POVM for a no-signaling assemblage? It is indeed possible to find
a quantum strategy for every bipartite no-signaling assemblage, as proven in [29)].
However, for tripartite assemblages, it has been proven in [29] that there exist as-
semblages that are no-signaling, yet have no underlying quantum strategy. The set
of unsteerable assemblages is contained in the set of quantum assemblages, which in

turn is contained in the set of no-signaling assemblages. This is depicted in Figure 2.4.
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2.1.3. Correlation in bipartite probability distributions

Suppose that Alice and Bob share a bipartite state p4p. In this setting, both
Alice and Bob do not trust their measurement devices. Therefore, we can think of
Alice and Bob sharing a two-component black box, which takes in two inputs and
gives out two outputs. Alice’s component takes in an input letter z € X’ and outputs
a € A. Similarly, Bob’s component accepts an input letter y € ) and outputs b € B.
Suppose that X and Y are finite sets of quantum measurement choices and A and B
are finite sets of measurement outcomes. For simplicity, we consider X = ) = [s] and
A =B =|r|,, where s and r are natural numbers and [n] = {0,...,n — 1}. The box
is characterized by the conditional probability distribution {p(a,b|x,y)}abep]eyels-
Then the correlations in a conditional probability distribution {p(a, b|z, y)}apejr] 2 yels

can be divided as follows according to the constraints that they satisfy:

e Local distributions: A local distribution has a local hidden variable (LHV)

description written as
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where A is a local hidden variable, ps () is the probability that the realization
A of the local hidden variable A occurs, p(a|z, \) is the probability of obtaining
the outcome a given x and A, and p(b|y, A) is the probability of obtaining the
outcome b given y and A. Let L denote the set of distributions that can be
written as in (2.8). A device characterized by local distributions is also known

as a local boz.

e Quantum distributions: The set Q of quantum distributions corresponds to

the set of distributions that can be written as
p(av b|ZL', y) = TT([AZ ® AZ]pAB)7 (29)

where pyp is a bipartite quantum state and {A%}, and {A?}, are POVMs char-
acterizing Alice’s and Bob’s measurements with A¢, AZ > 0 for all @ € A and

beBand ) A% =1Tand Y, Al =1

e No-signaling distributions: The set NS corresponds to the set of distribu-

tions that fulfill the following no-signaling principle:

Zp(a,b|x,y) = Zp(a,b|x’,y) =p(bly), Vx,z’ €ls]and ber], y e [s]
(2.10)

Zp(a, blz,y) = Zp(a,b|x,y') = plalx), Vy,y €[s]and a€r], z € [s].

(2.11)

The no-signaling constraints (2.10) and (2.11) can be expressed equivalently in
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terms of conditional mutual informations, namely

Vp(r,y) I(X:BIY), =0=I(Y; A]X), (2.12)

with respect to the joint distribution p(a, b, z,y) = p(x, y)p(a, b|z,y), and where

p(z,y) ranges over probability distributions on X and Y.

It is well known that local correlations are strictly contained in the set of quantum
correlations, that is, L C Q. Since the correlations in Q fulfill the constraints in (2.10)
and (2.11), we have that Q C NS (see Definition 26). This is depicted in Figure 2.6.
For more details on correlations, please refer to [30].

Distributions p(a, bjz,y) that are not in L are known as non-local distributions.
Quantum states such that there exists at least one arbitrary measurement, which
results in a non-local distribution are called as non-local states.

An example of a correlation that belongs to the no-signaling correlations, but not
the quantum correlations, is a Popescu-Rohrlich (PR) box [31], which is defined as

follows:

Definition 26 (PR box) A PR boz is a device corresponding to the following cor-

relation p(a,blz,y):

p(0,0[x,y) = p(L, 1]x,y) = - for (z,y) # (1,1),

p(0, Hz,y) = p(1,0[z,y) = 5 for (z,y) = (1,1), (2.13)

N — DN —

while p(a,blz,y) = 0 for all other quadruples. This correlation is no-signaling between

Alice and Bob, as defined in (2.10) and (2.11).
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2.2. Resource-theoretic framework for correlations

Over the past few years, quantum resource theories have been developed to study
various phenomena in quantum information; see [32] for a review. A number of
quantum resources, including coherence [33, 34], entanglement [25], asymmetric dis-
tinguishibility [35], non-locality [36], steering [37], among others, have been explored
from this perspective.

In a resource theory perspective, we define three main ingredients that are inti-
mately related. In the resource theory approach, one defines the set of free objects.
These are generally objects that are not useful for a particular task or are easy to
create. Here, we consider three different resource theories: resource theory of entan-
glement, resource theory of steering, and resource theory of non-locality. For these
resource theories, the free objects are classical correlations shared between Alice and
Bob. This includes separable states, local hidden assemblages, and local hidden vari-
able distributions.

The second ingredient of resource theories is the set of restricted free operations .
These operations leave the set of free states invariant. Free operations can be thought
of as operations that do not create the resource, and hence can be implemented freely
by Alice and Bob. 2

The free objects and free operations are intimately related. One could first fix
the free resource, hence fixing the set of free operations. One can then choose the
restricted set of free operations as a set of operations that leave the set of free objects
invariant. Alternatively, one could first consider physical constraints that define the

free operations, and then define the free objects based on these constraints. In the

'We use “restricted” since this need not be the full set of operations under which the set of free
states is invariant.

2Fixing the set of free objects fixes the set of free operations but not the set of restricted free
operations. Often, the mathematical structure of the free operations is not known, and considering
the set of free restricted operations is particularly useful.
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Table 2.1. Free and resource objects in resource theories.

Objects Free objects Resource objects
Bipartite states pap Separable states Entangled states
Assemblages p3" Local assemblages  Steerable assemblages

Distributions p(a, b|z,y) Local distributions Non-local distributions

resource theories considered here, we take the former approach. 3

The third ingredient is the resource object. One can think of these objects as
resources that allow us to perform interesting tasks that might not be possible with
the free objects. For the purpose of this thesis, resourceful objects include entangled
states, steerable assemblages, and quantum non-local distributions; see Table 2.1.
These resourceful objects are vital for quantum key distribution [3, 23], one-sided
device-independent quantum key distribution [38], and device-independent quantum
key distribution [39], respectively.

The next important question to consider in resource theories is the quantification
of the amount of resource held in different objects. How do we quantify a resource?
One way to quantify a resource is to employ a pseudo-distance measure between the
resource object and the set of free objects. A higher distance to the set of free objects
corresponds to higher resource content of the object. One obvious way to construct

a resource quantifier 7(p) of the resource object p is as follows:

r(p) = mind(p, o), (2.14)

ocelF

where p is a resource, ¢ is a free resource, d is a distance measure such as trace

distance, and F is the set of free objects. For a pseudo-distance measure, relative

3This in contrast to the viewpoint taken in [32], where the free operations are the starting point.
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entropy has been used in the literature.
Another way to quantify a resource is with robustness. This quantifies the amount
of noise that the resource object can tolerate before turning it into a free object.
One can also take a more general approach to defining a quantifier in a resource
theory. Consider a function f : p — R. This function takes in the resource object and
outputs a positive real number associated to it. We demand that, to be a quantifier,

the function needs to have the following properties:

e [Fuaithfulness: A resource quantifier f(p) = 0, if and only if p € F. That is, the
measure should be equal to zero if the object is a free resource. We also demand
that if the function evaluates to zero, then the object should be a free object.

This constraint is known as faithfulness of the quantifier. *

e Monotonicity: The quantifier should be monotonically decreasing under the
action of free operations. This means that if one starts with an object p, and
applies a free operation to this object to obtain ¢ = N (p), where N is a free
operation, then f(p) > f(o). This is in line with the intuition of free operations,

which is that the free operations should not increase the amount of resource.

If a function follows the above two properties, then the function is a quantifier for

resourcefulness in the object. We can also make the following demands for a quantifier:

e Convexity: Given p =Y. p;ip’, then f(p) <>, pif(p"), for p; >0, and >, p; =
1.

e Continuity: If p,~ are objects satisfying ||p — |1 < e, then |f(p) — f(7)] <

g1(€) + g2(elogd),

4This condition is sometimes relaxed just to demand that the resource quantifier should evaluate
to zero for a free object. The converse statement need not be true. For example, log negativity, an
entanglement quantifier, evaluates to zero for some entangled states.
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Table 2.2. Resource theory framework for correlations

Resource theory Free objects Free operations Resource
Separable operations
Entanglement Separable states Entangled states
LOCC
Steering Unsteerable ITW-LOCC Steerable
assemblages assemblages
. e Non-local
Non-locality Local distributions WPICC L
distributions

where g1(¢), g2(elogd) — 0, as ¢ — 0, and d is the dimension of the resource object.
For continuous variable systems, we expect d to be replaced by finite mean energy of
the object. The above properties are nice to have for a quantifier but not mandatory.

In the following sections, we will discuss the resource-theoretic framework for
entanglement, steering, and non-locality. The discussions in the next three sections

can be summarized by Table 2.2.

2.2.1. Resource theory of entanglement

Quantum entanglement is an important phenomenon in quantum information
theory and has been vital for the development of quantum technologies. It is a
uniquely quantum phenomenon, and therefore it makes sense to understand it from
a resource theory perspective.

Let us begin with the following question: what are the operations that Alice and
Bob can implement that leave the set of separable states invariant? An example of
these operations is local operations and classical communication (LOCC) [40]. As
the name suggests, LOCC consists of Alice and Bob performing local operations and
communicating classically. LOCC operations can be mathematically hard to describe
since the number of rounds of communication between Alice and Bob can be large.

A particular way to define finite-round r-LOCC between two parties is as r-rounds
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of recursive one-way LOCC (LOCC;) defined as

e Alice performs a local operation consisting of a quantum instrument on her side

which can be given as £(-) = Y. &(-)®]i)(i|, such that >, & is trace preserving.

e Alice communicates the classical register to Bob, and Bob applies a CPTP map

Fi. This whole operation can be mathematically described as LOCC;(-) =
2 & @ Fi(-),

We also define LOCC; with classical communication from Bob to Alice in a similar
way. Then, an LOCC operation is composed of rounds of LOCC; from Alice to Bob
and then LOCC; from Bob to Alice.

Now one can ask the following question: are there correlations beyond LOCC
that leave the set of separable states invariant? This larger set of operations, which
contains the set of LOCC operations, is known as the set of separable operations,

defined as follows:

Definition 27 (Separable operations) Separable operations on S(Ha @ Hp) are

CPTP maps with product Kraus operators mathematically formulated as

Alp) =S (B ® F)p(E; ® F), (2.15)

with Y, EIE; @ F/ Fy =T

It was first shown in [41] that there exist maps in the set of separable operators
that cannot be written as a finite-round LOCC.

It is now instructive to think of entanglement from a resource-theoretic perspec-
tive. We start by fixing the free states as the separable states. The set of operations,

which leave set of free states invariant are the separability-preserving operations,
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which contain the LOCC operations. Since LOCC is physically easier to implement
than the set of separable operations, we consider the restricted set of operations as
LOCC operations. The set of entangled states are the resource states.

Some important entangled states include Werner states and isotropic states, de-

fined as follows:

Definition 28 (Werner state [42]) Let A and B be quantum systems, each of di-

mension d. A Werner state is defined for p € [0,1] as

I, +p (2.16)

2 2 -
d(d+1) d(d—1) 4B

where HfB = (Iap £ Fap) /2 are the respective projections onto the symmetric and

antisymmetric subspaces of A and B.

Definition 29 (Isotropic state [43]) An isotropic state p(jg) is U ® U-invariant

for an arbitrary unitary U, where dim(H4) = d = dim(Hp). Such a state can be
written in the following form for t € [0, 1]:

IAB_(D%B
a2—-1 7

(t,d)

pap =t + (1 1) (2.17)

where ®% 5 denotes a mazimally entangled state of Schmidt rank d.

There are a number of quantifiers for entangled states such as relative entropy of
entanglement [44], squashed entanglement [10], entanglement robustness [45], entan-
glement of formation [40], log negativity [46, 47], among others. In this thesis, we
only concentrate on relative entropy of entanglement and squashed entanglement.

Relative entropy of entanglement is defined as follows:
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Definition 30 (Relative entropy of entanglement) Let pag be a bipartite state.

Then the relative entropy of entanglement of pap is given as

E = inf D 2.1
R(pAB) UABG%%P(A:B) (,OABHO'AB)a ( 8)

where SEP(A : B) is the set of separable states across the partition A : B.

Squashed entanglement was defined in [10]. We will recall the definition and
intuition behind the measure in Chapter 4.

Can we calculate the amount of entanglement in a state? It turns out that entan-
glement cost, entanglement of formation, relative entropy of entanglement, squashed
entanglement are NP-hard /NP-complete, and hence cannot be computed in polyno-
mial time [48]. This problem is related to the separability problem [49, 50].

Of the entanglement measures stated above, log-negativity can be calculated eas-
ily. But this in no way contradicts the hardness of the separability problem due to the
fact that it is not a faithful measure. It can be equal to zero even for some entangled

states. It is a useful upper bound on distillable entanglement. °

2.2.2. Resource theory of steering

Quantum steering was first introduced by Schrédinger in 1935 [51] in order to
formalize an argument made by Einstein, Podolsky, and Rosen in [52]. It refers to
the following scenario: Alice and Bob share a bipartite quantum state. Alice mea-
sures her system, which can have the effect of steering the reduced state on Bob’s
system, depending on the measurement that she performs. She thus can influence
Bob’s subsystem without having access to it. However, Bob does not have any knowl-

edge about the influence, nor can he detect it unless Alice communicates the mea-

5Tt is not known if log negativity is an upper bound on distillable key, which is different from
distillable entanglement.
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surement that she performed and the outcome of the measurement. For example,
consider a maximally entangled state shared by Alice and Bob. Alice can measure
her system in either the Pauli oz basis or the Pauli ox basis. If she measures in
the Pauli o4 basis, the resulting state of Bob’s subsystem is represented as the en-
semble {(3,[1X1]), (,]0X0])}. Alternatively, if she measures in the Pauli ox basis,
the state of Bob’s subsystem is represented as the ensemble { (3, [+)+]), (3,]—X-])}.
The notion of steering was formalized in [26], which defines it in the context of an
entanglement certification task, with Alice having access to an untrusted device and
Bob to a trusted quantum system.

Let us consider an entangled state pap. Suppose that Alice performs a POVM
{A%}, on the state pap. Then, it is not necessary that the resulting assemblage
is a steerable assemblage. To put it concisely, entanglement is a necessary but not
sufficient criterion for the observation of steering. An example of this phenomenon is
a two-qubit Werner states Y? = (1 — p)map + pp 45, where ¢~ is the singlet state. A
Werner state is entangled if and only if p > %, and steerable if p > % That is, for
% <p< %, the state is entangled but not steerable. This example demonstrates that
exhibiting steering is more difficult than having entanglement.

The resource theory of steering was formalized in [37], and we give a basic overview
below. The resource objects are steerable assemblages, and the free objects are local-
hidden-state assemblages. The set of free operations consists of one-way classical
communication from Bob to Alice and local operations (1W-LOCC) that leave the
set of free assemblages invariant. The set of 1W-LOCC also contains operations
in which Bob is also allowed to perform a quantum instrument on his system and
communicate the classical outcome prior to the measurement choice by Alice [37,
Definition 1] (thus, he can influence the input to her black box).

Before defining 1W-LOCC operations, let us introduce some notation. The sub-

41



normalized state possessed by Bob is p3" := pjx(alr)py”. Taking px(x) as a proba-
bility distribution over measurement choices of Alice, we can then embed the assem-
blage {05 }ax in a classical-quantum state as follows: px a5 == >, , px(7) |2)z[x ®
la)Xa| ; ® pE*,where {|z) }. and {|a) 5}. are orthonormal bases.

We now define 1IW-LOCC operations. Starting with a given assemblage {5%" }a 2,
it is possible for Bob to perform a quantum instrument on his system, specified as

the following measurement channel acting on an input state opg:

MB—>B'Y(UB) = Z’Cy(UB) X |y><yly ) (2'19)
y
where
Ky(o) = KyopK], (2.20)
t

The sum map Zy IC, is trace preserving, i.e.,
> KKy =1Ip (2.21)
y,t

and each K, is a Kraus operator, taking a vector in Hp to a vector in Hp. Bob
can then communicate the classical result y to Alice, who chooses the input x to her
black box according to a classical channel px|y (z|y). The state after these operations
is

pxapy = Y pxpy(ly) [a)alx ® |a)al; ® K, (657) @ lyXyly - (2.22)

a,r,y
A pictorial representation of 1W-LOCC operations is given in Figure 2.7.
It is quite simple to see that if we allow Alice to communicate classically with
Bob, then she can easily send (a, z) to Bob. With this information, Bob can prepare

the state p5*. Hence, if Alice and Bob are allowed to perform an LOCC operation,
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Figure 2.7. This figure represents a 1W-LOCC operation acting on an assem-
blage. Bob is allowed to send classical information y to Alice, who chooses the
input z to her black box according to px|y-

they can create a steerable assemblage. Therefore, LOCC is not a free operation in
the resource theory of steering.

The 1W-LOCC that we have considered above allows for classical communication
from Bob to Alice. This communication can take place prior to Alice giving the input
to her device or can take place after Alice gives the input. The former scenario is a bit
more complicated to handle and can be experimentally hard to implement. We thus
consider a simpler, restricted class of free operations in which Bob cannot influence
Alice’s input to her black box.

In considering this restricted class, we are motivated by practical, relativistic
constraints that can potentially limit the performance of Alice and Bob’s quantum
devices in any quantum steering protocol. Typically, in any such protocol, Alice,
Bob, and the source of their systems are spatially separated, and furthermore, their
quantum devices typically have a finite coherence time. If Alice were to wait to
receive a signal from Bob before taking any action on her system, the performance
of her device could potentially get much worse than it would be if she were simply

instead to input to her system as soon as she receives it from the source. This
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perspective motivates a restricted class of IW-LOCC operations in which any classical
communication from Bob reaches Alice only after she has received the output A from

her black box. We refer to these free operations as restricted 1W-LOCC.

Definition 31 (Restricted 1W-LOCC) Let {p%"} be an assemblage, and let
{pX|Xf7PA|AXXfZ, {lCz}} denote a restricted 1W-LOCC operation that results in an
assemblage {ﬁ;x}

AQ,T

P = pxix, (@l p)pag axx, z(agla, ., xp, 2)K.(p57). (2.23)

a,T,z

The only difference between restricted 1W-LOCC and 1W-LOCC is that Alice’s
inputs are no longer dependent on classical information that Bob sends.

There is another possibility that can be considered: Alice classically communi-
cates to Bob before giving the input to her device. This will not lead to the creation of
a steerable assemblage. This kind of operation can be recast in terms of 1W-LOCC.
Therefore, we need not consider it separately [37].

A number of quantifiers for quantum steering have been introduced in the lit-
erature. This includes the following: steerable weight [53], robustness [54], relative
entropy of steering [37, 55| and intrinsic steerability, among others. Of relevance to
this thesis are relative entropy of steering and intrinsic steerability. We will define

intrinsic steerability in Chapter 5 and relative entropy of steering in Chapter 7.

2.2.3. Resource theory of Bell non-locality

Bell non-locality, formalized in [56], reflects a fundamental difference between
classical and quantum correlations. Studied and introduced as a foundational concept
in quantum mechanics, it has proven to be an important resource in quantum key

distribution. A detailed review of Bell non-locality can be found in [30].
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Entanglement is a necessary but not sufficient criteria for observation of non-
locality. As an example consider the two-qubit Werner states. These states are Bell
non-local for p > \%, steerable for p > %, and entangled for p > % We thus observe
that Bell non-locality is a stronger form of correlations than entanglement or steering.

The resource theory of Bell non-locality was formalized in [36], and we provide an
overview here. The resource objects are the Bell non-local distributions p(a, b|x, y).

Having fixed the resource, now let us consider the free operations. It is intuitive
to see that if classical communication is allowed between Alice and Bob, then they
can generate any possible probability distribution. This rules out LOCC or 1W-
LOCC as possible sets of free operations. We now consider operations that do not
involve communication between Alice and Bob after they have obtained a, z,y, and
b. One such class of operations is local operations and shared randomness. This
class includes the set of operations in which Alice and Bob are allowed to process
information locally, without any communication.

Physically, local operations and shared randomness [57, 58| refers to an opera-
tion in which Alice and Bob share unlimited free randomness and can perform local

operations on
e the inputs given by Alice and Bob to their respective components,
e the outputs of the two components to give the final outputs to Alice and Bob.

The local operations and shared randomness act on the initial correlation p;(a, b|z,y)
corresponding to the device, in order to yield a final, modified correlation p(a, b|z, ).

These operations can be parametrized as follows [59]:

pf(afabf’$f>yf) = Z O(L)(afvbf‘a7baxayaxfayf>pl(a7b’x>y)[(L)(x>y’xf7yf)
a,b,x,y

(2.24)
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Here, IM) corresponds to a local correlation for a local device that takes in the inputs
xy and yy from Alice and Bob, uses shared randomness, and performs local operations
to yield new inputs x and y for the main device characterized by p;. This can be

written as

I (@, ylzy,yp) = ZPAQ(/\2)]A($|$f’ M) I(ylys, A2), (2.25)
A2

where py,(A2) corresponds to the probability distribution of the shared classical vari-
able Ay, I4(z|zs, A2) corresponds to the probability of obtaining = given zy and Ao,
and I(y|ys, A2) corresponds to the probability of obtaining y given y; and A,.

Once the initial device p; generates the outputs a and b, it can be post-processed
by a local device that is characterized by the local correlation O%. This can be

written as

OB (ay, brla, b, 2, y, 25, y5) = ZpAl()\l)OA(af]a,x,xf, A)Og(belb, y, yr, A1).
" (2.26)
This device takes in a, b, z,y, x ¢,y and gives the final outputs ay, by by using shared
randomness and performing local operations on the inputs. Here, pa, () is a proba-
bility distribution over the classical shared random variable Ay, O4(af|a, z, xf, A1) is a
conditional probability distribution for obtaining ay given x, xs, A1, a, and Op(bs|b, y
,Yf, A1) is a conditional probability distribution for obtaining by given y, ys, A1, b. See
Figure 2.8 for a pictorial representation of the most general transformation of local
operations and shared randomness on a correlation p;(a, bjx, y).
In the resource theory of Bell non-locality [36, 59], the resources are non-local

distributions p(a,b|z,y). Local operations and shared randomness are one possible

set of free operations in this resource theory [36]. It can be shown from the definition
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Figure 2.8. This figure depicts how local operations and shared randomness
can act on an initial correlation p;(a,b|z,y) to produce a final correlation

pilagbylzy,yp)-
of a local distribution that the action of the local operations and shared randomness
transforms a local distribution to a distribution in L. Furthermore, a quantum dis-
tribution remains in the set Q when acted upon by these free operations. To see this,
replace the local boxes O and I%) in (2.24) by separable states shared between
Alice and Bob with the local states encoding the probability distributions required in
(2.25) and (2.26) and the measurements as projective measurements.

Another class of operations that keeps the set of local correlations invariant is
called as wirings and prior-to-input classical communication. In this class, Alice
and Bob are allowed to communicate before the inputs are given to their respective
devices. For details, please see [59].

A number of quantifiers have been introduced for quantifying non-locality of a
probability distribution. Some of these include the following: relative entropy of non-
locality [60], intrinsic non-locality [13], and squashed non-locality [61]. We will give

detailed definitions for these quantifiers in Chapter 6.
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Chapter 3
Quantum Key Distribution

In this chapter, we review the basics of quantum key distribution. For in-depth
details, please consult [62, 63, 64]. The main goal of quantum key distribution is to
establish secure keys between Alice and Bob. By secure keys, we mean that Alice
and Bob share a string of random variables that are not known to any Eavesdropper.
We will give a mathematically precise definition later. The security of the estab-
lished key relies on quantum correlations shared between two distant parties: Alice
and Bob. It relies on quantum phenomena such as the monogamous nature of quan-
tum correlations, the uncertainty principle, and the no-cloning theorem. With these
properties, we bypass the need for relying on computational hardness, which is a
fundamental requirement for classical cryptography. Instead, we obtain information-
theoretic security, which relies on physical principles. The strength of quantum key
distribution relies on the fact that the security is guaranteed irrespective of progress
in computation: classical or quantum. Any public classical information collected by
the eavesdropper during the protocol cannot be used to break the security of the
established key with computational developments in the future. This is in contrast
to computational security, where computational advances can threaten the security
of keys established retroactively.

Every quantum key distribution protocol has the following three assumptions:

e Quantum mechanics or the no-signaling principle is correct.

e Alice and Bob’s devices are not communicating with the eavesdropper or pub-

licly leaking information.

e There exists a classical authenticated channel between Alice and Bob.
The existence of an authenticated channel is required because Alice and Bob need to
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confirm that they are communicating with each other and not with an eavesdropper
impersonating as Alice or Bob. Without this assumption, quantum key distribution
is susceptible to a man-in-the-middle attack.

Now, to establish a classical authenticated channel, Alice and Bob can use public
key cryptography, which relies on computational security. Here we encounter a co-
nundrum: If the security of quantum key distribution is contingent on the security of
the public key authentication, which relies on computational hardness, are the keys
generated from a quantum key distribution protocol secure? If the secret keys used
for authentication are secure during the run of a quantum key distribution protocol,
then the keys generated from a QKD protocol are also secure. Once the protocol for
generating the key ends, the keys used for authentication can be released publicly
and will not affect the security of the generated keys. That is, the key used for au-
thentication, which relies on computational hardness, need only be secure for a short
period. For more discussion on the aforementioned assumptions, please see [65].

A generic quantum key distribution protocol includes the following steps:
e Alice and Bob share an unknown bipartite state pap.

e Alice and Bob perform measurements on their systems to obtain measurement
outcomes. These outcomes will have some correlations depending on the state

shared between Alice and Bob.

e Using their data of measurement outcomes and choices, Alice and Bob quantify
the amount of information that the Eavesdropper has about the outcomes. One
particular way to proceed with the above analysis is to consider the set S of
states compatible with the observed correlations. Define a set S that consists
of a purification ¢} 5 of pap jointly held by Alice, Bob, and the Eavesdropper.

An optimization over this set is used to quantify the amount of information
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Table 3.1. Different types of quantum key distribution based on trust assump-
tions on measurement devices.

Measurement on Measurement on

Setting Alice’s side Bob’s side Resource
Trusted QKD Trusted Trusted Entanglement
1S-DI-QKD Untrusted Trusted Steering
DI-QKD Untrusted Untrusted Bell non-locality

that an Eavesdropper has about the measurement outcomes.

e Alice and Bob perform local operations and authenticated classical communi-

cation, which involves error correction and privacy amplification, to obtain the

final key. The eavesdropper can passively copy any classical communication

exchanges between Alice and Bob.

Quantifying the amount of information that Eve has about the measurement

outcomes is the bottleneck for most of the security proofs. The reason is that the set of

states compatible with the observed measurement outcomes can be large. To quantify

Eve’s information, techniques need to be developed that can optimize over such large

sets of compatible states. For progress in this area, please consult [66, 39, 67].

In QKD protocols, measurement devices play a crucial part. They are instrumen-

tal in obtaining information about unknown quantum states. Therefore, one needs

to understand how much we can trust the measurement devices. This trust assump-

tion has led to different settings in quantum key distribution. In the first one, Alice

and Bob trust their measurement settings. This means that they know the POVM

implemented by their device. This corresponds to trusted quantum key distribution.

In the second scenario, Bob knows the POV Ms implemented by his device; however,
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Figure 3.1. Trusted QKD
Alice does not know the POVMs implemented by her device. This is the setting of
one-sided device-independent quantum key distribution (1S-DI-QKD). In the third
scenario, both Alice and Bob do not trust the POVMs implemented by their device.

We refer to this as device-independent quantum key distribution (DI-QKD).
3.1. Trusted quantum key distribution

Trusted quantum key distribution is the well-studied setting of quantum key
distribution. Primarily, in this setting, we consider two types of protocols: prepare-
and-measure (PM) and entanglement-based (EB) protocols. As the name suggests,
in a prepare-and-measure protocol, Alice prepares a state and sends it to Bob, who
measures the received state. In an entanglement-based protocol, an untrusted source
prepares a bipartite state and sends one share each to Alice and Bob. Alice and
Bob measure their shares of the state to obtain classical variables, from which they
extract a key. Although PM protocols and EB protocols are seemingly different on
the surface, one can show that for every PM protocol there exists an EB protocol and
vice versa [68]. This equivalence is extremely useful because PM protocols are easier
to implement and EB protocols are slightly easier to analyze.

Most prepare-and-measure protocols consist of the following steps:

e The following transmission round is performed n times:
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— Alice needs to encode the bit values 0 and 1. She encodes the bits in the
state ¢! where i € {1,...,m} reflects the encoding basis, and ¥? and 1}
are the states used to encode 0 and 1, respectively. For the s*" transmission
round, Alice stores the values of the encoding basis in random variable X7

and the encoded bits in X3.

— Alice sends the states through an insecure quantum channel, which can
be controlled by an eavesdropper. This implies that Alice and Bob do not

know the state that is received by Bob.

— Bob then measures the received state in some basis 1); and stores the values

of the measuring basis for the s round in Y;* and the bit values in Y.

e At the end of n transmission rounds, Alice has X; = X{ X?... X]'. Similarly,

we can define X5, Y7, and Y5.

e Alice and Bob then perform a sifting process. Alice announces the basis X;
in which she prepared the state and Bob announces the basis Y; in which he
measured the state. They only keep X5 and Y} for which the measurement basis
is the same, that is, X¥ = Y}*. This gives the raw key, X, and Y», on which
they perform error correction and privacy amplification. These protocols involve
local operations and public communication. The classical communication takes

place over a classical authenticated channel.

The security proof for most PM protocols relies on using correlations observed in X5
and Y5, along with the knowledge of X; and Y7, to determine the channel imple-
mented by the eavesdropper. This step can be hard because the number of channels
compatible with Alice and Bob’s observations can be large.

As discussed above, a slightly easier approach to security proofs is to define a

corresponding entanglement-based protocol. In entanglement-based protocols, Alice
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prepares a bipartite state psa and sends the system A’ over an insecure quantum
channel Ny _,p that can be controlled by an eavesdropper. As a consequence, Alice
and Bob share the state pap = Nap(paa). Alice and Bob measure this state
in a random basis to obtain the measurement outcomes. To establish the security
of this protocol, Alice and Bob determine the states p4p that are compatible with
their measurement outcomes. Because we assume that all information leaked from
the channel is collected by Eve, the state held by Eve is a purification ¢z of
a compatible state pap. Even the set of joint states held by Alice, Bob, and the
eavesdropper can be extremely large and therefore optimizing over this set is hard.
Several techniques have been developed in [69, 39, 4] to solve this problem for various
protocols.

The first quantum key distribution protocol was introduced in the seminal work
of [3] with a security proof provided in [4]. Following that, there have been several
other prepare-and-measure protocols introduced, such as the six-state protocol [70]
and the B92 protocol [71]. Ekert [23] also introduced a protocol that uses bipartite
entanglement to obtain secure keys and relies on the violation of a Bell inequality to

detect the presence of an Eavesdropper.

3.1.1. Resource in QKD
To obtain a non-zero secret key rate in a QKD protocol, the underlying channel
implemented by an eavesdropper should not be entanglement breaking. An entanglement-

breaking channel is defined as follows [72]:

Definition 32 (Entanglement-breaking channels) A channel N is an entangle-

ment breaking channel if its Choi matriz ®Y, is separable.

One can easily understand this requirement in the context of EB protocols. To

extract a secret key in these protocols, the shared state must be an entangled state.
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If the shared state is separable, then Alice and Bob cannot generate a secure key from
this state via a quantum key distribution protocol. As seen here, entanglement in
the bipartite state p4p is a necessary condition, but it is not known to be a sufficient
condition for obtaining a secure key. The sufficient condition has been extensively
studied in [73, 74, 75].

In quantum key distribution, we assume that an eavesdropper controls the channel
connecting Alice and Bob. This means that a priori Alice and Bob do not know the
channel. They might assume a certain model for the channel that is later verified
during the protocol using their measurement statistics. Also, any noise, that in
part, can be due to physical constraints such as fiber losses, is attributed to the
eavesdropper. If the noise added by the physical process is greater than a certain
threshold, then the bipartite state is no longer entangled. Hence, no secure key can
be extracted from it.

As an example, suppose that an optical fiber with transmissivity n connects Alice
and Bob. We attribute the fiber losses to an eavesdropper. We assume that the eaves-
dropper is collecting all information being leaked from the fiber. This fundamentally
limits the distance at which a secret key can be distilled. This intuition is formal-
ized for various channels in [6, 7, 8]. The attribution of all losses in the channel to
an eavesdropper is a powerful assumption. However, to obtain information-theoretic
security, this assumption is necessary.

Now, if we inspect the workings of the security proof of BB84, B91, and the
six-state protocol, we see that there is an underlying assumption that Alice’s en-
coding and Bob’s measurement devices are fully characterized. If we consider the
entanglement-based counterpart, Alice and Bob’s measurements are fully character-
ized. One can also consider an extreme scenario in which Alice and Bob do not

characterize their measurement devices. We do not know the POVMs corresponding
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Figure 3.2. Device-independent quantum key distribution

to the measurement devices. Can we extract secret keys from an unknown bipartite
state without trusting the measurement performed on these states? Fortunately, we
can still exploit the correlations present in quantum mechanics without trusting mea-
surement devices and quantum states. In this context, we study device-independent

quantum key distribution, which we explain in the next section.

3.2. Device-independent quantum key distribution

3.2.1. Model

Consider a scenario in which Alice and Bob receive a device manufactured by
some malicious untrusted party. This box can contain an entangled state, a separable
state, or be described by a no-signaling correlation; however, Alice and Bob do not
know the contents of the box. They can access this device with classical inputs
z,y € {0,1,...,m}. Once Alice and Bob choose the classical inputs, the device
performs some arbitrary action and gives Alice and Bob some classical output a,b €
{0,1,...,m}. So the only way that Alice and Bob can interact with their devices is
through classical inputs and classical outputs. We can thus characterize these devices
with a conditional probability distribution Pzz xy, where A, B are random variables

associated with Alice and Bob’s respective outcomes, and X, Y are random variables
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associated with Alice and Bob’s respective inputs. This device is called a black box
because we do not know the inner workings of the box. The question now becomes the
following: can Alice and Bob still do something useful with the generated correlations
without knowing about the inner working of the device?

Interestingly, with the following assumptions and minimal trust on their devices,
Alice and Bob can still construct protocols to extract secret keys from the conditional

probability distribution Pyp xy:

There is no extraneous/unwanted communication from Alice and Bob’s device.

There is a trusted random number generator to produce classical variables.

They have trusted classical devices (e.g., memories and computing devices) to

store and process the classical data generated by their quantum devices.

They are connected by authenticated classical public channels.

The first assumption is required to make sure that the device is not leaking out
classical data. Without this, the device can communicate the classical data to Eve,
and there can be no secure key. The second assumption is required because Alice and
Bob’s measurement choices should not be known in advance to the eavesdropper or
the device manufacturer. If the choices are known in advance, then the manufacturer
can rig the devices. The fourth assumption is required because Alice and Bob need
to be sure that they are communicating with each other.

A basic device-independent protocol consists of the following steps:
e The following round is performed n times.

— Alice and Bob give inputs X; and Y; to the device.
— The device gives outputs A; and B;.
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At the end of these rounds, Alice has X = X;X,5...X,, and A = A, A, ... A,.
Bob has Y =Y1Y,...Y, and B= BB,...B,.

e Alice and Bob announce their measurement settings. For m random rounds,
Alice and Bob share their outputs A; and B;, j € {1,...,m}. They use this
information to bound the value by which the outputs flj, X;, Y, and Bj violate
a Bell inequality. They discard the data collected in these m rounds. The
rounds in which Alice and Bob’s measurement settings do not match are also

subsequently discarded. The remaining outcomes form a raw key.

e [f the Bell inequality violation is sufficiently strong, they proceed with local op-
erations and public communication, which includes error correction and privacy

amplification.

3.2.2. Resource in DI-QKD

Suppose that that an untrusted device is defined by a local correlation Pspxy =
> aPa(M)pajxaPeya- The eavesdropper can copy the classical information A, and
when Alice and Bob reveal their measurement choices, induce a classical channel
from X, A,Y to obtain the outcomes A and B. Thus, we see that no secret key can
be extracted from a local correlation in a device-independent QKD protocol.

To check for non-local distributions, we check for violations of Bell inequalities.
The first Bell inequality was formulated by John Bell in his seminal paper “On the
Einstein Podolsky Rosen paradox” [56]. This inequality was generalized in [76] to
make it realizable with experiments. Ever since its formulation, several other Bell
inequalities have been explored. These include Mermin inequalities [77] and tilted
CHSH inequalities [78], among others.

A crucial part of the aforementioned protocol is a Bell inequality test, which is

defined as follows:
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Definition 33 (Bell inequality) Let p(a,b|z,y) € L, where L is described in (2.8).

Then there exists an inequality

Z s(a,b,x,y)p(a,blz,y) < S, (3.1)

a,b,z,y

satisfied for all p € L and not satisfied for some p € Q, where Q is described in (2.9).

Here S >0, and s(a,b,z,y) € R.

The objective of a Bell inequality test is to quantify Eve’s information in a device-
independent way. This proves to be a challenging task, especially because here, we
need to optimize over a set of states as well as measurements that are compatible with
the observed measurement statistics. Most DI-QKD protocols rely on the CHSH Bell
inequality. This is because the two-input two-output setting of the CHSH inequality
allows us to invoke Jordan’s lemma, which enables us to assume a dimension bound on
Alice and Bob’s underlying state. Establishing security proofs for DI-QKD protocols
with other Bell inequalities is still an open line of research.

In a device-independent scenario, one can consider different models of an eaves-
dropper. Besides the assumptions that we made above, we can also assume that Alice,
Bob, and Eve’s systems are governed by quantum mechanics. This implies that the
conditional probability distribution describing the black box has an underlying quan-
tum strategy. The two-component box is assumed to have an underlying quantum
state pap, and Eve has the purification of this state ¢ 5. Such an eavesdropper is
known as a quantum eavesdropper and has a quantum extension of the distribution,

defined as follows:

Definition 34 (Quantum extension) Let p(a,blz,y) € Q. A distribution in the

set Q arises from an underlying state pap and POVMs characterized by {A%}, and
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{A }b Now, consider a quantum state papg such that Trg (papr) = pap. Then, a

quantum extension of p(ablry) is defined as
(CL b’&l y) wbay =Trap [(Ag & AZ & IE)pABE} . (32)

Lower bounds on secret key rates for protocols with a quantum eavesdropper have
been considered in [39, 66].

If the distribution describing their device is no-signaling, then we can also as-
sume that the eavesdropper is no-signaling. We can further model a no-signaling
eavesdropper in two ways. In the first one, we can model the eavesdropper as a
no-signaling quantum eavesdropper. A no-signaling quantum eavesdropper has a no-
signaling quantum extension of the probability distribution p(a,b|z,y), defined as

follows:

Definition 35 (No-signaling quantum extension) The assemblage p“b”

p%b’x’y is a no-signaling quantum extension of p(a,blz,y) if the following no-signaling

conditions are satisfied:

Zpab|xy Ghty Zpab\x y)p abx’y Vo, o' € X. (3.3)

Zpab|xy abry Zpab|xy abey’ oy of € Y, (3.4)

In the second model, one assumes that the eavesdropper has a no-signaling extension,

defined as follows:

Definition 36 (No-signaling extension) The conditional probability distribution

pla,b, clz,y, z) is a no-signaling extension of p(a,blx,y) if the following no-signaling
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condition holds

Zp(a, b,clx,y,z) = Zp(a, b,clr,y,z) Vz, 2. (3.5)

The security of various DI-QKD protocols has been proven for different models of the
eavesdropper [79, 80, 81].

Although DI-QKD is the holy grail of quantum key distribution, its practical
implementation is extremely challenging. To implement DI-QKD, it is imperative to
perform a loophole-free Bell test, which was only recently demonstrated in [82, 83, 84].
Recall that in trusted quantum key distribution, we attributed only the noise in the
transmission channel to the eavesdropper. With DI-QKD protocols, we attribute
even the noise in the measurement device to the eavesdropper. This makes DI-QKD
protocols extremely sensitive to noise.

Above we have mentioned two scenarios: one in which Alice and Bob trust their
measurement, settings, and in the other, they do not trust their measurement set-
tings. One can also consider several in-between scenarios. There are three dif-
ferent models of QKD that have been considered: semi-device-independent quan-
tum key distribution [85], one-sided device-independent quantum key distribution
(67, 38], and measurement device-independent quantum key distribution [86, 87].
With semi-device-independent QKD, the dimensions of the quantum systems and
measurements are trusted and known. In one-sided device-independent QKD, we do
not trust the preparation phase and measurement devices with either Alice or Bob.
In measurement-device-independent QKD, we trust the preparation phase but do not
trust the measurement devices.

In the next section, we investigate one-sided device-independent quantum key

distribution.
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Figure 3.3. One-sided device-independent quantum key distribution

3.3. One-sided device-independent QKD

3.3.1. Model in 1S-DI-QKD

One attractive alternative to DI-QKD is 1S-DI-QKD introduced in [67, 38]. Con-
sider a scenario in which, say, a bank and a user want to share a secret key. The
bank, since they have a lot of money, invest in equipment that is resistant to noise,
and has highly calibrated preparation and measurement devices. However, the user
cannot afford to keep the highly calibrated instruments due to high maintenance costs
and, therefore, cannot trust the equipment. The user’s equipment effectively behaves
like a black box and can only be accessed via a classical input and a classical out-
put. Quantum key distribution protocols in which one of the parties does not trust
its measurement equipment are technically known as one-sided device-independent
protocols. The aforementioned scenario is reminiscent of the one we discussed in
quantum steering, in which one of the parties is characterized by a conditional prob-
ability distribution, and the other party is characterized by a correlated quantum
state.

The only difference between DI-QKD and one-sided device-independent QKD
comes from the treatment of the variable Y. In DI-QKD, we assume that we do

not have the characterization of Y; however, in 1S-DI-QKD, we know the measure-
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ment/action being carried out by the device when the user inputs Y.

The first 1S-DI-QKD was introduced in [67], where they proved that the prepare-
and-measure BB84 protocol could be made one-sided device-independent on Bobs
side, albeit with lower key rates. The proof requires a memoryless assumption, as
discussed in [88]. In [38], it was shown that to obtain secure key rates in this setting,
Alice and Bob’s assemblage needs to violate a steering inequality, establishing a con-
nection with quantum steering. It is, in fact, simple to prove that if an assemblage
has a local-hidden-state model, then a 1S-DI-QKD protocol cannot extract a secret

key from the assemblage.

3.3.2. Resource required

The resource required in 1S-DI-QKD is steerable assemblages, which can be wit-
nessed by a steering inequality. A steering inequality is the counterpart of a Bell
inequality in quantum steering. It is a witness for steerable assemblages and has the

following form:

Definition 37 (Steering inequality) A steering inequality is given as follows:

g ="Tr

>

b,y

< Brns, (3.6)

where {Ag}by are the POVM elements and p*Y is the assemblage, Brus is the mazimal

value of B that can be obtained by any local-hidden-state assemblage.

3.4. Attacks by eavesdropper

Often the first attempt to obtain secure key rates for a quantum key distribution
protocol is in the asymptotic regime, in which the number n of transmission rounds
tends to infinity. Let [ denote the length of the secure key that can be extracted in n

rounds. Then, the rate of the protocol is given by limnﬁoo%. Of course, this is not a
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realistic assumption; however, it can be insightful for determining the key rates that
one can expect from a particular protocol.

Security is also first generally proved under an independent and identically dis-
tribution (i.i.d.) assumption or collective attack assumption. Under this assumption,
Eve’s actions, which appear as a noisy quantum channel N to Alice and Bob in PM
protocols, remain the same for each transmission round. She is allowed to make ar-
bitrary collective measurements on her collected quantum systems at the end of the
protocol. In the entanglement-based scenario, we assume that the quantum state,
probability distribution, or the assemblage considered remains the same for each
transmission round.

Collective attacks are not the most general attacks that can be carried out by
an eavesdropper. For general attacks, the channel implemented by an eavesdropper
in a particular transmission round can depend on the information collected in the
previous rounds. In this context, techniques such as de Finetti reductions [89] and the
post-selection technique [90] can be employed for trusted quantum key distribution.
To obtain security under these general attacks, we only need to prove security for
collective attacks and then invoke the above techniques. The techniques, with a
reduction in the key rates, give a secure key for arbitrary attacks. In DI-QKD,
de Finetti reductions [91] and entropy accumulation [66] can be employed to deal
with general attacks. However, the use of these techniques is not as straightforward
as in the trusted setting. For general attacks, the secure key rate tends to rates

obtained in collective attacks, for a large number of transmission rounds.

3.5. Lower bound on asymptotic key rates and collective attacks
In this section, we discuss techniques for obtaining lower bounds on key rates for
a QKD protocol. For this, we first discuss lower bounds on the rates of secret key

distillation protocols.
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Let Alice and Bob share n copies of an arbitrary state pap. The collective joint
state on Alice, Bob, and Eve’s systems is given by the purification pspg of the shared
state pap. Alice and Bob can perform local operations and public communication
protocols on p4%p to obtain an e-secure key wy, x,r where K4 and Kp are classical

registers, such that

1. -
N®Prary ® 08 —wiarpelh <€ (3.7)
where @, x, = ‘7}” S |70)(i1| i , i, 15 the ideal key and wk, ke is the joint state

at the end of the protocol. Such a protocol is called an (n, R,e) protocol, where
R = %. A rate R is achievable if for all ¢ € (0,1],0 > 0, and sufficiently large
n, there exists an (n, R — ,¢) protocol. Then the maximum achievable rate is the
distillable key of the state p%p .

Since distillable key involves an optimization over all possible LOCC protocols,
it can be hard to calculate in general. Therefore, we obtain lower bounds and upper
bounds on the rate and, in this way, narrow down the region of possible values of
the distillable key. One such well known lower bound is the Devatak-Winter bound
introduced in [2]. This is a lower bound on the one-way distillable key of the state
and hence is also a lower bound on the distillable key. Here, one-way distillable key
means that classical communication is allowed only in one direction, either from Alice

to Bob or Bob to Alice. The Devatak-Winter formula states that the key rate R is

bounded from below as follows:

R>1(X;Y), = x(Y; E),, (3.8)

where I(X;Y) is the mutual information between X and Y, and x(Y;FE) is the

Holevo information between Y and the eavesdropper’s system. The state pxyp =
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5, o)l © [)oly © Tras (A2 © AY) pags), where {Az}, and {A%}, are POVMs
characterizing Alice and Bob’s measurement operators. For protocols with commu-
nication from Alice to Bob, we can replace Y in the Holevo information term with
X.

The distillable key of a state is closely related to key rates in quantum key dis-
tribution. The missing link is that in a quantum key distribution protocol, Alice and
Bob cannot make any assumption on the form of the state wg, x,r because they do
not know the underlying bipartite state p4p. However, Alice and Bob do have certain
observations from their measurement outcomes, which they can use to characterize
the set of states compatible with the outcomes. To take this into account, we need
to perform an optimization over the set of states in the Holevo-information term in

the Devatak-Winter formula as follows:

R>I(X;Y)—maxx(Y; E). (3.9)

PY E

This optimization makes it challenging to calculate lower bounds. In several protocols,
we cannot perform this optimization and have to come up with novel ways of obtaining

upper bounds on the Holevo information.

3.5.1. Honest devices

A QKD protocol is designed such that, for any noisy channel, it yields a secret
key with high probability or it aborts. The key rates that one would obtain from
these protocols are calculated over expected noise models. It is important to point
out here that the protocol will be secure for any noise model. But to calculate key
rates, we assume a specific noise model. Ideally, we would want a protocol to give a
high key rate for the expected noise models. Some common forms of noise models are

the depolarizing channel, thermal channel, pure-loss channel, erasure channel, among
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others.

In the DI-QKD literature, one often encounters the term honest device. An honest
device means that the noise in the device behaves as expected. A DI-QKD protocol
will be secure for all noise models, but we calculate the key rates for the honest

devices.

66



Chapter 4
Intrinsic Information and Squashed Entanglement

In this chapter, we introduce information-theoretic quantities based on condi-
tional mutual information, which are relevant in the context of secret key distillation.
We first formalize the definition of distillable key for both classical and quantum corre-
lations. Then we motivate the use of conditional mutual information-based measures
for quantifying secret correlations in a joint probability distribution or a bipartite
quantum state. We revisit the definitions of intrinsic information, introduced by Ueli
Maurer in [9] and its improvements as introduced in [92] and [93]. We recall the
definition of squashed entanglement [10], an entanglement measure inspired by in-
trinsic information. With these definitions established, we explore the connection of

squashed entanglement with key rates in quantum key distribution.

4.1. Secret key distillation protocols

In secret key distillation protocols, the goal is to establish a secret key bit string
shared between Alice and Bob. An eavesdropper should have little or no knowledge
about this bit string. The security of secret bit strings can be established under
various assumptions. One common assumption is that of computational complexity,
which is currently employed in most cryptographic protocols. Under the computa-
tional complexity setting, security is based on the hardness of certain mathematical
problems. The security proofs in quantum key distribution do not rely on computa-
tional assumptions but rather on certain physical assumptions. Keys established with
security based on physical assumptions have information-theoretic security.

In secret key distillation protocols, we often use the term LOPC, which stands for
local operations and public communication. This kind of operation is a concatenation

of the following one-way LOPC operations, described as follows:
e Alice performs the following quantum instrument: (A, 44 ® idpg) (pape) =
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Yo (Ea®idpE) (pase) ® |a)a| 5, where the sum map ) &, is trace preserving.

e Alice sends a over an authenticated public channel. Eve can copy all the classical
information exchanged between Alice and Bob over the authenticated channel.
Then the state at the end of protocol is paipsrs = 2_,(E ® idBE)(PaBE) ®

|aaa)aaal 555

We can replace Alice with Bob in the above one-way LOPC operations.
We can now define an LOPC operation A as a concatenation of n rounds of

one-way LOPC operations {A} An example of an LOPC operation is as follows:

neN-
A p‘f%E — PR KpEAnBrEn Where pr, k,panpnpn is final state of this LOPC protocol.

An ideal secret key can be defined as follows

Py kpE = P Ky @ PE, (4.1)

with pp an arbitrary state of the eavesdropper’s system E and ®x i, = >, 4 [10)(71] ¢ g .-

4.1.1. Classical secret key distillation protocol

Consider three parties Alice, Bob, and an eavesdropper, with access to i.i.d. ran-
dom variables. Let A be a random variable with Alice, B a random variable with
Bob, and Z a random variable with Eve. All three parties know the joint probability
distribution Py, associated with these three random variables (this is a physical
assumption in this setting). Suppose that Alice and Bob want to extract a secret key,
unknown to Eve, from Pjz, by using an LOPC operation. The secret key rate, for
this setting, is the maximum rate at which Alice and Bob can extract a secret key
from n independent instances of the probability distribution. This rate is denoted as

Kp(A; B|Z). For a precise definition, please see [9].
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I(X:Y]Z) = 0.
Figure 4.1. Short Markov chain

4.1.2. Quantum secret key distillation protocol

A similar definition of secret key distillation protocols can be formulated for quan-
tum states. Instead of access to i.i.d. random variables, Alice, Bob, and Eve have
access to n copies of a tripartite quantum state papp. This state is also known to
the three parties (physical assumption in this setting). Alice and Bob can perform an
LOPC operation A gnpn_f, i, t0 extract a state pg ko = Aanprgr sk, kpE(PAnBrEn),
such that

1 ,
Slprarpe = Prars @ pell < ¢, (4.2)

where ¢ > 0, and Pk, = 522:1 |kk)EE| g, The aforementioned protocol is

an (n, R,e) secret key distillation protocol with the rate R = IOgT2d. A rate R of
secret key distillation is achievable for pspp if there exists an (n, R — §, ) secret key
distillation protocol for all € € (0,1), § > 0, and sufficiently large n. The distillable

key Kp(A; B|E), of a state papp is equal to the supremum of all achievable rates.

4.2. Entanglement measures, secrecy measures, and conditional mutual
information

Suppose that we are given a joint probability distribution Pz, or a tripartite
state papp. Can we find the distillable key of these objects? Finding this quantity is
not easy, and so we resort to finding tight upper bounds and lower bounds. Mutual

information-based quantities are useful in the context of obtaining upper bounds on

Kp(A; B|Z), and Kp(A; B|E),.
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The intuition behind using conditional mutual information-based quantities for
quantification of secrecy can be traced back to the following property of conditional

mutual information:

The conditional mutual information I(X;Y|Z) of a short Markov chain,

X — Z =Y, is equal to zero.

The correlations existing between X and Y can be quantified by I(X;Y). However,
X and Y might have some common correlations with random variable Z. Therefore,
one needs to ‘squash’ these common correlations to measure the intrinsic correlations,
shared just by X and Y (which can form the basis of a secret key).

Apart from the quantification of secret key rate in triples, conditional mutual
information is also useful in quantifying the entanglement of a state. For this, first
recall that a separable state can be written as pap = Y., pa(A)ph ® py. Now for
this state, the conditional mutual information is equal to zero, i.e., I(A; B|A), = 0.
Now, consider any bipartite state 045, and for this state, let us define the following
function: inf,,,, I(A; B|A)g,s,, Where oapy = >, pa(A) [AXA|, ® o p, such that
Trp [0aBa] = 0ap. For every separable state, we can find a decomposition such that
infy I(A; B|A),,5, = 0. This gives us an intuition that the CMI of quantum states

can be helpful in quantifying entanglement of a quantum state [94, 95].

4.2.1. Intrinsic information
In this section, we define intrinsic information, which was first introduced in [9)].
In the last section, we discussed that given a triple X, Y, and Z, the CMI
I(X;Y|Z) can be used as a measure for secret correlations. However, recall that
the conditional mutual information is not monotone with respect to local operations
on the conditioning variable. This needs to be taken into account when we define

a measure for secret correlations. That is, we should allow for all classical channels
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P17 to be performed on Z. With this, we define intrinsic information as follows [9]:

Definition 38 (Intrinsic information) Given three discrete random variables X,

Y, and Z, the intrinsic information between X and 'Y given Z is defined as

I[(X;Y | Z) = inf I(X;Y]|2), (4.3)

Pz 1z
where the infimum is over all possible classical channels from Z to Z.

For the secret key distillation protocol, the eavesdropper is allowed to perform any
operation on his random variable Z. Now, we know that the conditional mutual
information is not monotone with respect to local operations on the conditioning
system, as discussed in Section 1.4.2.. To take this into account, we define the intrinsic
information with an infimum over all the local operations, Pz, that the eavesdropper
can perform. The range of Z, in principle, can be extremely large. It was, however,
shown in [96] that it suffices to take the range of Z to be equal to that of Z. Therefore,
we can replace the infimum in the definition with a minimization. In [9], it was
proved that Kp(X;Y|Z)p < I(X;Y | Z)p. That is, the distillable key of the
probability distribution Pxyz is bounded from above by the intrinsic information

of the distribution.

4.2.2. Reduced intrinsic information

How tight is intrinsic information as an upper bound on the secret key rate? Are
there any probability distributions with non-zero intrinsic information but with no
distillable key? These questions were explored in [92]. In this work, Renner and Wolf
considered a particular probability distribution and proved for the first time a gap

between its intrinsic information and asymptotic secret key distillation. In this work,
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they also introduced a quantity known as reduced intrinsic information, defined as

follows:

Definition 39 (Reduced intrinsic information) Given are three discrete random
variables X, Y, and Z. The intrinsic information between X andY given Z is defined

as follows:

I(X;Y L Z)= inf (I(X;Y|UZ)+ HU)), (4.4)

Pyixyz

where the infimum is over all possible classical channels from ZXY to U.
Two important properties of reduced intrinsic information are as follows:
« I(X;Y 1L 2) < I(X;Y | 2)
o Kp(X;Y|2) <I(X;Y 1] 2).

Subsequently, in [93], an improved upper bound on secret key distillation capacity

was introduced. This new, improved upper bound is defined as follows:

Definition 40 Given are three discrete random wvariables X, Y, and Z. Then the

improved reduced intrinsic information between X and Y given Z is defined as
I(X;YHZ):iI}fI(X;YLJ)—i—I(XY;ﬂZ), (4.5)

where the infimum is over any arbitrary correlated random variable J.
This improved bound is less than reduced intrinsic information and is also an upper
bound on the distillable key.

4.2.3. Squashed entanglement
As explained above, conditional mutual information is also useful in quantifying

entanglement in a quantum state. We already saw some evidence of this in Section 4.2.
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in the form of CMI being equal to zero for separable states. This intuition was

formalized in [10] as follows:

Definition 41 (Squashed entanglement) The squashed entanglement of the state
pap is defined as

E,(A:B),= inf %I(A; B|E), (4.6)

PABE

where the infimum is over all extensions papr of pap such that pap = Trg [pasE].

The connection between entanglement measures and conditional mutual informa-
tion has also been explored in [94, 95].

Squashed entanglement can be thought of as quantifying quantum correlations
in pap that are inaccessible to any other quantum system (hence the conditioning on
the extension system). Once we know the bipartite state pap, one can construct its
purification ¢ 5. Now, any extension papg of pap can be reached by acting with
a local operation Ag/_,p on the purifying system. Therefore, we have the following
equivalence [10]:

inf I(A; B|E), = inf I(A; B|E)awye (4.7)

PABE Apiog
This has a remarkable resemblance to the definition of intrinsic information. However,
unlike intrinsic information for which we can replace the infimum with a minimum,
such a result is not known for squashed entanglement. This suggests that the quantity
is inherently uncomputable. As a consequence, it is not currently known whether
squashed entanglement is computable. By uncomputable, we mean that we do not
even know if this quantity can be computed at all. This is because there is no
dimension bound on the extension system. Therefore, any algorithm that tries to
calculate this quantity would not be able to determine at what point to stop. However,

this does not imply that the squashed entanglement is useless. We can always make a

73



particular choice of the extension system and thus obtain an upper bound on squashed
entanglement.

Squashed entanglement has several nice properties, including faithfulness [97, 98],
continuity [97], additivity on product states and super-additivity in general [10], and
monotonicity under LOCC [10]. These properties, as discussed in Section 2.2.1., en-
sure that squashed entanglement is a monotone in the resource theory of entanglement
and is a quantifier of entanglement in a bipartite state.

Now, we pose a different question: Is this measure useful in the context of any pro-
tocols involving entanglement? This question was positively answered in [11], which
proved that squashed entanglement is an upper bound on distillable entanglement of
the state [10], and is an upper bound on the distillable key [11].

In quantum key distribution, we introduce particular protocols to generate secret
keys. These protocols outline the particulars of measurement choices, error correc-
tion, and privacy amplification codes. To test the effectiveness of the protocol, we
calculate key rates obtained from these protocols for expected noise models. This is
important since we want protocols to give high key rates for expected noise models.
However, how do we know if this protocol is the best that one can have? It might be
possible that with different measurement choices, error correction codes, or privacy
amplification, one might be able to construct a better protocol. To understand these
limitations, we rely on upper bounds on the key rates that can be generated from
expected noise models. One such upper bound is given by the squashed entanglement
of the state. The state for which the squashed entanglement is calculated is given
by the noise model that we have for the unknown channel/device. We then compare
the asymptotic key rates that we obtain from particular protocols to the calculated
upper bounds.

Apart from squashed entanglement, relative entropy has also been proven to be
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an upper bound on the distillable key [5]. In certain cases, it is a tighter upper bound

than squashed entanglement; in other cases the converse is true [99].

4.3. CMI based measures for steering and non-locality

In the sections above, we discussed the use of intrinsic information to upper bound
the secret key rate generated from a joint probability distribution. We also discussed
the upper bounds on the distillable key of quantum states in terms of squashed
entanglement. The latter is useful in the trusted setting of quantum key distribution.

Now consider the setting of 1S-DI-QKD. We know that for 1S-DI-QKD, we require
the underlying state to be a steerable state. We also know that there are entangled
states which are not steerable and that squashed entanglement is a faithful measure.
Therefore, we can deduce that squashed entanglement will not be a tight upper bound
on the distillable secret key in the 1S-DI-QKD setting. A similar argument can
be made for device-independent quantum key distribution. Therefore, we need to
introduce different functions of assemblages and probability distributions to obtain
better upper bounds for these settings. These functions should, at the very least,
evaluate to zero for unsteerable assemblages and Bell local distributions. Now recall

that an unsteerable assemblage is defined as follows:

PE = papx(alz, \)py. (4.8)
A

Associated to this assemblage, let us define the following state:

PAXBA = Z pa(Mpaxalalz, A) |a,z, Aa, z, A x4 ® P (4.9)

a,r,A

For this state I(A; B|XA), = 0. This statement again relies on the property of CMI

evaluating to zero for Markov chains.
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Now, recall that a local distribution is defined as follows:

pla,blx,y) Zp plalz, N)p(bly, A). (4.10)

Let us embed this distribution in the following state:

oapxva= Y, pNp@)plalz, Npbly, N [a, b, y, \a, b, 2,9, N gpxys - (411)
a,,y,b,\
For a local distribution, I(4; B|XYA), = 0.

This indicates the possibility of constructing CMI based measures for quantum
steering and non-locality. In Chapter 5, we propose an information-theoretic quanti-
fier for steering called intrinsic steerability, which uses conditional mutual information
to measure the deviation of a given assemblage from one having a local hidden-state
model. In Chapter 6, we introduce intrinsic non-locality as a quantifier for Bell non-
locality, and we prove that it satisfies certain desirable properties such as faithfulness,
convexity, and monotonicity under local operations and shared randomness. In Chap-
ter 7, we prove that intrinsic steerability is an upper bound on the distillable key of
an assemblage, and that intrinsic non-locality is an upper bound on the distillable

key of a probability distribution.
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Chapter 5
Intrinsic Steerability

In previous chapters, we discussed the role of conditional mutual information
for quantifying secret correlations in noisy distributions and quantum correlations
in bipartite quantum states. In this chapter, we introduce intrinsic steerability and
restricted intrinsic steerability, which are measures of quantum correlations in an
assemblage. We define intrinsic steerability and restricted intrinsic steerability in
Section 5.1.. We then discuss the proofs of various properties of intrinsic steerability
in Section 5.3. and restricted intrinsic steerability in Section 5.4.. We conclude with
open questions regarding these quantities in Section 5.5.. The results in this chapter
are based on [12]. As seen in Section 4.3., the definitions of steering quantifiers
are inspired by the approach of [94, 95] to quantifying non-Markovianity in Bayesian
networks, which in turn bears resemblance to squashed entanglement [10] and intrinsic
information [9]. To see this, consider that correlations in any unsteerable assemblage
can be explained by a hidden variable, which implies that such an assemblage has
a Markov-chain structure. Assemblages with this structure have zero conditional
mutual information when conditioning on the shared variable [100]. So our primary
idea is to take a non-signaling extension of an assemblage, remove the correlations
that can be explained by a shared variable (by conditioning), and then quantify the
remaining intrinsic correlations.

We will eventually establish a connection between the quantifiers introduced in
this chapter to 1S-DI-QKD. To this end, it is instructive to think of the conditioning
system as being held by an eavesdropper. This is only necessary when we understand
an assemblage as a resource in 1S-DI-QKD.

We recall here the definitions of an assemblage as discussed in Section 2.1.. An

assemblage consists of the state of Bob’s subsystem and the conditional probability of
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Alice’s Bob’s
lab lab

L
plalz,\) Py

Figure 5.1. Markov chain structure in an unsteerable assemblage

Alice’s outcome a (correlated with Bob’s state) given the measurement choice z. This
is specified as {pzx(alz), p5" tacawex- The sub-normalized state possessed by Bob
is p5" = pax(alr)py”. Taking px(r) as a probability distribution over measurement
choices, we can then embed the assemblage {p%" }.. in a classical-quantum state as

follows:

pxap =Y px() |2zl @ la)al; © p", (5.1)

where {|z)}, and {|a) 5}, are orthonormal bases.
5.1. Definitions of intrinsic steerability and restricted intrinsic steerabil-
ity
As discussed in Section 2.2.2., the free operations allowed in the context of quan-

tum steering are 1W-LOCC operations. We require this definition when defining

intrinsic steerability. The intrinsic steerability of an assemblage is defined as follows:

Definition 42 (Intrinsic Steerability) Let {p%"}.. denote an assemblage, and let

Pxipy be a state resulting from a 1W-LOCC operation. Consider a non-signaling
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extension px ippy Of pxipy of the following form:

pxapey = Y pxjy(aly) [e)elx © la)al 3 © i © ly)uly (5.2)

T,a,y

where pry satisfies Trg(pgy) = Ky(p5") and the following no-signaling constraints:

P = pp Vo,a' € X, y e . (5.3)

a a

We define the intrinsic steerability of a given assemblage as follows:

S(A;B); = sup inf I(XA;B'|EY),, (5.4)

{1y (K}, } PXAB'BY
where the supremum is with respect to all quantum instruments, consisting of trace
non-increasing maps {K,}, such that the sum map Zy ICy is trace preserving, and all
classical channels px|y leading to Alice’s input choice x. The infimum is with respect
to all non-signaling extensions of px ipy- Using the no-signaling constraints, which

imply that I(X; B'|EY), = 0, we can write

S(A;B),:=  sup inf I(A; B'|EXY),. (5.5)
{(pxiv-(Ky}, } PXAB/EY

Definition 42 might seem rather complicated with the number of systems involved
and the number of objects involved in the optimizations. While undesirable, we note
that other steering quantifiers, such as the relative entropy of steering [37, 12], feature
similar complications, and this seems unavoidable, having to do with the structure of

assemblages and 1W-LOCC operations.
The idea behind the definition of intrinsic steerability is to measure the corre-

lations between Alice and Bob’s systems after conditioning on all systems that an
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eavesdropper could have. The worst possible scenario is that the eavesdropper pos-
sesses an arbitrary non-signaling extension of KC,(p%5"). Here, we allow Alice and
Bob first to pick a particular IW-LOCC strategy to maximize their correlations, and
Eve reacts to this strategy by choosing the extensions, to minimize their correlations.
There could be another definition in which we first allow Eve to choose an extension.
Then, Alice and Bob carry out a 1IW-LOCC operation. However, this would mean a
less powerful eavesdropper.

To simplify the rather complicated definition of intrinsic steerability, we are mo-
tivated to find alternate definitions. One such quantifier is restricted intrinsic steer-

ability, defined as follows:

Definition 43 (Restricted Intrinsic Steerability) Let{p%"}.. denote an assem-
blage, and let px 15 denote a corresponding classical-quantum state. Consider a non-

signaling extension px igr of pxip of the following form:

pxame = Y _px()e)zly ® |a)al; ® P, (5.6)

a,r

a,r AQ,T

where pyy satisfies Trg(phy) = pg" and the following no-signaling constraints:

Pii =Y Py Vo2 € X. (5.7)

a

AQ,T

We define the restricted intrinsic steerability of {p%" }ar as follows:

SR(A;B); :=sup inf I[(XA;B|E),, (5.8)

px PXABE

where the supremum is with respect to all probability distributions px and the infi-

mum is with respect to all non-signaling extensions of pxig. Using the no-signaling
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constraints, which imply that I(X; B|E), =0, it follows that

SR(A; B), :==sup inf I(A;B|EX),. (5.9)

px PXABE

This definition is simpler because Eve’s choice of extension is no longer dependent
on the local operations performed by Alice and Bob on their initial assemblage. In-
stead, in this definition, Eve has an extension of the initial assemblage. There is also
no supremum over the Kraus operators {ICy}y in the definition of restricted intrinsic
steerability. The drawback of this quantifier is that it is not known to be a monotone
under 1W-LOCC operations. It is, however, a monotone under restricted 1W-LOCC
operations.

By inspecting definitions, we can conclude that intrinsic steerability is never
smaller than restricted intrinsic steerability: S(4; B), > S®(A; B),. This follows
because the restricted intrinsic steerability involves a supremization over particular
1W-LOCC strategies that are included in the supremization in the definition of the
intrinsic steerability.

By invoking strong subadditivity of quantum entropy [17] and an upper bound in
terms of the dimensions, we conclude that 0 < S(A; B), < log, |4|. Similarly, using
known bounds on conditional mutual information, the expression in (5.9), and the
fact that taking an infimum over classical extensions E does not decrease SF(A; B) b5
we find that 0 < ST(A; B); < min{log, |A|,log, | B|}.

One can also consider different constraints on an assemblage and its extensions.
In the definition of intrinsic steerability and restricted intrinsic steerability, the eaves-
dropper has a non-signaling extension. This makes the eavesdropper compatible with
the no-signaling theory. However, it is also possible to define a quantum extension

system, which makes the eavesdropper compatible with quantum theory.
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AQ,T

Given a bipartite no-signaling assemblage p5". From [29], it is possible to con-
struct a quantum strategy for this assemblage. That is, we can always find a set of
bipartite states and POVMs that give rise to a bipartite assemblage. Let a particular
strategy be a quantum state pap and a POVM {A2},. A particular quantum exten-
sion of the assemblage can be defined in terms of a particular quantum strategy as

follows:

PEp = Tra[(A7 ® Ipp)pase)]. (5.10)

It is possible to define a quantifier similar to intrinsic steerability in Definition 42, and
restricted intrinsic steerability in Definition 43. However, for bipartite assemblages,
these new definitions collapse to the original one by invoking the result in [29]. This
is because the set of bipartite no-signaling extensions is equal to the set of bipartite
quantum extensions. However, this difference would be crucial if one were to define

intrinsic steerability over multipartite assemblages.
5.2. Examples

We now calculate the intrinsic steerability of an assemblage considered in Sec-
tion 2.1.2.. Consider the following assemblage resulting from Pauli o7 or ox measure-
ments on one share of a maximally entangled state |®) 45 := (|00)ap + [11)458)/V/2,
consisting of the following four subnormalized states: p% "~ = 1|0)(0|p, pf "~ =
DY Ap, p5 " = Y4 (+lms A " = 4|=)(~|p. The non-signaling constraint
imposes a constraint that any non-signaling extension of the above assemblage has
the form p%" @ wg for all a, z € {0, 1} and for some state wg (see proof of Example 44
below). Thus, in this sense this assemblage is unextendible, similar to maximally
entangled states, and features a certain kind of monogamy against non-signaling ad-

versaries. As a consequence, we find that this assemblage has exactly one bit of

intrinsic steerability.
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Example 44 Consider a maximally entangled state

1
|(I)>AB = E(|00>AB + |1]->AB) (511)

Let measurement x = 0 be Pauli o7 on system A, with outcomes a = 0 and a = 1.
Let measurement x = 1 be Pauli ox on system A, with outcomes a = 0 and a = 1.
This leads to the following assemblage:

~a=0,x=0 ~a=1,2=0
B = 310005, A5 " = 31U,

, (5.12)
e o e L
which has one bit of intrinsic steerability and restricted intrinsic steerability:
S(A;B), = S®(A;B), = 1. (5.13)

Proof. Arbitrary extensions of each of the above subnormalized states are as follows:

~a=0,r= 1 ~a=1,z= 1
P = SIN0ls @, i = s @wl,

—0.0— 1 1= 1
~a=0,z=1 ~a=1,x=1
P’ =B @WE, T =Sl @w, (5.14)

where wg > 0 and Tr(wg) =1 for all 4,5 € {0,1}. The no-signaling constraint is as

follows:

~a=0,r=0 ~a=1,2=0 ~a=0,r=1 ~a=1,x=1

PBE + PBE = PBE + P - (5.15)
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Writing out the left-hand side of (5.15) in matrix form, we find that

1 1
S10){01 @ W% + S 1){1lp @ wlf = . (5.16)

Writing out the right-hand side of (5.15) in matrix form, we find that

1 1
I Hp @ W + 51-)-ls @ wp

= }1 10)(05 + [1){0]5 + [0){1] 5 + [1){1]5] @ wig

1
+ 7 100015 = [1)(015 = [0)(1]5 + [1)(1]5] @ wp (5.17)
1 UJOI + UJll 1 wOl _ OJll
= Z10)(0 E E Z11M0 E E
2|>< |B®(—2 >+2|>< |B®(—2
1 OJOI _ (.Ull 1 OJOI + Wll
+o0)(1p® | E—5 ) + 51 | E—F (5.18)
2 2 2 2
WOl WOl
1 2 2 5.19)
N 5 01_,,11 01,11 ' ( ‘
Wp —Wg wp tWg
2 2

So equating them, we find that the following equation (no-signaling constraint)

should be satisfied

01,11 01_, 11
00 wp TWEg YE —YE
wgp 0 3 5
= . (5.20)
01_, 11 014,11
10 Wg ~YE wp twi
0 wg 5 3

This implies that w% = wi!, which in turn implies that wi? = W% = wil = WP, Thus,

the only possible extension allowed in order to satisfy the no-signaling constraint is a
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product extension independent of a and z, meaning one of the following form:

~a=0,2=0 __ 1 1

Ppe = = §|0><0|B Qwp, PhpT = §|1>(1|B R wg,
~a=0,2= 1 ~a=1,0= 1
Pret = §\+><+’B Qwp, P = 5\—><—|B ® wg, (5.21)

where wg > 0 and Tr(wg) = 1. We can then evaluate the restricted intrinsic steer-

ability in terms of the following classical-quantum state:

310){0lx ® [0){014 ® 310){0]5 + 3[0)(0lx @ [1)(1]5 ® 31){1|5

®uwg. (5.22)
+511) (1 x ®@10)(0] 1 @ |4+)(+|5 + 511 (Ux @ [1)(1] 1 @ 5|-){~|s
The conditional mutual information of this state is as follows:
I(XA;B|E) = I(Xfl; B)=H(B) — H(B|Xfl) = H(B) =1, (5.23)

so that this assemblage has one bit of restricted intrinsic steerability. The first equality
follows because the system E is product regardless of the extension, due to the above
analysis with the no-signaling constraint. The second equality follows by expanding
the mutual information. The third equality follows because the state of the B system
is pure when conditioned on systems XA. The final equality follows because the
reduced state on the B system is maximally mixed. Also, it is clear that this is
the maximum value of the restricted intrinsic steerability, given that it is always
bounded from above by log dim(H ) or log dim(# ;). By considering the upper bound
log dim(#H ) for intrinsic steerability, we see that this assemblage achieves the upper
bound on intrinsic steerability and thus has one bit of intrinsic steerability. m

We generalize this to an assemblage resulting from an arbitrary pure bipartite
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state being measured in the Schmidt basis and the basis Fourier conjugate to this one.
We find that this assemblage has the same kind of monogamy against non-signaling
adversaries and that it has restricted intrinsic steerability equal to the entropy of

entanglement [101] of the state being measured.

Example 45 Consider a pure bipartite state |@)ap in its Schmidt basis:

d-1
) as =D aili)a®|i)s, (5.24)
=0

where |a;| # 0 for all j € {0,...,d —1}. Let measurement x = 0 be a measurement
{17){jla}; in the Schmidt basis on system A, with outcomes a = j € {0,...,d —1}.
Let measurement x = 1 be a measurement {|}> (}|A}j in the Fourier conjugate basis,

where

= 1 1]
J)a = ﬁzez T K) 4, (5.25)
k

on system A, with outcomes a = j € {0,...,d — 1}. This leads to the following

assemblage:

{ 5 =l le), {57 = J2 0wz () } . (526)

where [Y)p := 3. a;lj)p. This assemblage has H({|a,|*};) = H(A),, bits of restricted
intrinsic steerability. Note that this is equal to the entropy of entanglement of the state
) ap. If the state |p) ap is mazimally entangled so that o; = 1/+/d, then the resulting

assemblage has logy(d) bits of intrinsic steerability.

Proof. It is clear that the post-measurement state for Bob %4 **~" is as above. For
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the other case, consider that

d—1 d—1
51 1 —ZT
(1A ® Ilp)ap = 7 2mijk/d( k\AZal\l ® s (5.27)
k=0 =
1 d—1
= 77 2 e Tk A s (5.28)

NS

Q‘ET‘
HH

- Z —Qﬂz]k/d‘k (529)
VL

Now defining the unitary operator Z(j) by Z(j)|k) = e*™*/4|k) for 5,k € {0,...,d —
1}, we can write

Gla® Inle)an = %lzw)m, (5.30)

confirming the post-measurement subnormalized states p 77=1 " Arbitrary extensions
of each of the above subnormalized states are as follows:
~a=3,2=0 20\ /- j
Ppe” = loy|” 1) (il ® w, (5.31)
~a=j,x=1 j
Ppe" = —ZT( NN leZ(5) © T, (5.32)

where wl, 72 > 0 and Tr(w}) = Tr(r}) = 1 forall j € {0,...,d—1}. The no-signaling

constraint is as follows:
d—1 d—1

i =DM (5.33)
=0 §=0
which is the same as
d—1
k) (klp @ |ag|” wi
k=0
-1 '
=22 @) elsZ() © 7 (5.34)
j=0
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1 o ,
= Zlakaz,e’%”(k’k Y EV(K | g ® T4 (5.35)
4.k, k'=0
d—1 1 d—1 '
= k) K5 © —axaj, D ek (5.36)
k,k'=0 j=0

Set k¥ = 0. For k € {0,1,...,d — 1}, we get the following constraints from the

no-signaling condition:

=
wy = y 7, (5.37)
=0
d-1
e 2] = 0. (5.38)
7=0
We can conclude that 74 is independent of j, so that 77, = w for all j € {0,...,d—1}.

To see this, let us solve the above equations, thinking of w as fixed and T]{J as free

for all j € {0,...,d — 1}. Consider that

-1
e 2mik/d — 0 VEe{l,...,d—1}. (5.39)

=0
Then we can see that 79 = 74 = ... = 78 ' = W% is one of the solutions of the

equations in (5.37)—(5.38). Since the equations are linearly independent, it is a unique
solution. Now considering the other blocks in (5.34) (i.e., for k =k =1,...,d — 1),
we find that wh, = ... = wi{l = wY. Thus, the only possible extension allowed in

order to satisfy the no-signaling constraint is a product extension independent of a

and x, meaning one of the following form:

P = loy* 17){ls © we, (5.40)
P = —ZT( o) lsZ(5) ® we, (5.41)
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where wgp > 0 and Tr(wg) = 1. We can then evaluate the restricted intrinsic steer-

ability in terms of the following classical-quantum state:

pl0)(0lx Z ) 1x @ lag I 1) ils + (1= p) [1)(1]x®

J

S 0la® g2 DIsZ0) | @ws, (5.42)

where (p, 1 — p) is a probability distribution for the input z. The conditional mutual

information of this state is as follows:

I(XA; B|E) = I(XA; B) = H(B) — H(B|XA) (5.43)

= H(B) = H({|oy["}), (5.44)

so that this assemblage has H({|a;|*}) bits of restricted intrinsic steerability. The
first step follows because the system E is product regardless of the extension, due
to the above analysis with the no-signaling constraint. The second step follows by
expanding the mutual information. The third step follows because the state of the B
system is pure when conditioned on systems X A. The final step follows because the

reduced state on the B system is laj* ) (j| 3, which can be seen from

Trxa (p\())(()!x ® Z )Gl @ lag P 17)(Gle + (1= p) 111 x@

Yl la s §Z*<j>|w><¢|Bz<j>>

=p Yl s + (-9 32 22 DI 16 20) (5.45)
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=pZ|aj|2lj><j|B+(1 —p)Z|aj|2lj><j|B (5.46)

= Z i) 17) (i - (5.47)

This state is independent of the input probability distribution, so that the maximum
is achieved for any choice of p € (0,1).

If the state ) 45 is maximally entangled, then H({|o;|*}) = log,(d). Given the
upper bound log(dim(# ;7)) = log,(d) on intrinsic steerability, we see that the upper

bound is achieved in this case. ®m

5.3. Properties of intrinsic steerability

In this section, we prove that intrinsic steerability is a steering monotone.

Theorem 46 The intrinsic steerability S(A; B); is a convez steering monotone. That
is, it does not increase on average under deterministic 1W-LOCC; it vanishes for an

assemblage having a local-hidden-state model, and it s convez.

Proof. The proof of the theorem follows from Proposition 47, Proposition 48, and

Proposition 50. =
Proposition 47 Intrinsic steerability vanishes for assemblages having a LHS model.

Proof. To prove this, consider a particular non-signaling extension for an assemblage

with a local-hidden-state model as follows:

Z pX|y(9€\y) !x)<w!x ®pA|XA(a\xa A) ’@XG‘A ®

z,a,\,Y

Z K, ,tﬁ%K;,t ® pa(A) |)‘><)‘|E ® |y><y|y . (5.48)
t

For this non-signaling extension, conditioned on the values A and ¥, systems X A and

B’ are in a product state, so that the conditional mutual information I(X A; B'|EY)
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vanishes. Since the argument holds for all quantum instruments {IC, }, and channels
pxy, then S(4;B), =0. =

We now prove that intrinsic steerability is a monotone under 1W-LOCC opera-
tions. This condition is essential from a resource-theoretic perspective: a quantifier

of the resource should not increase under free operations.

Proposition 48 (1W-LOCC monotone) Let {p%"}.. be an assemblage, and sup-

pose that

{pAanf:if = Zp(af]xf,x,a,z)p(x|xf,z)lCZ(ﬁC§m)/p(Z)} ) (549)

a,r
’ af,xf

is an assemblage that arises from it by the action of a general 1W-LOCC operation,

where

p(z) :=Tr (lCZ (Z ﬁ“Bm>) = Tr(K.(pB)). (5.50)

a

Then,
> p(2)S(A5; By)y. < S(4; B);. (5.51)

Proof. First, we give a proof sketch for the monotonicity of intrinsic steerability
on average under deterministic 1W-LOCC: S(4; B); > > pz(2)S(Ay; By)s., where
P, = {ﬁanf’Zf }as.e; s the assemblage resulting from a 1W-LOCC operation on the

initial assemblage {p%" }.. and is given as follows [37]:
N (afla,x,xp, 2)p(x|ay, 2)K.(PF). (5.52)
pr7z plag|a,x, T, z2)p I 2\PB

In the above, p(af|a,x,x¢,2) and p(z|ry, z) are local classical channels that Alice
uses, respectively, to pick the output ay of the final assemblage and the input z to

her initial assemblage. The set {K,}, of completely positive maps is such that the sum
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map ) . K, is trace preserving and thus corresponds to a quantum instrument acting
on Bob’s system. The definition of the intrinsic steerability involves a supremum
over measurements of the system By of the final assemblage and classical channels for
the input X to the final assemblage. Using data processing and when given 7, we
can say that system A ¢ was obtained by processing systems X X ff_l. Then, the two
successive measurements on Bob’s system can be thought of as a single measurement.
Since the intrinsic steerability involves a supremum over all possible measurements,
the result follows.

We now give a detailed proof. To see this, consider that, in accordance with the

af,Tf
By,z

by a z-dependent 1W-LOCC {px,|yz=:, {Céz)}y}, resulting in the following state:

definition of S(Ay; By)s., the assemblages {py " }4, 2, can be further preprocessed

Ox, A By = > plaglyz)lzg] @ [ag) © L (65 @ [y). (5.53)
af,xf,y
Notation 49 In the above and in what follows, we employ a shorthand [z] = |z)(z|x
or [a] = |a){a|y, etc.

The state in (5.53) is extended by the following one:

OX, XA AByY = > plaglyz)lay) @ plalay, 2)[z]®

af,a,T,xf,Y

plaglay, z,a, z)[af] ® [a] ®

which in turn are elements of the following classical-quantum state:

OX[XA;AByYZ = Zaigfnggg}y ® p(z)[z]. (5.55)
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An arbitrary non-signaling extension of the state in (5.53), according to that needed

in the definition of S(Ay; By),., is as follows:

OX, A BBy = > plarlyz)lzg] @ lag] @ ?ZJ @yl (5.56)
ag,xy,y
where %;}’;f Y% satisfies

TrE(Aaf T f5Y,% ) E(Z (Aanfa;f)’ (557)

~QF,TFY,2 afTeyYs

B'E = B'E
af af

Vop, o € Xp, ye Y, z€ Z. (5.58)

A particular non-signaling extension of the state in (5.53), according to that needed

in the definition of S(Ay; By),., is as follows:

g)z(fAfB}EY = Z p(zylyz)|zs] @ [ay]
af,(l:f,'y

® Y plagley, x,a, 2)p(xlzy, g @yl (5.59)

a,r

~a x?y7

where @ BB satisfies

LY (K.(55))

T Aa/g:7yz 9 5-60
TE(U/BfE ) - (Z) ( )
d}aB,z’y’ E d)anC Vi Ve e X, ye), z€ Z. (5.61)

Y Y Y

The operator @%"Y* will serve as an arbitrary non-signaling extension needed in the
B.E
¥
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definition of S(A; B);. Let CXfAfB’fEYZ denote the following state:

Cxpapmyevz = e i mpy © P[] (5.62)

This in turn is a marginal of the following state:

X XA[ABBYZ = Z p(zyrlyz)[zs] ® palzy, 2)[z]®

af,a,T f,T,Y

~Q,T,Y, 2

plagles, x,a,2)|as] @ [a] @ O " @ [y] @ p(2)[2]- - (5.63)

Counsider that

Zp ) oo I T As BYEY )

<Y () (X Az BYEY ) (5.64)
= [(X;As; BY|EY Z); (5.65)
< I(X; X A; B}|EY Z); (5.66)
= (XA B}|EY Z); + I(X; Bj|EY ZX A), (5.67)
— [(XA; B}|EY Z).. (5.68)

The first inequality follows because the extension state ¢ §(f AsB,BY is a particular kind
of non-signaling extension required in the definition of S(Ay; By) 5.- The first equality
follows because system Z is classical and thus can be incorporated as a conditioning
system in the conditional mutual information. The second inequality follows from
local data processing for the conditional mutual information: given Z, the system
Ay arises from local processing of systems X; X A. The second equality follows from

the chain rule for conditional mutual information. The final equality follows from
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the fact that systems B}E are independent of X; when given the classical systems
Y ZXA (one can inspect the state in (5.63) to see this explicitly). Since the above
chain of inequalities holds for any non-signaling extension of the form in (5.59), we

can conclude that

ext. in (5.59)

> p(2) m(f )I(XfAf;BHEY)Uzg inf  I(XA; B}|EYZ).. (5.69)
ext. in (5.56

Now we can take the supremum of both sides with respect to 1W-LOCC operations

{Px,)yz=2 {Q(f)}y}z and we find that

E inf I(X:A: BL|EY),-
P () p(z) ext. 111?(5.56) (X Ap; By |EY )o
{Pxf\yz:z,{ﬁy YWl oz

< sup inf  I(XA;B}|EY Z).. (5.70)
{pr\YZ:zv{L;(/Z)}y}z ext. in (5.59)
mce the - operation {px,|yz—z » 18 a particular - oper-
Since the IW-LOCC operation {px,jyz—., {£"},}. is a particular IW-LOCC op

ation that can be performed on the original assemblage {p%" }4.z, we find that

sup inf  I(XA; BY|EY Z); < S(A; B),. (5.71)

{pr\yZ:z,{ﬁéz)}y}z ext. in (5.59)
Since each z-dependent 1W-LOCC operation {pxyz--, {Eg(f)}y} depends only on a

particular value of z, we can then exchange the supremum and the sum over z in

(5.70) to conclude that

sup Zp(z) inf  I(X;As; B{|EY ),

z t. in (5.56
{pr\YZ:z:{ESJ)}y}Z z ext. in { )

= Zp(z) sup inf  I(X;As; BY|EY ), (5.72)

{pr\YZ:zv{ﬁg(yZ)}y} ext. in (5.56)
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= " p(2)S(As; By)y.. (5.73)

This concludes the proof. m
We now prove that the intrinsic steerability is convex. The physical interpretation

of this statement is that steering cannot increase when mixing two assemblages.

Proposition 50 (Convexity) Let {p5" }ar and {65 }ar be assemblages, and let

A€ 0,1]. Let {75 }ax be a mizture of the two assemblages, defined as
FET L AP 4 (1 — NG (5.74)

Then
S(A; B); < AS(4; B);+ (1 - N)S(A; B)s. (5.75)

Proof. We first give a proof sketch for the convexity of intrinsic steerability. Let
A€ [0,1]. Let {p%" }ax and {65" }o be two assemblages, and consider an assemblage
{757 = Mp5" + (1 = N)65" }an- Convexity of the intrinsic steerability is the following
statement: S(A; B): < AS(4; B);+ (1 —\)S(A; B)s. A proof for convexity is similar
to known proofs for the convexity of squashed entanglement [10]. To prove convexity,
first consider arbitrary non-signaling extensions of {p%" }4. and {65" }4.. Embedding
these in a larger classical-quantum state with a label chosen according to A gives
a particular non-signaling extension of 7. Convexity then follows from a property
of conditional mutual information and because the intrinsic steerability involves an
infimum over all non-signaling extensions.

We now give a detailed proof. Let {px|y,{Ky},} denote an arbitrary IW-LOCC
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operation, which leads to the following classical-quantum state:

Txapy = Y pxpy(ely) 2]y ® la)Xal; ® Ky (757) ® [y)yly - (5.76)

a,z,y

An arbitrary non-signaling extension of this state, is as follows:

Txapyve = Y pxjy (@) |2}y © [afal; © 755 @ ly)yly (5.77)
a,xr,y
where
Trp(7py’) = Ky(757), (5.78)
FETY Z%gﬁgy Vr,2' € X, y € . (5.79)

Let p% and 657 be arbitrary non-signaling extensions of K,(p%3") and K,(65"),

satisfying

Tea(552) = K, (047), (5.50)
Zﬁ%ny =N " pur vra' e X, yed, (5.81)
Tre(ogy) = Ky (657), (5.82)
GUtY =N 5UY Yy e X, ye . (5.83)

These lead to the following states:

PXAB'YE ‘= ZPXD/ zly) l)z]y ® [a)al 1 @ Pprg @ lyXyly (5.84)
a,r,y

oxapye =Y pxiy(aly) le)zly ® |a)al; ® 657 @ ly)yly - (5.85)
a,x,y
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A particular non-signaling extension of Tip xy, given by

/
TXAB'YEE'

Teasvee = ) Pxiv(aly) [a)elx @ afal; @

a7x7y

(Mg @ |0X0] g + (1 = N’ @ |11 g) @ [y)yly - (5.86)
Then consider that

inf I(XA;B|EY), < I(XA;B|EYE'), (5.87)

ext. in (5.77)

— M(XA; B|EY), + (1= N)I(XA; B|EY),. (5.88)

Since the inequality above holds for all general non-signaling extensions of the form

in (5.84) and (5.85), we conclude that

inf I(XA;B'|EY),

ext. in (5.77)

<X inf I(XABI|EY),+(1—)) inf I(XA;B|EY),. (5.89)

ext. in (5.84) ext. in (5.85)

Now taking a supremum over all IW-LOCC operations, we find that

S(A; B)z

= sup inf I(XA;B|EY), (5.90)
{PX|y,{;cy}y} ext. in (5.77)

< sup ()\ inf (XA B|EY),+(1—)\) inf I(XA B’|EY)U)
ext. in (5.84) ext. in (5.85)
{pX|Y»{’Cy}y}

(5.91)

<A sup inf  I(XA; B'|EY),
{pX\y,{le}y} ext. in (584)
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+(1—X)  sup inf  I(XA; B'|EY), o
{pX|Y7{’Cy}y} ext. in (5.85)

= /\S(/_l, B)[, + (1 - )\)S(A, B)&. (593)

This concludes the proof. m

We now consider a superadditivity property of assemblages, which holds for in-
trinsic steerability. Suppose that Alice has two quantum systems A; and A, and
suppose that Bob has two quantum systems B; and Bs. Alice could perform a local
measurement on A; chosen according to x; and with output a;. Similarly, Alice could
perform a local measurement on A, chosen according to xo and with output as. This
process realizes a joint assemblage {55 5 """ }a; ap.01,2, ObEying certain no-signaling
constraints, but it also realizes some local assemblages as well. One would expect
that the steering available in the joint assemblage should never be smaller than the

sum of the steering available in the local assemblages, and this is what the following

proposition addresses:

Proposition 51 (Superadditivity) Let {p5 5" """ }a, 2,010 b€ an assemblage for

which the following additional no-signaling constraints hold

a1,a2,r1,r2 a1,a2,T1 ! Nai,r1 /
A¢1,d2,L1, — AQ1,d2,L1,Ly s
B1 By - pBlBQ T 0B132 V$27 x27
a2 ag
’
~01,02,T1,T2 __ ~01,a2,T7,L2 _  ~aG2,T2 /
B1 B2 - PBB, — BBy VZL’l,l‘l,

al al

Let {TrB2(QAaBll’glz)}al,w1 and {Trp, (A5 '5) Yarae be reduced, local assemblages arising

from the joint assemblage {p5 5" """ }ar an.ar,a2- Then intrinsic steerability is super-

additive in the following sense:

S(A1Ay; B1By)y > S(A1; Br)y + S(Az; Bo)s. (5.94)
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Proof. The core idea behind our proof of Proposition 51 is to exploit the chain rule
for conditional mutual information. First, pick a 1W-LOCC strategy where Alice’s
inputs X; and X5 depend only on measurement outcomes Y; and Y5 of By and Bs,
respectively. The chain rule and non-negativity of conditional mutual information

imply that

[(X1X2A1/‘_12; BlBQ‘EY1Y2)p > I(le_h; Bl‘EYiYQ)p + [(Xzf‘_b; 32|E31Y1Y2)m
(5.95)
where system E denotes a non-signaling extension system. The idea is then to take
EY, as a non-signaling extension for X;A;B,Y;, systems EB;Y; as a non-signaling
extension for XyA5B,Y5, and work from there.
For the proof, suppose that we apply to the assemblage {553 5 """ }a, 000120 @

general IW-LOCC operation {px,x,v,{Ky}y}, resulting in the following classical-

quantum state:

PA, X, Ay XY BBl - Z Pxy Xy (71, T2ly) [a1]@[21]®[as] @ [2o] @[y Iy (55, 5y ).
a1,%1,a2,22,Y

(5.96)

Let ﬁ‘g{%’?’“’y be a non-signaling extension of IC,(pp 5 ****) and consider the

following extension of the above state:

PR yBE = Y, Pxixly (@ mfy)a] @] e @[] @[y @ p .
a1,r1,a2,T2,Y

(5.97)

A particular “product” 1W-LOCC operation has the form {px, v, px.(vs: { Ly @My, by ve }

and results in the following state:

WA, X1 A, XoY1 Y2 BB ' Z Px1 i (@1[Y1)Pxs)v2 (T2]y2) [a1] @ [21] @ [az] @ [22] @ [y1]

a1,71,02,22,Y
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® [y2] ® (£y1 ® My2) PAaBll,ijlg’ag’m- (5-98)

Let ~,a1,21,02,22,Y1,Y2

gy be a non-signaling extension of (L, ® M,,) (o5 5 ****), and define
1-2

the following state:

WA X142 X2Y1Y2 B, BLE = Z pxlm($1|y1)pX2\Y2(902|y2)[a1]

a1,71,a2,r2,Y

® [01] ® [a2] @ [2] @ [3] @ [go] © iy Tpez=zmo, - (5.99)

(a1,T1,Y1 ; ; : Na1,o1 £.02,T2,Y2
Let 031 7' be a non-signaling extension of L, (05") and let e be a non-

signaling extension of M,,(A%,"*), leading to the following classical-quantum states:

exlAlBngl = Z pxyyi (@1 |y)[21] @ [ar] ® éagli’?’yl ® [y1], (5.100)
Ry damavs = D Dxalya(Talye)[w2] ® [02] @ Rga " @ [y2]. (5.101)

Consider that

I(A1X1A2X2; BiBélEYlYé)w

— [(A Xy; B EYiYa), + I(A:Xs; B EViYa A, X1 ).,

+ (A3 Xo; BY|EBY1Y,), + I(A1 Xy; BY|EBY Y2 A2 X5),, (5.103)

> [(A1Xy; BI|EY1Y2), + 1(AyXy; By|EB{Y1Ya), (5.104)

> inf (A Xy B FY))e+  inf  I(AyXy; BYGY)).. (5.105)
ext. in (5.100) ext. in (5.101)

The first two equalities follow from the chain rule for conditional mutual informa-
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tion. The first inequality follows by dropping two of the terms and from the fact
that the conditional mutual information is non-negative. To see the last inequal-

ity, consider that the state »_, . . @yt @ [ys] is a particular non-signaling
y ) 1

; Ha1,1 ~,01,T1,02,22,Y1,Y2 : ;
extension of £y, (05 *") and the state >, @ BBLE ® [y1] is a particular non-
signaling extension of M, (k% **), such that an infimization over arbitrary respective

a1,T1,Y1 £.02,22,Y2
/

non-signaling extensions 931 w7 and A BjG can never lead to higher values of the

conditional mutual informations. Since we have shown the inequality above for an

arbitrary non-signaling extension &%, 5% we can conclude that
1-2

inf I(/_lleAQXQ,BiBé’E}/l}/Q)w

ext. in (5.99)

> inf  I(A X B{|FYi)e+  inf  I(A,Xs; BY|GY)),, (5.106)

" ext. in (5.100) ext. in (5.101)

which in turn implies that

sup inf  I(A; X145 X5; B, BY|EY,Ys).,

{pX1 [Y1PXo|Ys ’{£y1 ®My2 }y1 Y2 } ext. in (5.99)

> inf  I(A X BFYi)e+  inf  I(AyXs; BY|GY)),. (5.107)

ext. in (5.100) ext. in (5.101)

The reduced 1W-LOCC operations {px,|v;, {Ly, }y: } and {px,jvs, {My, }y,} are arbi-

trary, and so we can conclude that

sup inf  I(A,X,A,X5; B, B)|EY1Ys),

{Px1 1y, Pxo Yy 1Ly ®Muyg by o} ext. in (5.99)

> sup inf  I(A;X1; B FY1)
{Pxy vy A Lyr Yoy } X8 0 (5.100)

+ sup inf  I(A3X5; B)|GY3), (5.108)

{PXQ\YQv{Myz Yoo} ext. in (5.101)

== S(Al;Bl)é—‘l_S(AQ;BQ),%. (5109)
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Finally, since the 1W-LOCC operation {px,|v,Px,vz> { Ly @ My, by, 0. } has a particu-
lar product form, we could never achieve a lower value of the quantity on the LHS by

allowing for an arbitrary 1W-LOCC operation, implying the desired superadditivity:
S(A1As; BiBa)y > S(Ay; By + S(Az; Ba)s. (5.110)

This concludes the proof. m

5.4. Properties of restricted instrinsic steerability
We prove that the restricted intrinsic steerability is a steering monotone with

respect to restricted IW-LOCC and that it is convex.

Theorem 52 The restricted intrinsic steerability ST(A; B), is a convez steering mono-
tone with respect to restricted 1W-LOCC. That is, it does not increase under re-
stricted deterministic 1W-LOCC, it vanishes for assemblages having a local-hidden-

state model, and it is convez.

Proof. The proof follows from Proposition 53, 54, and 55. m

Proposition 53 Restricted intrinsic steerability vanishes for assemblages having an

LHS model.

Proof. To prove this, consider the following non-signaling, classical extension of an

unsteerable assemblage:

PxABE = pr ) l2)zly @ pajxalalz, M) la)alz ® pp @ pa(A) MMl (5.111)

Then,

I(XA; B|E), ZpA B),, (5.112)
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where

pr ) |lz)|x ® pajxalalz, A)a)al s @ p, (5.113)

and we have used the fact that the conditional mutual information can be written as
a convex combination of mutual informations for a classical conditioning system. By
inspection, we see that systems XA and B are independent when given the shared
variable A = A. By choosing system E to contain the shared random variable A, the
result is that the systems form a Markov chain XA — E — B, so that the conditional
mutual information /(X A; B|E), is equal to zero. Since this argument holds for any
probability distribution px, we conclude that S®(A4; B); =0. m

We now prove that restricted intrinsic steerability is a 1W-LOCC monotone.

Proposition 54 (Restricted 1W-LOCC monotone) Let {p%3"}o. be an assem-
blage, and let {px|x, Pa;axx,z: {K:}:} denote a restricted 1W-LOCC operation that
results in an assemblage {&%’f’mf}af,zf, defined as

~Of xf —

Opr = ZpX|Xf(xlfﬂf)pAf\Axxfz(aHa T, Tf,2 )Kz(ﬁ%x)- (5.114)

a,r,z

Then
SR(A; B); > S®(As; B')s. (5.115)

Proof. Taking a distribution px, over the black-box inputs of the final assemblage,
we can embed the state of the final assemblage into the following classical-quantum

state:

ox, = Y px, (el @ fag] @ 63, (5.116)
Tfaf

which is a marginal of the following state:
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ox,xiaze = Y. px, () [z ®pxix, (zla,) 2] @pa, ixx, 2 (arla z, 24, 2)[ag]@

Tf,a7,0,T,2

[a] ® [2] ® K.(p5")-
An arbitrary non-signaling extension of the state in (5.116) is as follows:

OX;A;B'E ‘= Z px;(xp)rs] © [as] © G’
Tfaf

where

~AQf,Tf o AQf,Tf
Trp(6pp) =05 "

AQf,Tf z : AQf,Tf /
O-B/E — UB/E vxf,.foXf
af

af

A particular non-signaling extension of the state in (5.116) is as follows:

WX, A B'EZ *= Z px; (@) [zs]®@
zp.ap

lafd® D pxix@lrg)pa,axx, z(arla z, g, 2)Ka(p55) @ [2),

Tf,af,a,T,2

where

AQ,T

TrE(/a(lla’iJ) =PB >

~a,xz’

Py V2 e X.

AQT
PBE =

The state wx, 4,pp Is a marginal of the following state:

WX;XA;AB'EZ -—

Tf,af,a,T,2
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(5.117)

(5.118)

(5.119)

(5.120)

(5.121)

(5.122)

(5.123)

> px, (@) lagpxix, (@leg) [2lpa, axx, 2 (arla, @,y 2)[ay)



® [a] @ K.(p5g) @ [2]. (5.124)

Let pxigp be the following state:

pxase = Y px,(xs)[rs] @ pxpx, (s [a] © [a] @ pigh. (5.125)

z,a,T

Consider that

inf I(X;Ay; B'|E), <1(X;A;; B'\EZ), (5.126)

ext. in (5.118)
<I(X;A;XA;B'|EZ), (5.127)

— I(XA; B'|EZ), + [(X;; B|EZX A),

+I(A;; B|EZX; X A), (5.128)
=I(XA;B|EZ), (5.129)
<I(XA;B'Z|E), (5.130)
< I(XA; BIE),. (5.131)

The first inequality follows because the non-signaling extension in (5.121) is a partic-
ular kind of non-signaling extension. The second inequality follows from data process-
ing. The first equality follows from the chain rule for conditional mutual information.
The second equality follows from various Markov-chain structures when inspecting
(5.124): X is independent of B'E when given ZX A, and Ay is independent of B'E
when given ZX;X A, so that I(Xy; B|EZXA), = [(A;; BIEZX;XA), = 0. The
third inequality follows by applying the chain rule for and non-negativity of condi-
tional mutual information. The last inequality follows again from data processing.

Since the inequality holds for all non-signaling extensions of the form in (5.125), we

106



can conclude that

inf  I(X;A;;B|E), < inf I(XA;B|E), (5.132)

ext. in (5.118) ext. in (5.125)

<sup inf I(XA;B|E),. (5.133)

px ext. in (5.125)

Since the inequality above holds for an arbitrary choice of px,, we can finally conclude

that

sup inf (XA, B|E), <sup inf I(XA4;B|E), (5.134)

Px; ext. in (5.118) px ext. in (5.125)
which is equivalent to the statement of the proposition. m

The proof of convexity of the restricted intrinsic steerability is along the same
lines as that for intrinsic steerability, given already in the proof of Proposition 50.

We summarize the result as the following proposition:

Proposition 55 (Convexity) Let {p3"}ar and {65 o be assemblages, and let

A€ 0,1]. Let {75 }ax be a mizture of the two assemblages, defined as

FUT = AT 4 (1 — \)6%" (5.135)

Then
SH(A; B): < AST(A; B); + (1 — M) S™(A; B)s. (5.136)

Proposition 56 (Superadditivity and Additivity) Let {p5 5 """ }a, 42,0120 D€ an

assemblage for which the following additional no-signaling constraints hold

! A
~01,02,T1,L2 __ ~01,02,T1,Ty  __ Na1,T1 /
P55 = OB, By =0p5 VI, Ty, (5.137)

az a2

107



!
~01,02,T1,T2 __ AQ1,02,T1,T2 | ~G2,T2 ’
PB1B, = 2 _PBiB, = kg, V1,27, (5.138)

ai ai

Let {TrBz(égl’g)}awl and {Trp, (A5 5, ) Yase, be reduced assemblages arising from
~01,02,21,

the joint assemblage {pg 5 """ Ya, ase1.00- Then the restricted intrinsic steerability is

superadditive in the following sense:

SR(AlAQ, BlBQ),ﬁ 2 SR(Al, Bl)é + SR(AQ, BQ),% (5139)

~01,02,21,T2 ~01,02,C1,L2 __
If the assemblage {pp 5, Var,az,a1,2 1S a tensor-product form, so that pgs =
)01,T1 5 2.02,32 Na1,o1 £.02,T2 : ; s
O @RE" for assemblages {05 }a, 2y and {RE " }ay 0, then the restricted intrinsic

steerability is additive:
SR(Algg; BlBg)ﬁ = SR(Al; Bl)é + SR<A2; Bg),% (5140)

Proof. The superadditivity of restricted intrinsic steerability is similar to the proof
above for intrinsic steerability. Thus, to prove the additivity of intrinsic steerability
with respect to product assemblages, it is sufficient to prove the following subaddi-

tivity inequality:
SR(AlAQ; BlBQ)ﬁ S SR(Al; Bl)é -+ SR(AQ; Bz)g (5141)

Our proof of the above inequality has some similarities to the proof of the additiv-

ity of the squashed entanglement of a channel [102] (there are, however, some key

; a1zl £.02,T2 : : : Na1,T1 £.02,T2
differences). Let 655 and A% be non-signaling extensions of 63" and A", re-

spectively, and suppose that [0°"') , g, i, and [A%272) g, g, purify 0% and A5,
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respectively. Consider the following states:

PX1X2A1A2B1 By E *7 Z Px; (21, T2) [21] @ (2] @ [a1] @ [ao] @ pig B "™,
x1,T2,a1,a2
(5.142)
WX\ Xy A1 Ay By By By BaFy Fy = Z Px1x, (21, T2) [21] ® [22] ® [01] ® [az] ® 055, 5y

x1,22,a1,02

® /%?27222}727 (5143)

where px, x, (71, 72) is some probability distribution and Trg(pg 5 E""") = égfl ®

i, . Consider that

inf I(A1A2X1X2;B1B2|E)p

PAy Ay X1 XoB1ByE
< I(A; A, X, Xy; B, Bo| B\ Bs)., (5.144)
= H(ByBy|E1Es)y — H(ByBy|E1E2 Ay X1 A3 Xs)., (5.145)
= H(B\By|E\Ey) + H(B1By| FyF3 A1 X1 A3 X5)., (5.146)

< H(By|E)), + H(Bs|Es)., + H(B|F1A1 X)), + H(Ba|Fo A3 X5)., (5.147)
= H(B{|E)), + H(Bs|Es), — H(B1|E1A1X1) — H(Bs|E2 A3 X5),, (5.148)

= ](X1A1,B1|E1)w+I(X2A2,BQ|E2>(U (5149)

The first inequality follows because wy, v, 4, 4,8, 8,5, E, 1S & particular non-signaling
extension whereas px, x,4,4,5,B,5 15 an arbitrary non-signaling extension. The first
equality follows from the chain rule for conditional mutual information. Conditioned
on A; Ay X1 Xo, the state on By Ey By Fy Fy F is pure, and so the second equality follows
from the duality of conditional entropy. The first inequality is a consequence of the

strong subadditivity of quantum entropy [17]. The third equality follows again from
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the duality of conditional entropy as well as the no-signaling condition. To see this
for the entropy H(B;|F1A;X1)., consider that this entropy is evaluated with respect

to the following reduced state:

Trx, 4,8, o < Y (T )] © 1] © [a1] @ [ag] @ 055 5, © ’%GBZQ’E&)

Z1,22,01,a2

= Y pxix(rn,m)] @ (0] © 05 1 @ Tra,pp R s} (5.150)

x1,22,01,02

= pxy(@1)[11] © (] ® O 5, @ Tr, (Z Pxoix (T2l1) Y ,gjg;f‘z) (5.151)
2 a2

Z1,a1
— Z px, (21)[71] ® [a1] ® %5 1 @ T, <Z DX X0 ($2|a:1)/<932) (5.152)
x1,a1 2
= Z px, (71)[71] ® [aa] ® 9}"911’211F1 ® Trp,(kB,) (5.153)
= Z px, (71)[71] @ [a1] @ 9?311’211F1. (5.154)

In the above, the third equality is the critical one in which we have used the no-
signaling constraint for the assemblage {A%* }4, 2, allowing for the effective removal
of correlation between X; and Xs. Thus, the above analysis allows for seeing that the
remaining state on B;F;F; conditioned on A; and X, is independent of any of the
second system. For the last equality, we employ the definition of conditional mutual

information. Since the above development holds for all non-signaling extensions of

the form in (5.143), we find that

inf ](A1A2X1X2§BlBZ|E1)p

PA1A9X1XyB1BoE
S inf ](Ale, Bl|El)w + inf ](A2X27 B2|E2)w (5155)
WA X1 BBy WAy Xy By Ey

<sup inf I(A,X1;Bi|E)), +sup inf I(AyXy; Bo|Es).,,. (5.156)

px, WA X B Fy Px, WAy XoByEy
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Since the above inequality holds for an arbitrary probability distribution py, x,,

we conclude that

sup inf ](A1A2X1X2;BlBQ|E)p

Pxy Xy PA1A3X 1 X9B1 ByE

<sup inf I(A;Xy;Bi|E)), +sup inf  I(AyXy; Bo|Ey),, (5.157)

px, WA X1BEy Pxy WA XyByEy

which is equivalent to (5.141). m

Monogamy of entanglement is a fundamental property of entanglement quantum
states and is a statement regarding the extendibility of a quantum state. As an
example, the maximally entangled state ® 45 is not extendible and hence the systems
A and B cannot be entangled with any other extension C. Monogamy of entanglement
is reflected by entanglement measures such as squashed entanglement in the form of

the following inequality:

E(A; BC), > E(A; B), + E(A;C),, (5.158)

where F is the entanglement measure.

Monogamy of steering has also been explored in [103, 104]. We prove here that the
restricted intrinsic steerability is monogamous in the following sense: for a tripartite
state papc, Alice and Charlie perform measurements on their systems and steer Bob’s

system. We see that their ability to steer Bob’s system is restricted.

AQ,C, T,

Proposition 57 (Monogamy) Let {p3°""**} be an assemblage with classical in-
puts x1 and xo for Alice and Charlie, respectively, and classical outputs a and c for

Alice and Charlie, respectively, and obeying the following additional no-signaling con-
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straints:

AQLC,T1,T2 AG,C, T ,Th . pa,x1 /
E PB = PB =03 Vg, oy, (5.159)

C

c

AQ,C,T1,T2 AG,C,$/1@2 T e 1) /
E PB = PB = hp Vi, 2y, (5.160)
a

a

such that the reduced assemblages are {05 You, and {A5"Yen,. Then the following

monogamy inequality holds

SE(AC; B), > S®(A; B); + S®(C; B):. (5.161)

Proof. This proof follows from an application of the chain rule for conditional mutual
information, much like the proof of monogamy for the squashed entanglement [105].

First, consider the following classical-quantum state:

pxixaaonn = Y Pxi(@)px(@2)[nd] ® 2] ® [a] ® [ @ A", (5.162)

T1,r2,a,C
where p57""" is a non-signaling extension of p5“""**. Let
Ox apr = prl (z1)[z1] ® [a] ® 0%, (5.163)
1,0
_ P £.C, X2
K;XQCBG T Zng (372)[372] ® [C] ® K/BG, (5164)
T2,a

where 037 is a non-signaling extension of %™ and &% is a non-signaling extension

of /%%“. Then we have from the chain rule for conditional mutual information that
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= I(X,A; B|E), + I(X,C; B|IEAX,), (5.165)

> inf I(X1A;B|E)g+ inf I(X2C;B|G).. (5.166)

Ox, ABF Fx,CBaG

Since the above inequality holds for all non-signaling extensions py, x, 165, We con-

clude that

inf  I(X,X,AC;B|E), > inf I(X;A;B|E)y + inf I(XoC;B|G)s.

Px1X,ACBE Ox,ABF kx,CBG

(5.167)

Optimizing the left-hand side with respect to product distributions, we find that

sup inf (X1 X,AC; B|E), > inf I(X1A;B|E)e+ inf [(XyC;B|G).,.

PXy:PXy PX1X2ACBE GXIABF kxoCBG

(5.168)

The development holds for any choice of distributions px, and px,, and so we conclude

that

sup inf  I(X,X,AC; B|E),

PX1:PXo Px,X5ACBE

>sup inf I(X,A;B|E)y+sup inf I(X,C;B|G), (5.169)
Pxq ‘9X1ABF Pxy "XoCBG
= S%(A; B); + S*(C; B):. (5.170)

Finally optimizing the left-hand side with respect to all input distributions px, x,, we
conclude (5.161). =

Here we establish the faithfulness of restricted intrinsic steerability.

Theorem 58 (Faithfulness of restricted intrinsic steerability) For every assem-
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blage py°, the restricted intrinsic steerability S®(A; B), = 0, if and only if it is an
LHS assemblage. Quantitatively, if S®(A; B), < &, where 0 < ets|X|2 < 1, there

exists an LHS assemblage o 1xp such that

1/16| y|1/2 C1a
eI ) (5.171)

sup [|paxs — oaxpll, < [X] (61/4 + 1 BYGEEIE + 4| X|e” 3

px ()

Proof. The forward direction (“if”) follows from Proposition 53. We now give a
proof for the reverse direction (“only if”) of the theorem.

Let us first construct a proof strategy for a uniform probability distribution
px(z) = ﬁ, and then we generalize it to a proof for an arbitrary distribution px(z).
This proof shares some ideas from the proof for faithfulness of squashed entangle-
ment [97].

Invoking Theorem 5.1 of [106], we know that there exists a recovery channel

RxEr_ixg such that

lpaxpe — Rxpixe(pBe ® PX)||1 < \/IVI; B|EX)pln2 =1,
(5.172)

lpaxer — Rxopsisxom® T i, x, (PA, xiBE @ Px0) |, < T, (5.173)

where systems A; and A, are isomorphic to system A, and systems X; and X,
are isomorphic to X. In the above, we have invoked the no-signaling condition
I(X;BE), = 0, which implies that pgp and px are product as written. Now, let

us apply this recovery channel again. We then have that

1R xsrA5x:8 © Trx, 4, (PA,x0BE @ Pxs)—

?ZQRXiE—)AiXiE o TrAi_IXi_l (pAleBE ® pX2 ® ng) Hl S t (5174)
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which follows from the monotonicity of trace distance with respect to Rx, g, a,x,5 ©
Try, 1,- Then, combining the above equation with (5.172) via the triangle inequality,

we obtain

||PAXBE - O?:Q/R'XiE—)A_Z-XiE o Tra,_,x,_,(Pa, x,8E @ Pxy @ Px3) Hl <2t. (5.175)

For j € {4,...,n}, again apply the channels Rxp-a;x;po1ra,  x,_,, along with the
monotonicity of trace norm under quantum channels, combining the equations via

the triangle inequality, to obtain the following inequality:

HPAXB - TrE{Oz:2RX¢E%/LX¢E oTra, x, , (pAIXlBE ® /)?}j)}Hl < nt. (5.176)

The recovery channel Ry g, 1, x5 can be taken as [107]

Lbiw —Li—iw —7+zw -
7?’XE%AXE ( ) pZXEpXi? ( )pXE pj&XE7 (5177)

1

T 1w —3+iw —3+iw T = —iw
= ezl @ (055) 2 (ot () E T, (51T8)

for some w € R. Let 0 4. xnpp denote the following state:

oanxnpe = (Rx,p—4.x,8° - ° Rx,p-a,x,.8) (0BE ® 038271) (5.179)
Z Pxn (") n o (07 [27) [27 X" o ® [a")a"| g0 @ 05" . (5.180)

Z Pxn (2" npxon (@27 |27 W2 | o @ [a"Na"| 40 @ 057, (5.182)

OA,x,B = LT g\ x I\ (i} (0 gnxnp) (5.183)
Z pxn (&) qinpxn (727 |23 (il ., ® lai)ail 5, ® 0, (5.184)
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where A[n]\{z} = A1A2 e Ai—lAi+1 Ce An and Similarly X[n]\{l} = X1X2 e Xi—lXi+1
... X, Furthermore, qgn xn(a"|2") is a probability distribution for a™ given z™ after
the application of the recovery channels Ry, g, 4, x, - From (5.176), we obtain for all

i€ {l,2,...,n} that

|paxs — oax.sll, < nt. (5.185)

The application of the recovery channels generates the data (x1,a;), (x2,as), ...,
(n, an). The z; correspond to the measurement choices, and the a; correspond to
the measurement outcomes. This data is called the “cheat sheet” and acts like a
hidden-variable A. The formulation of the cheat sheet is similar to the construction
of a local hidden-variable model in [108].

We now devise an algorithm to generate a from x by using the cheat sheet. The
generated state o ;55 is a local hidden state, with the cheat sheet as the hidden
variable. We then prove that o ;¢ is close to the original state pjxp.

Alice receives . She searches for all the values of ¢ for which x; = Z, and generates
7 uniformly at random

1

Prxxn(iZz") = NGED)

0uiis 5.186

where 6., is the Kronecker delta function and where N(Z|z™) is the number of times

that the letter = appears in the sequence x™. Then, she outputs a with probability
PAjang(@la™i) = 6z, (5.187)

Therefore,

n

=1
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- ZPA\AM(&’@%)I?[\XXTL (4| z2"™). (5.189)

=1

- 1

= E —————057. 070y 1
' N(ii".],’n)(smedaal (5 90)
=1

If £ does not belong to the sequence z", then she generates @ randomly. This se-
quence of actions can be expressed in terms of the following conditional probability
distribution:

L if N(Z|2") =0

Al

PAxxnan(@|Z, 2", a") = (5.191)

n 1
>~ 0a,00,4  €lse.

i=1 N(ala")

It is easy to check that ZapA\)?XnAn(&|5Ua 2", a") = 1.

We now use the notion of robust typicality [109] for the analysis.

Definition 59 (Robust typicality [109]) Let 2™ be a sequence of elements drawn
from a finite alphabet X, and let p(x) be a probability distribution on X. Let N(x|z™)
be the empirical distribution of x™. Then the §-robustly typical set TX" for § > 0 is
defined as

n 1
;" = {Vx € X, ‘EN(:ﬂx”) — px(x)

< 6p(x)} . (5.192)

The following result holds for 0 < ¢ < 1:

Property 60 The probability of a sequence x™ to be in the robustly typical set is

bounded from below as

n62uX

Pr{X"eT{"} >1-2[X|exp” 3 , (5.193)
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where

= i . 5.194
o xexglf(lxpopX(x) ( )

The state generated after the application of the algorithm in (5.191) is as follows:

0AXB = pr ) 1EXE] % ® Z pA|XX"A"(a|x z",a")pxn(z n)QAn\X"(an|$n)

aXal; @ %" (5.195)
Then, define the following sets:
e S1(Z): set of sequences z" such that 7 € 2" and 2™ € T3X",
o Sy(Z): set of sequences 2" such that 7 & z" and 2" € T3X",
e S3: set of sequences z" such that =™ & T;*"

So we can write the state 0555 as

" €S (Z),a™
S p(alz,a",a") |ayal @ q(a%w”)a%"“”)’ (5.196)
" E€S3,am
W @) 3)
OAXB= O35 T %4x5 Tk (5.197)

From the triangle inequality, we obtain the following:

1
lpaxs —oaxpll < HPAXB — ol

1
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where

1
HPAXB_U%))“(BHI PAXB — ZUAXB

< nt+ ZUAXB S (5.200)

Let us analyze each term individually, beginning with

n

HUAXB

Y op@ENEg @ Y pald, ", a") |axal @ ga”, 2o
Z,a " ES3,a™ 1
(5.201)
<Y o@D plaMalata")palE, a", a”) |[|EXE © la)al @ of
T,a " E€S3,am
(5.202)
= p@E) > pa™)) gla"z")> plalE, 2", a") < e, (5.203)
T €Sy am a

where g; = 2|X| exp_%. The first inequality follows from convexity of trace dis-
tance, and the second inequality follows from the definition of S3 and (5.193).

Let us now consider Sy(Z), that is, the set of sequences 2™ such that & ¢ "
and z" € T;*". From Definition 59, we know that for the robustly-typical set, the

following condition holds
1
2" Ve e X, |=N(zlz")—px(x)| <dpx(x). (5.204)
n

For a robustly-typical sequence to have an empirical distribution N(z|z™) = 0, it is

required that § > 1. So, we restrict 6 € (0,1). Thus, by the fact that px(z) > 0 for
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all z € X, it is impossible for N(Z|z") = 0 and 2™ € T;*". That is,

@ || _
‘ JMBHI ~0. (5.205)

Counsider that

(1)
9%iB

_S@Ese YY) ﬁa 305.0.0] 1 ® P (77) qar e (a”|2™) 0"
z an,zn€S1(Z),a i=1
(5.206)
DYWL SRS DD DR -y
& i i=1 gl\{ihFe s, (7),aln\ {3}

q (@]l M) g (M} |\ i) gy o PN el 2 (5.207)

where z[M\{3% refers to a sequence z™ with z; = 7.

We now want to give an upper bound on the second term in (5.200):

E UAXB AXB

, (5.208)

1

where

Oaxp = D Pxn (@) xn (e [ei)wilx, ® sz, ® oF (5.209)

am™,x™
Let us define the following sets:
e Si(z;): set of sequences z™ such that x; € 2™ and 2™ € T§*",

o Sy(z;): set of sequences z™ such that x; & 2™ and 2" € T§*",

120



e S3: set of sequences z" such that 2" ¢ T5*"

Then,

O4,X;B = Z PX”@n)QAn\X"(an‘xn) ’xl><$Z’X ® |&i><ai‘A ® U% -

am,xneS(z;)

Y P (@) (@) Je)alx, © laskal g, © o

a™,x" €S (x;)

) pxn (@A (@2 |zl y, © lai)ail 5, @ 0 (5.210)

a™,x" €Sy
1 2 3
- Uﬁii)XiB + Uﬁii)xi BT Uﬁii)xi B (5.211)

Then, using the convexity of trace distance with (5.208) and typicality arguments
similar to (5.203) and (5.205), we find that

(5.212)

E UAXB AXB

1)7
< - § HUAXB Oixnp

2 : 1),
H AXB AXB

+€17 (5213)

where

ZpX xz xz ®Z az

2 3 (@M 2,) (@M 1) g(al M 2N g, G)ga el D aas
2P\ihei €8y (2),aln\ i}

(5.214)

and

,(41))(39 Zp(i') [Z]¢ ® Z [a]; ® Z MZ;)T—S;MPXMW}

2n\i1 €8 (7),aln\ {1}
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(2N |3)g @l MIE) (gl | lrI\iha gy oD N 23 5 ooy
Invoking (5.204), we find that

)
< —_— 21
-, (5216)

2: 1),8
‘AXB 7B

where 0 € (0,1). After combining (5.203), (5.205), (5.213), and (5.216), we obtain
)
lpaxs = oigpll < nt+ 17— +2e1. (5.217)

Minimizing over all possible no-signaling extensions, as required by the definition, we

find that
)
lpixs —oaxpl, <n inf t"‘ 5 12 (5.218)
PAXBE )
Since pixp and o jxp are classical-quantum states with py(z) = ﬁ, we obtain
X X 5
> Ioks — ol < 1X(n inf 4+ —— + 2 (5.219)
- PAXBE 1-9
This implies that the following inequality holds for all x € X
X X (5
0% — %4, < |X[(n inf ¢+ ——+2¢ ). (5.220)
PAXBE 1-9

This means that we can average the above to get a bound for any arbitrary distribu-
tion p(x) on z. Therefore, we can now relax the assumption of a uniform probability

distribution, in order to obtain the following bound for an arbitrary probability dis-
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tribution:

) )
sup pamy — Capxlly <10 (0 sup inf £+ 4o ], (5.221)
px (z) px(z) PAXBE 1-90
which implies that
= o
sup |lpasx — 0apxll; <|X| n\/SR(A; B);In2 + 135 +2e1 ). (5.222)
px (@) -

Given S®(A4;B); < e (as required by the condition of faithfulness), choose n =
(1/e)/4, 6 = /16| X|1/2 (recall that we require § € (0,1)). We know by the Chernoff

bound [109] that & = 2|X]eiﬁ62n. Substituting these values, we find that

1/16 X 1/2 —1/4
il ) (5.223)

lpapx — UABXH1 <|X| (51/4 + 1_ 81/16’X|1/2 +4|X]e” 3

This concludes the proof. m

5.5. Open questions

In this section, we state two open questions regarding the properties of intrinsic
steerability and outline the proof attempts by the author. Besides the open questions
listed below, the calculation of intrinsic steerability for various assemblages is an in-
teresting open question. These calculations could provide insights for other quantum

information phenomena as in [110].

5.5.1. Continuity of restricted intrinsic steerability

Suppose that we are given two assemblages p** and ¢%* such that the following
holds:

]‘ ~AQ,T ~Q,T
S =l << (5.224)
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We want to prove the following:
?
IS™(A; B); — S™(A; B)y| < g1(2) + g2 (¢ log d) (5.225)

where g;(g), g2(¢logd) — 0 as e — 0 and d is equal to the min [dim# 5, dim(H )] .

Proof attempt: Let us choose a particular no-signaling extension p5z of p3".

Then can we construct a no-signaling extension 65y, of 65" such that
6% — %z < 5.226
§HPBE_UBEH1 = &, (5.226)

where £ — 0 as ¢ — 07 If such a construction is possible, then by continuity of CMI,
we have

[1(A; BIXE); — I(A; BIXE)s| < f(e1), (5.227)

where f(e1) = 2e1logd + 2g(g1). Here, g(¢) = (¢ + 1)log(e + 1) — cloge. Because
the above inequality holds for any extension of the assemblage p%*, we obtain the

continuity of restricted intrinsic steerability:
ISR(A; B); — S7(A; B)al < £(0). (5.228)

The bottleneck of the proof is the statement (5.226). We cannot directly invoke
Uhlmann’s theorem to prove this statement.

A similar statement can be conjectured for continuity of intrinsic steerability.

5.5.2. Squashed entanglement not less than intrinsic steerability
We suspect that squashed entanglement of a quantum state will be greater than
the intrinsic steerability of any assemblage obtained from this state. Consider a

bipartite state pap and consider p%* as an arbitrary assemblage obtained from pag.
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Then, we conjecture the following:

2

E(A; B), Z SR(/L B);. (5.229)

Consider a particular extension papg of pap. Let pipx be a classical-quantum state
associated with the assemblage p%*. Let pipxp be a non-signaling extension of ps5x

obtained from pap. Then,

I(A; BIE), > I(A; BIEX), (5.230)

I(A; BIE), > S®(A; B), (5.231)
inf I(A; B|E), > S®(A; B), (5.232)
PABE

The first inequality follows from monotonicity of CMI under local operations and the
chain rule. The second inequality follows because the non-signaling extension pigxg
in (5.230) is a particular kind of non-signaling extension. The third inequality follows
because papg is a particular extension of p4p. However, the definition of squashed
entanglement contains a factor of half for normalization and that cannot be taken

into account by the aforementioned steps.
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Chapter 6
Intrinsic Non-Locality

In this chapter, we introduce intrinsic non-locality and quantum intrinsic non-
locality as quantifiers of non-local distributions based on conditional mutual infor-
mation. We prove that they fulfill several desirable properties, such as monotonicity
under local operations and shared randomness, convexity, faithfulness, superadditiv-
ity, and additivity with respect to tensor products.
6.1. Definitions of quantifiers
6.1.1. Definition of intrinsic non-locality

To calculate the amount of non-locality present in the distribution p(a,b|z,y),
we introduce a function N : p(a,b|z,y) — Rsq, which we call intrinsic non-locality.
Consider a distribution p(a,blx,y) € NS. Now embed the distribution p(a,b|z,y)

into a classical state as

pasxy = Y, pl,y)p(a,blz,y) [abzyl sy (6.1)

a,b,x,y

where p(z,y) is a probability distribution for the measurement choices x and y. Con-

sider a no-signaling extension pizxyg of pigxy:
_ R a,b,x y
PABXYE = Z p(@,y) [abryl 155y @ pla,blz, y)pE” (6.2)
a,b,x,y

such that Trg(pigxyr) = Pisxy, and the following no-signaling constraints hold:

Z (a,blz, y)ppt™Y = Zpab|x Y)Y Ve x € X. (6.3)

a
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It is then easy to see that given the value in system Y, the state of systems X and
systems BE is product. This is equivalent to the following constraint on conditional
mutual information:

I(BE;X|Y),=0 Yp(z,vy). (6.4)

Similarly, the following no-signaling constraints hold

Zpab|xy abTy Zpab|xy abTy gy o €Y. (6.5)

It is easy to see that given the value in systems X, the state of systems Y and
AF is product. This is equivalent to the following constraint on conditional mutual
information

I(AE;Y|X), =0 Vp(z,y). (6.6)

Finally, we obtain

Zpabpcy GbY Zpab[x y) plb’y (6.7)

—Zpab|x Y) abz’y Vo, o' e X,y,y € V. (6.8)

The first equality follows from (6.3), and the second equality follows from (6.5). This
implies that the state of Eve’s system is independent of the measurement choices,
ie., I(XY;E), =0 for all p(x,y). We can then quantify the amount of non-local

distributions in the distribution p(a,b|z,y) as inf I(A; BIXYE), where the

PABXYE
infimum is with respect to no-signaling extensions pz5xy g of the above form. Since
Alice and Bob want to maximize the non-local distributions of the two black boxes,

we maximize over input probability distributions p(x,y), leading us to the following

definition:
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Definition 61 (Intrinsic non-locality) The intrinsic non-locality of a distribution

pla,blz,y) € NS is defined as

N(A;B), = sup inf I(A;B|XYE), (6.9)

p(z,y) PABXYE

where pigxyr S a no-signaling extension of the state pigxy, i.€., subject to the

constraints in (6.3) and (6.5).

In the next chapter 7, we obtain an upper bound on the distillable key of a
distribution. With that in mind, we can also think of the extension system as a

system with an eavesdropper.

6.1.2. Definition of quantum intrinsic non-locality

We now introduce a function N¢ : p(a,blz,y) — Rsq, which we call quantum
intrinsic non-locality, with p(a,blz,y) € Q. As stated in Section 2.1.3., a distribution
in the set Q arises from some underlying state p4p and POVMs of Alice and Bob
characterized by {A%}, and {Ag}b, respectively.! Now, consider a quantum state
pape such that Trg (pape) = pap. We call papr an extension of the state pap.

Then, one possible extension of the classical-classical state p 5xy as defined in (6.1)

is
PABXYE = Z p(x,y) Trap [(Ag & AZ ® IE) pABE} labx y]ABXY ) (6.10)
a,bw,y
= > plx,y)pla, blz,y) [abry) s5xy @ P57, (6.11)
abzy
where p(a, bz, y)p"™Y = Trap (A2 Ab® Ir) pape]. By definition, this extension

is also a no-signaling extension and is subjected to the constraints in (6.3) and (6.5).

'For certain quantum distributions, it is possible to pinpoint the underlying quantum state and
POVMs up to certain isometries. See [111, 112] in this context.
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We call extensions of the form in (6.10) as quantum extensions.

For p € Q, the set of no-signaling extensions of p is strictly larger than the set
of quantum extensions. For example, in the CHSH game, a distribution p(a, b|x, y)
reaching the Tsirelson bound only admits a trivial quantum extension, i.e., with
constant p%b’x’y independent of a, b, x, and y. However, the no-signaling extensions
of such a distribution are not extremal, as can be seen by writing p(a, b|x,y) as a

. . . . b .
convex combination of a PR box (with necessarily constant p%z " as an extension)

and a local box (where p%”*¥ contains the local hidden variable).
Therefore, to consider the setting in which there is an underlying quantum model,

we define quantum intrinsic non-locality as follows:

Definition 62 (Quantum intrinsic non-locality) The quantum intrinsic non-locality

of a distribution p(a,blz,y) € Q is defined as

N9(A;B), = sup inf I(A;B|XYE),, (6.12)

p(x,y) PABXYE

where pigxyr S a quantum extension of the state pigxy, that is, subject to the

constraints in (6.10).

Proposition 63 If p(a,b|z,y) € Q, then

N(A; B), < N9(4; B),. (6.13)

Proof. This follows from the observation that a quantum extension o 15xy s of pigxy
is a particular kind of no-signaling extension. m

In general, we expect the calculation of intrinsic non-locality to be hard. This
again can be traced back to the problem of finding the appropriate extension system,

since we do not know any bound on the dimension of the extension system.
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6.1.3. Intrinsic non-locality of a PR box

In this section, we calculate the intrinsic non-locality of a PR box.

Proposition 64 The intrinsic non-locality of a PR box is equal to 1, i.e., N(A; B)p =

1, where p is the distribution defined in (2.13).
Proof. Consider the state
PABXY ‘= Z p(z,y)p(a,blz,y) [abxyl zpxy - (6.14)

where p(x,y) is an arbitrary probability distribution. Consider a no-signaling exten-

sion of the state

pasxve = Y p@,y)pla,ble,y) [abryl 155y © pE"". (6.15)

The no-signaling constraints are

Zp(a, bl,y) br ylpxy ® pgy’mb - Zp(a, bla',y) [ba"ylpxy ® pgy’a’bv (6.16)

a,b,y a,b,y
> pla,bla,y) [azyl 1y @ o500 =D plablz, ) [azy ) zxy @ o500 (6.17)
b,a,x b,a,x

130



From (2.13), and the no-signaling constraint in (6.16), we arrive at the following

constraints on the possible states of Eve’s system:

P00 00 po0 oo 0
0 PP 0 0 0 plt o
= . (6.18)
0 0 puwo 0 0 pud 9
0 0 0 P 0 0 0 phHo

In the matrices given above, the rows and columns are indexed by (y,b). The first
matrix on the left corresponds to x = 0, and the second one on the right corresponds

to x = 1. The constraints in (6.18) can also be written as

1) pg” = pg", 2) pE =g
3) pp™ =pp", 4) Pyt =pp". (6.19)

Similarly, from (2.13), and the no-signaling constraint in (6.17), we arrive at the

following constraints on the possible states of Eve’s system:

PR g g P g g
0 A 0 0 0 S 0 0
— . (6.20)
0 0 oo g 0 0 puo g
0 0 0 pu 0 0 0 pito
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In the above block matrices, the rows and columns are indexed by (x,a). The first
matrix on the left corresponds to y = 0, and the second one on the right corresponds

to y = 1. The constraints in (6.20) can also be written as

5) pE" =Py 6) pp' =pp
) pE = pE 8) P =pp- (6.21)

By following 1 -7 -4 -6 - 2 - 8 — 3 — 5 — 1 in the above, we obtain

YY)
z,y,a,b z'y'a’ b

P = pp Va,2',y,y € [s] and a,a’,b, b’ € [r]. This implies that pz5xy has

a trivial tensor-product no-signaling extension. Hence,

I(A; BIXYE), = I(A; BIXY), = 3 pla.y)I(A: B) o (6.22)

=1. (6.24)

It is easy to check that given realizations of X,Y’, the entropies H(A|B) s =0 and
H(A) ey =1. =
6.2. Properties of intrinsic non-locality and quantum intrinsic non-locality
In this section, we prove that intrinsic non-locality and quantum intrinsic non-
locality are faithful, monotone with respect to local operations and shared random-
ness, superadditive, and additive with respect to tensor products of distributions.
These are the properties that are desirable for a measure of Bell non-locality to pos-
sess, as discussed in Section 2.2.3.. We also prove that quantum intrinsic non-locality
of a distribution is never larger than the restricted intrinsic steerability of an associ-

ated assemblage.
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6.2.1. Monotonicity under free operations
We expect any quantifier of non-locality to be monotone with respect to local
operations and shared randomness. That is, a free operation should not increase the

amount of non-locality in the device. We state this in the following proposition:

Proposition 65 (Monotonicity of intrinsic non-locality) Let p;(a,b|x,y) be a
distribution, and let py(ag, brlxs, yr) be a distribution that results from the action of
local operations and shared randomness on p;(a,blx,y), so that we can write the final

probability distribution as follows:

pf(afvbf|xf7yf) = Z O(L)(a’f7bf|aa b,l’,y,i’f,yf)pi(a,ﬂx,y) I(L)(may|mf7yf)a
a,b,x,y

(6.25)
where 0 (x, ylzs,y;) and O (ays, bsla,b,x,y,x5,y;) are local boves as described in
(2.25) and (2.26). Then,

N<A’ B)pz = N(Af; Bf)pf‘ (626)
Proof. First, we embed py(ays,bflzy, yr) in a quantum state:
PaBxyy = Y Py pplagbiles,yp) [epyragbil v oa,,.  (627)

Tyygiap,by

where p(xr,ys) is an arbitrary probability distribution for x;,y;. Then invoking
(2.24), (2.25), and (2.26), we obtain

pAfoXfo = Z p(Ifayf) Z ZpAQ()\Q) OA(CLf|CL,$f,LU, )\2) OB(bf|b7y7yf7)\2)><

Tpygiar,by abz,y Az
pi(a,blz,y) me()\l) La(z|zy, M) Ip(ylys, Av) [2r yr ay bf]XfoAfo . (6.28)
A1
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An arbitrary extension of the state in (6.27) is given by

ar,be,xr,
PAByXyYiE = Z p(zy,yr) prlag,byley,ys) [ ypay bf]XfoAfo ® p

TpYypiar,by

(6.29)

A particular extension of the state in (6.27) is given by

CA;ByX Y EAi Ay = Z p(zs,yy) Z ZPAZ(Az) Oalayla,zy,x, Ay)x

Tyygiap,by ab,x,y Az
OB(bf|b7 Y, yfa )‘2) pi(aa b|ZL’, y) X

D oo ) Lalzlrs, M) Ie(ylys, M) [r y5 apbrl x kv, © 75077 @ o]y, -
A1

(6.30)

This in turn is a marginal of the following state:

CAp By XY EA A XY AB = Z p(z s, yy) Z ZPAQ(/\2)OA(af|aaxfa$a>\2)

Tp,yg.ar,by a,bz,y Az

OB(bf|b7y7yf7 )\Z)Xpi(avb’x7y) Zp/\l ()\1) [A('r’xf7>\1> IB<y|yf7>\1> [ij Yray bf]XfoAfo

A1
® Tg’b’x’y ® [MA2]yn, ® [Ty ablxyasp. (6.31)
Consider that
inf 20) [(Af; Bf’XfoE)p S [(Af; Bf’XfoEAlAg)C (632)
ext. in (6.
= [(AX; BY|X;Y;EANAg), (6.34)
— I(AX; BY|X;Y;EA), (6.35)
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= I(A, B|XYXfoEA1)( + ](X, B|XfoEA1Y)§
—|— ](Y, A|XfoEA1X)C + I()(7 Y|XfoA1E)C.
(6.36)

The first inequality follows from considering a particular extension in (6.30). The
second inequality follows from data processing of conditional mutual information.
The second equality follows because Cipxyx,v;paa, = CABxYx,v;EA, @ Cro- The last
equality follows from the chain rule for conditional mutual information. Now, let us

consider each term in (6.36). By inspection,

Cinxvxypen = O p@nyr) Y p)pila, b, y)p(a, yles, yr, Ar)
TrYf a,b,x,y,\

[2pyr Mz yably,ya,xyas ® TV (6.37)

Upon re-arranging, we obtain

CABXYX;Y;EA, = ZP(% Y) Z Py yp Mz, y) [zyxryy Al]XYXfoAl ®
T,y ZTr YAl

> pila, bla,y)mi" " @ [ablap. (6.38)
a,b

So, given X, Y, the states (5%

and (y}y,,, are in tensor product. Therefore
where (15xy g 1S a no-signaling extension of p15xy. Now consider that

CXX;YY; BEA,
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= Z p(@,y, x5,y M) [T 2y Yy Al]XXfYYfAl ®Zp<b|y) Tgy® 0] 5 - (6.40)
b

Z,Y, T f,Yf 7)\1

=D sy ® Y planynz My [Erryyr My yya, © Y pbly) T8 @ [
Y b

T, f5YfHAL

(6.41)

Then, by inspection

Similarly, I(Y; A|Y;X;EA X)) = 0.
Now, consider the term I(X;Y|X;Y;EA;),, with

CXY XY BA, = Z p(zs,yy) Z p(|zp, A) p(ylys, A)[ry 2pys Al]XYXfyfAl & pE.
Tfyy T,y,A1
(6.43)
Here, X and Y are independent given Xy, Yy, and A;. Therefore, I(X;Y|X;Y;EA), =
0. Combining the above equations, we obtain
ext. in (6.29

Since (6.44) is true for an arbitrary no-signaling extension of psizxy, the above
inequality holds after taking the infimum over all possible no-signaling extensions
CABXYE-

Finally, we can take the supremum over all the measurement choices, and we find
that

N(AfQ Bf)p < N<A§ B)p"

7

, (6.45)

This concludes the proof. m

Proposition 66 (Monotonicity) Let p;(a,b|z,y) € Q, and let ps(as,blxys,yys) re-
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sult from the action of local operations and shared randomness on p;(a,b|z,y). We

can write the final probability distribution as follows:

prlag byl yp) = > OW(ay,byla, b2y, 25,yp) pi(a, blz, y) I (x, ylay, yy),
a,b,x,y

(6.46)
where IV (x,y|zs,y;) and O (ayz, bsla,b,z,y,2¢,ys) are local boves as described in

(2.25) and (2.26). Then,

NO(A; B, > N(Ay; By)y,. (6.47)
Proof. First, we embed p¢(ays, bflzs,yr) in a quantum state:
pasxyy = Y Panyn)pelagpbiles,up) [eryrapbily y 2,5, (649)

Tpyg,af,by

where p(xf,ys) is an arbitrary probability distribution for =, y;. The set of quantum
distributions @ is closed under the action of local operations and shared randomness,
implying that ps(ar, brlzs,yr) € Q. Since ps(ar, bslzys,yy) is also a quantum distri-
bution, we know that there exists an underlying state 045 and POVMs {Ai;ﬁ o and

{Azﬁ} , such that
by

pylag, byley, yp) = Tr [(Ag}c ® AZ?) UAB} : (6.49)
An arbitrary quantum extension of the state in (6.48) is given by

7b y b
oA BxvE= Y, P@pys)pilag bylesyg) [rpyragbsly v 5,5, © 0,

Typygiag,by

(6.50)
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where

1
prlag,brlzs, yr)

U?Ef’bf’zf’yf = Trap [(AZ; ® AZ’; ® ]E> UABE} ; (6.51)

and o4pE is an extension of o45. Now, we know that

pf(afvbf|xf7yf) = Z O(L)(a'f7bf|aa baxayvvayf)pi(a'ab|xay) I(L)($,y|l'f,’yf),
a,b,x,y
(6.52)
and that the distributions X (x,y|zsyr) and O (ay, bela,b,x,y,zs,y;) are local

distributions. Therefore, there exist separable states pxy and pa,p,, along with the

POVMs which result in the distributions I®) and O™, That is,

Iz, ylzs,ys) = Tr [(Aif ® Agf) pxy] : (6.53)

a b
O (ay, byla, b, z,y, xp,ys) = Tr [(Aaj;f,x ® Abfbf7y> pAFBF] (6.54)

Furthermore, we know that the distribution p;(a,blz,y) is a quantum distribution.

Therefore, it has an underlying state psp and POVMs characterized by {A%}, and
b

{Ay}b‘ Then

plag, bylzy,yyp) =

ST [(Agfw @AY, , AN ®AL ® Agf) (PApBr ® paB ® pxy)] . (6.55)

a,b,z,y

Since pxy is a separable state, we can write it as pxy = Z/\Ip(/\l)pé(l ® py. Let
PXYA, = Z/\l p(Al)p;‘g ® p){/l ® [)\I]Al be a particular extension of pxy. Similarly, let

PApBpA, DE an extension of p4,.p, and papr an extension of pap.
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A particular quantum extension of the state in (6.48) is given by

PA;Br XY EA1A2
a,b,x,
= Y plenypilagbrlesyp) e,y ar, bl yoa, s, © P57 © i)y, »
TfYfiafby

(6.56)

where
1

p(a, blz,y)

ab:):y -

pE TI‘AB [(Ag &® AZ X [E) pABE} . (657)

Then it follows that

pAfoXfoEAlAQ = Z p(xf7yf) Z Zp/\2<)\2) OA(CLf|CL, ZTyf, T, )\2>X

Ty ygiapby abzy Az
OB(bf|ba Y, yfv >\2) pi(aa b|l’, y) X

a,b,x,
me D La@leg, M) Isylys, M) [2ryrarbrlz g x v, © 87 @ [Madalpa, -

(6.58)

This in turn is a marginal of the following state:

PA;By XYy EAMAXYAB = Z p(zs,yf) Z ZPAQ(/\Z)OA(af|aa$f,$7 A2)

xf,yf,df,bf a:b,%y A2

Op(byslb, y, ys, Aa) xpia, bl y) D pay (M) Lalwlay, M) Ie(ylys M) [5 yp apbrlx v, 4,5,
A1

® py"" @ [MAap,p, @ [Ty ablxyap. (6.59)

Then, following arguments similar to those given in Proposition 65, we obtain N9(Ay; By), ; <

N@(A;B),,. =
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6.2.2. Convexity
In this section, we prove that intrinsic non-locality and quantum intrinsic non-
locality are convex. This statement physically means that Bell non-locality cannot

increase when mixing two distributions.

Proposition 67 (Convexity of intrinsic non-locality) Let p(a,b|z,y) and
q(a,blz,y) be two distributions, and let A € [0,1]. Let t(a,blz,y) be a mizture of the

two distributions, defined as t(a,b|z,y) = Ap(a,blz,y) + (1 — N) q(a,blz,y). Then
N(A; B); < AN(4; B), + (1 — \)N(A4; B),. (6.60)

Proof. First, we embed the distribution ¢(a, b|z, y) in the following classical-classical
state Tipxy:

TABXY ‘*— Z p(‘ruy> t(a7b|xvy>[xyab]XYAB7 (661>

x7y7a7b

where p(z,y) is an arbitrary probability distribution. Similarly, embed p(a, b|z,y) in

pipxy and Q((h b‘xvy) n vigxy:

pisxy = Y_ p(x.y)plablz,y) [ty ablyy 15, (6.62)
z,y,a,b

Yisxy = Y p(x,y)qla,blz,y) [ty ablyy 15 (6.63)
z,y,a,b

Next, consider an arbitrary no-signaling extension of 755 yy:

TABXYE ‘— Z p(l‘, y) t(a’a b|$, y) [Z‘ ya b]XYAB & ngb’x,y‘ (664)

x7y7a7b
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Similarly, consider an arbitrary no-signaling extension of pi5xy and vigxy:

PABXYE = Z p(l’, y) p(aa b|l’, y) [JZ ya b]XYAB ® p%b7$7ya (665)
z,y,a,b
o _ a,b,x,y
Visxve = p@,y)qla,blz,y) [ryablyy 15 © 75" (6.66)
z,y,a,b

Now, consider the following particular no-signaling extension of 755xy:

CABXYEE ‘=

>~ plwsy) o)y ® (Apla, bl )i @ (0] + (1= A ala, bla, )y @ 1)

x1y7a1b

(6.67)

Then,

inf  I(A; B|XYE), < I(A; BIXYEE'), (6.68)

ext. in (6.64)

— M(A; BIXYE), + (1 - A\I(A; BIXYE),.  (6.69)

The first inequality follows from choosing a particular no-signaling extension. The
equality follows from properties of conditional mutual information. Since this holds

for all non-signaling extensions of the form in (6.65) and (6.66), we conclude that

inf  I(A; BIXYE),

ext. in (6.64)

<\ inf I(AB|XYE),+(1—X) inf I(A:B|XYE), (6.70)

T ext. in (6.65) ext. in (6.66)
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Taking the supremum over all measurement choices, we find that

sup inf I(A;B|XYE);<Asup inf I(A;B|XYE),+

p(a.y) ext- in (6.64) play) €xt- in (6.65)

(1—=X)sup inf I(A;B|XYE),. (6.71)

p(x,y) ext. in (6.66)

This completes the proof. m
In this proposition, we prove the convexity of quantum intrinsic non-locality.
The proof is similar to Proposition 67, with the difference being in the choice of the

extension system.

Proposition 68 (Convexity of quantum intrinsic non-locality) Letp(a,b|z,y)
and q(a,b|z,y) be distributions in Q, and let X € [0,1]. Let t(a,blz,y) be a mizture

of the distributions, defined as t(a,blz,y) = Ap(a,blz,y) + (1 — X) q(a, b|z,y). Then
N9(A; B), < ANY(A; B), + (1 — \)N“(4; B),. (6.72)

Proof. Since Q is a convex set [113], we know that t(a, b|z,y) € Q. First, we embed

the distribution t(a, b|z,y) in the following quantum state 7;5xy:

TABXY ‘*— Z p(x7y> t(aab|x7y>[xyab]XYABv (673>

z,y,a,b

where p(x,y) is an arbitrary probability distribution. Similarly, embed p(a, b|z,y) in

papxy and q(a, b\x,y) n vigxy:

pisxy = Y p(x,y)plablz,y) [tyablcy 15, (6.74)
z,y,a,b

Yisxy = _ p(@,y)qla, ble,y) [ yablcy 15 (6.75)
z,y,a,b
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Next, consider an arbitrary quantum extension of 715xy:

Tapxve = Y p,y)ta,blz,y) [ty ab] vy 15 ® 75" (6.76)

x7y7a7b

Similarly, consider an arbitrary quantum extension of ps5xy and vigxy:

pasxve = »_ p(@,y)plablz,y) [ty ablyy 15 @ o5, (6.77)
z,y,a,b
L _ a,b,x,y
VYABXYE = Z p(z,y) q(a,blz,y) [ry ablyy 15 @ 75" (6.78)
z,y,a,b

Let pap be a quantum state that, along with the POVMs characterized by A% and AZ,
yield the distribution p(a, b|x,y). Let papg be an extension of p4p. Similarly, let y4p
be a quantum state that, along with the POVMs characterized by M¢ and Mé’ , yield
the distribution ¢(a,b|x,y). Let yapg be an extension of y45. Then, a particular

quantum state that realizes the distribution ¢(a, b|z,y) is the following:

TABA'B" = )\,OAB & ’00><00’A/B/ + (1 - )\)’}/AB X ‘11><11‘A/B/ s (679)
t(a,blz,y) = Tr [(AL ® A} @ (J00)X00| 4 ) + Mg @ M) @ (|111Y11] 45)) (Tapas)]
(6.80)

where it is understood that Alice is measuring oz on her system A’ and Bob is
measuring oz on B’, in addition to the other measurements on their systems A and

B. Now, consider the following extension of T4pa/p:

TABA'B'EE' — )\pABE & ‘OOOXOOO’A/B’E’ + (1 — )\)’VABE (%9 |111><111’A’B’E/ . (681)
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Furthermore, consider the following particular quantum extension of 755y

CABXYEE ‘=

>~ plesy) [ouley @ (Apla, bl )i @ (0] + (1= A ala bla, )y @ 1)

z,Y,a,b

(6.82)

Then following similar arguments given in the proof of Proposition 67, we obtain
N®(A; B); < AN“(A; B), + (1 — \)N®(4; B),, (6.83)

concluding the proof. m

6.2.3. Superadditivity and additivity
In this section, we prove that the quantifiers are supperadditive and additive

under independent distributions.

Proposition 69 (Superadditivity and additivity of intrinsic non-locality) Let
play, ag, by, balx1, 2, Y1, y2) be a distribution for which the following no-signaling con-

straints hold:

ZP(GLGQ, b1, balz1, w2, Y1, Y2) = Zp(aha2,51,b2|$lpf27?/1,y2)

al ai

vx/17$17x2ay17y2 € [8]7 a?abl>b2 € [T],

Zp(al,%, b1, bo| 21, T2, Y1, y2) = Zp(al>a2>bl,b2’$1>$/2,yl,3/2)

az a2z

Vah, T, T1, Y1, Y2 € [8], a1, b, bs € [1],

Zp(ah az, b1, ba|x1, w2, Y1, y2) = Zp(ab ag, by, ba|T1, T2, Y1, 2)
b1 bl

vy/1>y175517x2>y2 € [5]7 alaa27b2 € [T],
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Zp(ah az, b1, ba|x1, w2, Y1, y2) = Zp(al, ag, b1, ba |71, T2, Y1, Ys)
ba b2

Vs, Y2, T2, Y1, 1 € [s], a1, a2, b1 € [1].

Let t(ay, by|z1,y1) and r(as, be|za, y2) be distributions corresponding to the marginals
of p(ay, ag, by, ba|x1, 2, y1,y2). Then the intrinsic non-locality is super-additive, in the

sense that

N(AlAz, Blgg)p Z N(Al, Bl)t + N(AQ, B?)r- (684)
If p(ay, by, ag, ba|w1, 2o, Y1, y2) = t(ar, balwy, yo)r(ag, ba|xa, yo), then the intrinsic non-
locality 1s additive in the following sense:

N(Algg, Blég)p = N(Al, Bl)t + N(AQ, B2)7‘- (685)

Proof. Consider the classical-classical state pa, 4,5,8,x,vix,y, With the following

arbitrary no-signaling extension:

PA1A2B1B2 X1 X2 V1Yo E — E p<x17y17 T2, yg)p(al, b1, az, b2’x17x27 Y1, y2)
z1,%2,Y1,Y2,a1,02,b1,b2

a1,b1,71,Y1,a2,b2,T2,y2
[a1 b1 21 Y1 a2 b T2 Y] 4, B x, v, AwBaXays © PE , (6.86)

where p(x1, z2,y1,y2) is an arbitrary probability distribution. From the chain rule of

mutual information and non-negativity of conditional mutual information, we obtain

[(Alz‘_lQ;BlBﬂXleYleE)p
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= [(Ay; B1| X1 Y1 XoYaF), + I(Ay; B |[EX Y1 X5Y5A4),
+ I(/_ll; BQ|X1Y1X2Y2E31) + ](/_12; BQ|X1Y1X2Y2E14_1131) (6.88)

Z ](/_11, Bl|X1Y1XQ}6E)p + ](AQ, BQ|X1}/1X2Y'2EA1§1)‘D. (689)

From the no-signaling constraints in the statement of the proposition and (6.86), we

obtain

PAIBI X1 XoV1YoE = E p(T1, 2,1, Y2) [a1 by 21 Y1 2 y2]A1§2X1y1X2y2

a1,b1,71,72,Y1,y2

® play, bizy,y1) p . (6.90)

We first embed t(a1, b1|x1, 1) In 74,5, x,v,8, and 7(az, ba|Ta,y2) in Va,5,x,v,r and

consider the following arbitrary no-signaling extensions:

TABi XA E = Z p(T1,y1) ® Z [21y1 a1 bl v, 4,5, @ tlar, bz, Zh)ﬂ%l’bl’zl’yl,
T1,Y1 a1,b1
(6.91)
VA2BaXoYo B *= Z p(T2,y2) ® Z (22 Y2 a2 b2] x, v, 1,5, ® (a2, bz, y2)7§2’b2’m2’y2-
z2,Y2 a2,b2
(6.92)

Since pa, 5, x,v, X.v, £ 15 a particular no-signaling extension of 74, 5, x,y, and
P A, By AsBoX1YiXoY, B 18 @ Particular no-signaling extension of v4,5,x,y,, we obtain the

following inequality:

I(Alle% B1§2|X1X2Y1Y2E)p

2 [(/_11, Bl‘Xl}/lXQYVQE%) + I(/_lg, Bg‘leleQYVQE/_hBl)p (693)
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> inf ](Al, BllXIYIE)T + inf ](AQ, BQ|X2}/2EA1§1>,\/ (694)

ext. in (6.91) ext. in (6.92)

Since (6.94) holds for an arbitrary no-signaling extension of p, we obtain

inf )I(Alﬁg,élég‘XlXQH}/QE)p Z
ext. in (6.86

inf [(/_11, Bl‘Xl}/lE)T + inf I(AQ, BQlXQYVQEAlél),Y (695)

ext. in (6.91) ext. in (6.92)

Since the above equation holds for arbitrary probability distributions, we can take a

supremum over all probability distributions to obtain

sup inf [(Alzzlg,BlBﬂXlXQ}/l}/QE)p >

p(x1,y1)p(w2,y2) PA1A2B1 Ba X1 XoY Yo B

sup inf  I(Ay; B | X\ hE), + sup inf  I(Ag; Bo|XoYoE),. (6.96)

p(z1,y1) TA1B1X N E p(x2,y2) YAgBaXo Yo

Since we have considered a supremum over product probability distributions for the
measurement choices on the LHS, we can relax this to consider the supremum over all
probability distributions p(z1,y1, 22, y2) of the measurement choices. This concludes
the proof of (6.84).

Now we give a proof for additivity of intrinsic non-locality with respect to product
probability distributions. Since intrinsic non-locality is super-additive, it is sufficient

to prove the following sub-additivity property for product probability distributions:

N(AlAQ, Blgg)p S N(Al, Bl)t + N(AQ, BQ),«. (697)

Consider the following states
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PA1A3B1Bo X1 XoY1Ys — Z p(x1, T2, Y1, ya) tlar, balzy, y1) r(ag, ba|xa, y2)

a1,b1,71,y1,02,b2,72,y2

[a1 by az by x1 w231 yZ]AlélAQBQXJngYQ . (6.98)

Consider an arbitrary extension of the state pi, 4,5, 5,x, X, v1 v

PA1A3B1 By X1 XoY1Y2 B - Z p(w1, T2, Y1, y2) tlar, b1, y1) 7(ag, ba|za, yo)

a1,b1,71,y1,a2,b2,72,y2

[CLl bl T1 Y1 ag b2 T yg] & p%’bhxhyl’a%bz’x%yg. (699)

Now, consider a particular extension of the state p, 1,5,5,x, X1 vs"

CAy Ay By By Xy XoViYa By By = Z p(x1, T2, Y1, Y2) tlar, bilxs, y1) r(az, ba|xa, ya)

a1,b1,71,y1,a2,b2,72,y2

’b b K 7b Y b
0101020201 22012) 1, B, 3, vi Ay Boxave @ Py @ Py T (6.100)
Then, we have the following set of inequalities:

inf I(Alzzlg,BlBﬂXlYiXQYQE)p

ext. in (6.99)

S I(A1A2,31§2‘X1}/1X2§/2E1E2)< (6101)
= I(AU B1|X1Y1X23/2E1E2)< + ](1212; Bl’E1E2X1Y1X2Y2A1)¢

+ ](zzh; B2|X1Y1X2Y2E11E2§1)< + ](1212; Bz’X1Y1X2Y2E1E2A131)<
(6.102)

= I(Al, Bl|X1}/’1X2}/2E1E2)C + [(AQ, BQ’XlileQ}/'gElEQAlBl)C. (6103)

The first inequality follows from a particular choice of an extension. The first equality
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follows from the chain rule. For the second equality, observe the following:

I(/_l2§ B1|E1E2X13/1X2Y§/_11)<
= H(A2|E1E2X1Y1X2Y2f_11)< — H(A2|E1E2X1Y1X2Y2/_11B1)< (6.104)

= Z p(x1, T2, Y1, Yo) [H(A2|A1E1E2)cw1w2y1y2 - H(A2|A1E1E231)gw1w2y1yz] )

T1T2Y1Y2
(6.105)
where
Gz = D tarlwy) [z, @ o™ © Z (azlz2) az] 5, ® P, (6.106)
a1
Ch s B2 = Z (a1, br|z1, y1) [anbi] 4,5, @ P, " Z (as]2) [as] 5, © pi™.
a1,b1
(6.107)
Then, from (6.106) and (6.107), it follows that
H(A2|A1E1E2)<wlac2y2yg - H(A2|E2)<x1ﬂc2y2y2, (6108)
H(A2|A1E1E2B1)Cw1w292y2 - H(A2|E2)<x1x2y2y2 . (6109)

This is equivalent to I(Aj; El|E1E2X1Y1X2Y2f_11)< = 0.
Similarly, I(Ay; Bo|EyEaX1Y1XoY2By); = 0. Then by inspection of (6.100), and

from the no-signaling constraints, it follows that

inf ](Alzzb; Blg2|X1Y1X2YzE)p < [(Al; Bl’X1Y1E1)< + I(/Zl2; Bz’XzyzEz)g-

ext. in (6.99)

(6.110)

Since the above statement holds for an arbitrary no-signaling extension of the form
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in (6.99), it follows that

inf I(Algg, Blég‘Xl}/lXQ}/zE)p
ext. in (6.99)

S inf I(Alyél‘Xl}/lEl)( + inf I(/IQ,BQ‘XQY&EQ)C (6111)
ext. in (6.100) ext. in (6.100)

Since the above inequality holds for an arbitrary probability distribution p(x1, 2, 1, y2),
we find that

sup inf [(A1A27B132|X1)/1X2}/2E)p

p(z1,72,91,92) ext. in (6.99)

S sup inf ](Al,BﬂXlYlEl)C—f— sup inf I(AQ,BQLXQY'QEQ)C

p(x1,y1) et in (6.100) p(x2,y2) €xt- in (6.100)

(6.112)

This concludes the proof. m

Proposition 70 (Superadditivity and additivity of quantum intrinsic non-locality)
Let p(ay, ag, by, ba|xy, 2,1, y2) be a quantum distribution that arises from a four-party
state pa,a,B,8,, and POVMs characterized by A3, A2, A%, and A22. Then the fol-

lowing no-signaling constraints hold:

ZP(GhGQ, b1, bo| 21, T, Y1, y2) = Zp(a17a2ablab2’x/17x27ylay2)

al ai
Vo, z1, T2, Y1, Y2 € [s], az, b1, by € [1]

Zp(a17a27 b1, ba| 1, T2, Y1, Y2) = Zp(al,a27b1762|x17x,27y11y2)

ag a2
Vay, T2, 21, Y1, Y2 € [s], a1, 01,02 € [1]
D plar, az, by, bolay, @a,y1,92) = Y plar, as, by, bo|zr, 3, 41, ys)

b1 bl
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vyi?iylaxlul‘?’yQ € [8]7 alaa2)b2 S [T]

Zp(ala az, br, ba|z1, T2, Y1, y2) = Zp(al, ag, by, ba |71, T2, Y1, Ys)
b2 b2

vyé7y27x27y17$1 € [8]7 a17a27b1 € [T]

Let t(ay,b1|z1,91) and r(ag, ba|xse, y2) be quantum distributions corresponding to the
marginals of p(ay, as, by, ba|xy, T2, 41,y2). Then the quantum intrinsic non-locality is

super-additive, in the sense that
NQ(/_h/_lQ, Blég)p 2 NQ(Al, Bl)t + NQ(AQ, Bg)r. (6113)

If p(ay, by, ag, ba|z1, T2, y1,92) = t(ar,bi|zy, y1)r(ag, be|ze, y2), then the quantum in-

trinsic non-locality is additive in the following sense:
NQ(A1A2; Blgg)p = NQ<A1, Bl)t + NQ(AQ, BQ),«. (6114)

Proof. The proof follows by using similar techniques as in the proof of Proposition 69,

and by taking appropriate quantum extensions. m

6.2.4. Quantum intrinsic non-locality and intrinsic steerability

Let pap be a quantum state, and let p 5 x 5" be an assemblage that arises from the
quantum state p4p and some measurement {A%}.> We then prove that the intrinsic
steerability of the assemblage p 4 xp3” is never smaller than the quantum intrinsic

non-locality of all the bipartite distributions that can arise from this assemblage.

Proposition 71 Let p(a,blz,y) be a quantum distribution that is obtained by per-

forming a POVM {Ag}b on the assemblage {pax(alz)pE"}ax. Then the quantum

2From [29], it can be seen that given a bipartite assemblage, we can always find an underlying
quantum state and measurements.
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intrinsic non-locality of the distribution p does not exceed the restricted intrinsic steer-

ability of the assemblage p. That is,
N@(A4; B), < S*(A; B),, (6.115)

where we recall that p is a shorthand to denote the assemblage.

Proof. Let p(a,b|x,y) be a quantum distribution that arises from the assemblage

a,r

pax(alz)py”. That is,

pla, bz, y) = Tr [A} (pajx (alz)p")] - (6.116)

a,x

Let pjjx(alz)pgy be a particular no-signaling extension of p4 x(alr)py”. Then one

possible no-signaling extension of p(a, b|z,y) is

pla, blz, y)p™"" = Trp [A) (pax (al2)pEs)] - (6.117)

From [29], it follows that the above is also a quantum extension.
Let p(z,y) be an arbitrary probability distribution. Let p(a,blz,y) be a distri-
bution embedded in a classical-classical state pigxy with the following particular

no-signaling extension:

PABXYE ‘= Z p(l’, y)p(av b|$a y) [a bil? y]ABXY ® p%b7$7yv (6118)
a,b,x,y

and an arbitrary quantum extension:

OABXYE ‘= Z (e, y)p(a, ble,y) [abryl spxy © 05", (6.119)

a,b,zy

152



Similarly, let psyp be a state into which the assemblage pjx(alz)ps” is embedded,

and let piypr be a particular extension, where

PABXE = ZM@?A’\X(M@[G T)ix ® P%’%- (6.120)
Let
PABXYE = Zp(x,y)pA|X(a\:c)[a T]ax ® Ppp- (6.121)
Then,
I(A; BIXE), = 1(A; BY|XE),. (6.122)

This follows from chain rule of conditional mutual information and inspection of
(6.121). Observe that Bob can perform a local operation and transform the state

pipxye t0 pigxye- Then, from the data-processing inequality, we find that

I(A; BIXE), > I(A; BY | XE),. (6.123)

This means that for every no-signaling extension pjipxp of the state pspyx that en-

a,T

codes the assemblage pjzx(alr)p®®, we can find a quantum extension pzpyyp of
papxy that encodes the distribution p(a, b|z,y) derived from the assemblage p 5y (a|z)

p™®, such that (6.123) is true. Therefore, we obtain the following:

: = - ) o |
extirll?6f~120) (A BIXE), 2 ext.ig%g.ns) I(A4; BY|XE), (6.124)
> inf (A BY|XE),. (6.125)

ext in (6.119)
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This in turn implies that

we]

SH(A; B), > N°(A; B),, (6.126)

concluding the proof. m

6.2.5. Faithfulness

Proposition 72 Intrinsic non-locality and quantum intrinsic non-locality vanish for

distributions having a local hidden-variable model; i.e., if p(a, b|x,y) € L, then N(A; B)p =

0 and N9(A; B), = 0.

Proof. Given p(a,blz,y) € L, then we can write it as
pla,blz,y) Zp plalz, \) p(bly, \). (6.127)

Embed this in a classical-classical state with p(x,y) an arbitrary probability distri-

bution over z, y:

pasxy = Y p(x,y) Y p(\) plale, ) p(bly, \) [abay) 15y - (6.128)

a,b,x,y A

Then, consider the following quantum extension

pisxye = Y p(@y) [abrylipyy ®Zp (alz, A) p(bly, ) [Alp. (6.129)
a,b,z,y
Then, by inspection, A and B are independent given XY E. This implies that

inf, . .1 (A4; BIXYE), = 0. Since this equality holds for an arbitrary probabil-

ity distribution p(z,y), we can then conclude that N9(4; B), = 0. Then, by (6.13)
we conclude that N(4; B), =0. =
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We now state below in Theorem 73 that N(4; B),, = 0 and N9(4; B),, = 0 implies

that p € L.

Theorem 73 (Faithfulness of intrinsic non-locality) For every no-signaling or
quantum distribution p(a,b|z,y), the intrinsic non-locality N(A; B), = 0, if and only
if it has a local hidden variable description. Quantitatively, if N(A; B), < e, where
0 < e¥1%q4 2 < 1, for d = |X|-|Y|, then there exists a probability distribution

l(a,blx,y) having a local hidden-variable description, such that

” 21716 71/2 s
sup HPAXBY - ’YAXBYHl <d (5 + w + 4de” 3 ) , (6.130)

pxv (2,y)

where pzx gy correponds to the classical-classical state pxy (x,y)p(a, blz,y) and vix 5y

is the classical-classical state corresponding to pxy (x,y)l(a,blz,y).

Proof. The proof closely follows the proof for faithfulness of restricted intrinsic
steerability, given in the proof of Theorem 58. We first construct a strategy for
1

pxy(z,y) = EiRN and then generalize it to an arbitrary distribution. Invoking [106],

we know that there exists a recovery channel R yp_, 1xg such that

||PAXBYE —Rxpixe(peye ® PX)HI < \/I(A§ BY|XE)p1n2 =t. (6'131)

we can write pgxye =

Since I(BE; X|Y), = 0 from (6.4), and pxy(z,y) = %%,
1

PayE®px. Following an argument similar to (5.173)—(5.176), we obtain the following
inequality:

lpasxy — wax,py | < nt, (6.132)

where

wirnxnpye = O Rx,E-4,x,E (PBYE ® p?én) ) (6.133)
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WA, x,BY = LTpan/ixn/i (WanxrBYE) - (6.134)
Since the distributions px(z) and py (y) are independent, we have
I(X™Y),=0. (6.135)
From the no-signaling constraints, we have
I(X"Y;E),=0. (6.136)
This implies that
I(X"E)Y),=1(X";Y),+I(E;Y|X"),=0. (6.137)

Since the systems A"X™FE of winxnpyp are obtained from the application of the
recovery channel on systems X, E of the state pyx, ypp, we can use quantum data

processing for mutual information to obtain the following inequality:
I(A"X™;Y), =0. (6.138)
This implies that

Winxngy = ¥ p(a") q(a"|2") p(y) q(bla"z"y) [2" a” by xn 4y - (6.139)

z™,a",y,b

Alice’s strategy is exactly the same as before, and the following state is obtained after

the application of the algorithm in (5.191):
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Yixpy = O px(@)|E)Elg © Y pagxnan (@l 2", a")pxn(a")

Z,a,b,y z",a",

qanixn(a”|z")p(y)q(bla™x"y)[aby] 55, (6.140)

Note that this state is a local-hidden-variable state. This construction of the local-
hidden-variable state shares some similarities with [108]. By following the arguments

given for the proof of faithfulness of intrinsic steerability, we obtain

4]
lpaxsy —Vazpylh < nt+ =+ 2e1. (6.141)
This implies
: 5
lpaxey —Vigpylh <n inf ¢+ ——+ 2. (6.142)
PAXBYE 1-9

This implies

AXBYE 11— 5

> " Ipla,blz,y) — U, bz, y)| < | X[ (p_inf t+ B + 251) VeeX,ye).
" (6.143)
Now, using triangle inequality, we obtain the following for any arbitrary distribution
p(z,y):
lpixey — Vizaylh < XV (pinf t+ % + 251) . (6.144)

AXBYE - 5

This implies

- J
sup ||pAXBY _VAXBY”l < |X|D}| ( N(A; B)pln2—|— — + 261) . (6.145)

pxy (@) 1-9¢

Given N(A;B), < e (as required by the condition of faithfulness), choose n =
(1/e)/4, 6 = Y16|x|/2|Y|/2. This proof holds only if § € (0,1). We know by

the Chernoff bound [109] that e; = 2|X||Y|e” IV R Substituting these values, we
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obtain

/16| v (1/2 . [V]1/2 B
loaxay —vasarl <121 (4 S EE P g e
AXBYll1 = 1+€1/16|X|1/2 . |y|1/2 .

(6.146)

This concludes the proof. m

Corollary 74 (Faithfulness of quantum intrinsic non-locality) For every quan-
tum distribution p(a, blx,y), the quantum intrinsic non-locality N9 (A; B), = 0, if and
only if it has a local hidden variable description. Quantitatively, if N9(A; B), < e,
where 0 < ¢'/1%qY2 < 1, for d = |X| - |Y|, there exists a probability distribution

l(a,blx,y) having a local hidden-variable description, such that

” 21/16g1/2 =
sup ||paxpy —Yaxavl, <d{e/"+ 1 cl/i6gi2 +4de” 3 , (6.147)

pxy (z,y)

where pzx gy correponds to the classical-classical state pxy (x,y)p(a,blz,y) and vix 5y

is the classical-classical state corresponding to pxy(x,y)l(a,blz,y).

Proof. The if-part of the proof follows from Proposition 72. The only-if part follows

from Proposition 63 and Theorem 73. m

6.3. Open questions
o Continuity of intrinsic non-locality: Currently, it is not known if intrinsic non-
locality is continuous along the lines discussed in Section 5.5.. Suppose that we
have two probability distributions p(a, b|z,y) and q(a,b|x,y), such that their

classical-classical states pi5xy and oi5xy are € close in trace norm, i.e.,

1
§||PABXY —oasxyl <e, (6.148)
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where € > 0. Then, for any no-signaling quantum extension pigyyr of pigxy,

can we find a no-signaling quantum extension o 55xy g of 0i5xy, such that

1 ?
§HPABXYE —oapxvel < f(e), (6.149)
where f(¢) is a function of ¢ such that f(¢) — 0 as ¢ — 0?7 If so, then we can

prove the continuity of quantum intrinsic non-locality.

Definitions for multipartite non-locality: Multipartite non-locality deals with
non-local correlations observed in n distant parties. One can define non-locality
in a multipartite scenario in a variety of different ways, as discussed in [114].
An interesting question, from the point of view of information theory, is the
quantification of multipartite non-locality. We expect that conditional mutual

information will be useful in characterizing multipartite non-locality as well.

For multipartite systems, the definition of conditional mutual information is a
bit complex. There are at least two possible ways of defining CMI for multipar-
tite scenarios, as discussed in [115, 116]. We could use both of these definitions.
Another difficulty in defining CMI for multipartite scenarios will arise in defining
various constraints on the no-signaling quantum eavesdropper. Although the
definition seems complicated as of now, it possibly will be relevant in obtaining
upper bounds for key rates in device-independent conference key distillation

protocols [117].
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Chapter 7
Upper Bounds

In Chapter 4, we discussed the need to obtain upper bounds on the distillable
key of joint distributions and bipartite probability distributions. In this context, we
discussed two results: intrinsic information, which is an upper bound on distillation
key from joint probability distributions [9], and squashed entanglement, which is an
upper bound on distillable key from bipartite states [11]. In this chapter, we introduce
upper bounds on secret key agreement capacities of assemblages p3" and conditional
probability distributions p(a, b|x,y). To this end, we use quantities introduced in
Chapters 5 and 6, along with their properties. These upper bounds are then shown
to be upper bounds on key rates in DI-QKD and 1S-DI-QKD.

In general, in the device-independent literature or the one-sided device indepen-
dent literature, several prior works have devised lower bounds on the key rates for
particular protocols. To test the efficacy of these protocols, one calculates the rates
that would be obtained for an honest device [39, 66, 67]. These protocols then give
lower bounds on the secret key rates that can be extracted from an honest device.
However, one can always ask if these lower bounds are “good enough.” Can some
other protocol perform better, hence giving better key rates for the honest device?
In this context, it becomes imperative to introduce tight upper bounds.

For this, we can use the upper bounds on the secret key agreement capacities
from assemblages and probability distributions. We calculate these bounds for honest
devices, which are then compared to the lower bounds on the rates calculated for
protocols for these honest devices. Ideally, we want the gap between the lower bounds
and upper bounds to be small.

We can formulate the above question in a different manner.

Suppose that the correlations generated from a device are characterized by a
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distribution p(a,blz,y) or an assemblage p%*. We then pose the following question:

Given a device characterized by p(a,b|x,y) or an assemblage p%*, what
is a non-trivial upper bound on the secret key rate that can be extracted

from this device by using any possible protocol?

We calculate the upper bounds for an i.i.d. device, which means that in each round of
the protocol, the device considered is characterized by the distribution p(a, b|z,y) or
an assemblage p3”. The inputs of the device in a particular round can be correlated
with the input of the device in other rounds. The assumption that the device is
characterized by an i.i.d. correlation is not a drawback since we are interested in
determining upper bounds on secret key rates here. For general attacks, the key rates

tend to those of collective attacks for sufficiently large n.

7.1. Upper bounds based on CMI

7.1.1. Upper bounds on secret-key-agreement capacity of conditional prob-
ability distributions

In device-independent quantum key distribution, we assume the presence of an
eavesdropper who obtains all of the classical data communicated between Alice and
Bob during the protocol. Furthermore, the system held by the eavesdropper can have
joint correlations with the systems held by Alice and Bob. Let Alice and Bob share a
quantum correlation p(a, b|z, y) as defined in (2.9). Let the correlation shared between
Alice, Bob, and Eve be defined by an extension p(a, b|z, y)p%"" Y. If p(a, blz, y)p™"
has an underlying quantum strategy as described in (6.10), then we call the eaves-
dropper a quantum Eve. If p(a, b|z, y)p%""¥ only fulfills the constraints given in (6.3)
and (6.5), then we call the eavesdropper a no-signaling Eve.

e No-signaling eavesdropper

We first define the secret-key-agreement capacity of a conditional probability

distribution. Let n € Z*, R > 0, and ¢ € [0,1]. Let p(a,b|z,y) be a correlation of
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Figure 7.1. A generic device-independent quantum key distribution protocol.

the device shared between Alice and Bob. We define an (n, R, ¢) device-independent

secret-key-agreement protocol as follows:

Alice and Bob select the inputs ™ and y™ to their devices according to pxnyn(z™,
y"). The device is used n times, and the distribution pxnyn(z™,y") is indepen-
dent of Eve. Alice inputs x; and obtains the output a;. Bob inputs y; and
obtains the output b;, where ¢ € {1,...,n}. The input and output distributions

are embedded in the state 0 zngnxnyn, where

UAanXnYn = Z anYn (xn, yn>pn(an, bn’xn, yn> [anbnxnyn]AanXnYn,
z",y",a",b”
(7.1)
and p"(a”, bz, y") is the i.i.d. extension of p(a,blz,y). The joint state held

by Alice, Bob, and Eve is a no-signaling extension ¢ gngnxnyng Of 0 zngnxnyn.

Alice and Bob perform local operations and public communication, with C4 de-
noting the classical register communicated from Alice to Bob, Cy is a classical
register held by Eve that is a copy of C}y , the classical register C'g is commu-

nicated from Bob to Alice, and Cj is a classical register held by Eve that is a
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copy of Cp. This protocol yields a state wg, ,pe,c5xnyn that satisfies

1 _
5 HWKAKBEXW"CACB - (I)KAKB @ WEXrYnC,4Cp H1 <eg, (7-2)

for all no-signaling extensions, where

onR

T per = 2% S )KL e (7.3)
k=1
A rate R is achievable for a device characterized by p if there exists an (n, R—0, ¢)
device-independent protocol for all € € (0,1), § > 0, and sufficiently large n. The
device-independent secret key agreement capacity DI(p) of the device characterized
by p is defined as the supremum of all achievable rates.
We now prove that the secret-key-agreement capacity of a conditional distribution

is bounded from above by the intrinsic non-locality.

Theorem 75 The intrinsic non-locality N(A; B), is an upper bound on the device-
independent secret-key-agreement capacity of a device characterized by p and sharing

no-signaling correlations with an eavesdropper:
DI(p) < N(A; B),. (7.4)

Proof. For an arbitrary (n, R, ) protocol, consider that

nR = I(Ka; Kp|EX"Y"CACB) . (7.5)
< I(Ka; Kg| EX"Y"CLCpg), + € (7.6)
< I(M4CpCy; MpCpCy|EX"Y"CyCg), + &' (7.7)
= I(M4Cy; MgCp|EX"Y"C4Cp), + € (7.8)
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S I(MACA;MBOB|EXnYn)T —|—€, (79)

< I(A™ BMEX™Y™), + ¢, (7.10)

where

e'=nRe+2[(1+¢)log(l+¢)) —ecloge]. (7.11)

In the above equations, oxn ngnyn is the classical-classical state obtained from the
device after Alice and Bob enter in the measurement inputs. Alice, Bob, and Eve
hold a no-signaling extension oxn jngnynpg. Alice performs a local operation £, to
obtain M4 and Cy4. She communicates C4 to Bob, and Eve also obtains a copy C'4 of
the classical communication. Similarly, Bob performs a local operation Lg to obtain
Mg and Cz. He communicates Cz to Alice, and Eve also obtains a copy Cg of the
classical communication. Alice then performs a local operation Dy on My, Cpg, and
C'4 to obtain K 4, while Bob performs a local operation Dg on Mg, C'4, and Cp to
obtain Kp. For a pictorial representation of the above description, refer to Figure 7.1.

The first inequality follows from the uniform continuity of conditional mutual
information [118, Proposition 1]. The second inequality follows from data processing.
The second equality and third inequality follow from the chain rule of conditional
mutual information, as well as the fact that C4 is a classical copy of C4 and Cp is a
classical copy of Cp. The last inequality follows from data processing for conditional
mutual information. Since the above inequality holds for an arbitrary no-signaling

extension of ¢ jngnxnyn, we find that

nR< inf  I(A" B"X"Y"E), +¢. (7.12)

TANBnXnynEg
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This implies that

nR < N(A" B"), + < (7.13)

By the assumption that the device is i.i.d., we can invoke the additivity of intrinsic

non-locality from Proposition 69 to obtain

(1—e)R< N(A;B), +2[(1+¢)log(l+¢)) — eloge] /n. (7.14)

Taking the limit as n — oo and &€ — 0 then leads to DI(p) < N(A;B),. =

¢ (Quantum eavesdropper

Now, let us consider a class of device-independent protocols in which the eaves-
dropper is restricted by quantum mechanics. These models have previously been
studied in [39, 66]. The general form of a device-independent protocol with a quan-
tum eavesdropper remains the same except that we now consider a quantum extension

(6.10) of the state in (7.1). We then arrive at the following theorem:

Theorem 76 The quantum intrinsic non-locality N (A; B’)p 15 an upper bound on
the device-independent secret-key-agreement capacity of a device characterized by p

and sharing quantum correlations with an eavesdropper:

DI(p) < N9(A; B),. (7.15)

Proof. The proof of the theorem is similar to that of Theorem 75. m

We should explicitly point out that the general form for protocols that we consider
allows both Alice and Bob to exchange public classical information. Therefore, the
upper bounds via intrinsic non-locality and quantum intrinsic non-locality hold for

two-way error correction as well. It has been observed in device-dependent QKD that
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two-way error-correcting protocols surpass the threshold of one-way error correction
protocols [119, 120, 75]. This question has only recently been explored in DI-QKD in
[121]. Therefore, it is possible that the upper bound via the intrinsic non-locality will
not be tight for the existing DI-QKD protocols [39, 66], which consider only one-way
error correction.

Another point to make is that in the protocols we consider, Alice and Bob an-
nounce their measurement choices. That is, X and Y are known to Eve. The secret
key is extracted from A and B. There are certain protocols in the device-independent
literature where the outputs A and B are broadcast and the local randomness vari-
ables X and Y are the basis of the key [122] (note that [123] introduced this concept
in the device-dependent QKD literature). For such DI-QKD protocols, our upper
bounds do not hold.

e Other works

Bounds on device-independent QKD protocols based on certain states were also
previously discussed in [124].

There is yet another way to model a no-signaling adversary in the device-independent
secret distillation protocols, which has been considered in [79]. This model is set in
“box world,” in which each player including the eavesdropper has a set of possi-
ble inputs and outputs. Therefore, it becomes natural to model the joint system
with a conditional probability distribution Papgjxyz. In [61], the authors introduced
squashed non-locality to provide an upper bound on key rates of device-independent
protocols with the aforementioned model of the eavesdropper. This is in contrast
to the model that we consider where the eavesdropper is a quantum no-signaling

adversary but is not equipped with a set of measurement choices.
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7.1.2. Upper bounds on secret-key-agreement capacity of assemblages.
In this section, we consider upper bounds on secret-key agreement capacity of
assemblages.
Let n € Zt, R > 0, and € € [0,1]. We define an (n, R,¢) one-sided device-
independent secret-key-agreement protocol for an assemblage p := {pax(a|z)ps" }as

as follows:

e Alice gives input " to get an output a”. The assemblage shared by Alice and

Bob is then

PAnxnpn ‘= Z pxn (2")panixn (@) (2", a"] g0 g0 @ p%n,;xn, (7.16)
where {panjxn(a|2")ple” Yan 4n is an i.i.d. extension of the assemblage
{paix(a|z)p”}az. Alice, Bob, and Eve hold a no-signaling extension of the

above assemblage:

e Bob inputs y; and obtains the output b;, where i € {1,...,n}. Let the mea-
surement corresponding to y” be a set {Y;r},. of measurement operators, such

that >, (V;2)TY;» = I. The state shared between Alice, Bob and Eve is then

xn 7an ynbn

(Vo s (V). (7.18)
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e Alice and Bob perform local operations and public communication, with C4
being the classical register communicated from Alice to Bob, O} is a classical
register held by Eve that is a copy of U}y, the classical register C'g is commu-
nicated from Bob to Alice, and Cp is a classical register held by Eve that is a

copy of Cg. This protocol yields a state wg , . pc,c5xny= that satisfies

1 _
2 HWKAKBEXnYnC*ACB — P kg @ WExnynE,Cp H1 <e, (7.19)

for all no-signaling extensions, where

2nR

= 1
Drars = gum D RNl e, - (7.20)
k=1

A rate R is achievable for a device characterized by p if there exists an (n, R—0, ¢)
one-sided device-independent protocol for all ¢ € (0,1), 6 > 0, and sufficiently large
n. The one-sided device-independent capacity SDI(p) of the device characterized by

p is defined as the supremum of all achievable rates for p.

Theorem 77 The restricted intrinsic steerability ST(A; B)ﬁ 15 an upper bound on
the one-sided device-independent secret-key-agreement capacity SDI(p) of a device

characterized by p:

SDI(p) < S*(A; B),. (7.21)

Proof. For obtaining the upper bound in the one-sided device-independent setting,

we continue from (7.10) as follows:

nR < I(A"; B"Y"|EX"), — I(A"; Y"|EX™), + ¢ (7.22)

< I(A™ B"Y"|EX™)y + & (7.23)
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< I(A";B"|[EX"™), + ¢, (7.24)

The first inequality follows from the chain rule of conditional mutual information.
The last inequality follows from data processing. Since the above inequality holds for

an arbitrary no-signaling extension of pjnxnpn, We obtain

nR< inf [(A";B"X"E),+¢. (7.25)
PAnXxnBnE
This implies that
nR < S®(A™ B™), +¢. (7.26)

Since we assume an i.i.d. device, we find by applying the additivity of restricted

intrinsic steerability (Proposition 56) that

(1—-e)R < SH(A;B); +2[(1+¢)log(1l +¢)) — eloge] /n. (7.27)

Taking the limit as n — oo and € — 0 then leads to the desired inequality SDI(p) <
SR(A, B)f, |

In the following proposition, Kp(pag) refers to the distillable key of the state

pap. For the exact definition, please refer to Definition 8 of [5].

AQ,T

Proposition 78 Let pap be a bipartite state, p° an assemblage resulting from the
action of a POVM on Alice’s system, and p(a,blx,y) a quantum correlation result-
ing from the action of an additional POVM on Bob’s system. Then, the device-
independent secret-key-agreement capacity of the quantum correlation p does not ex-

ceed the one-sided device-independent secret-key-agreement capacity of p, which in
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turn does not exceed the distillable key of the state pap:
DI(p) < SDI(p) < K(pap). (7.28)

Proof. The proof is a consequence of the following observation: the DI secret key
distillation protocol is a special case of the SDI secret key distillation protocol with
the measurements on Bob’s side corresponding to i.i.d. measurements. Similarly,
the SDI secret-key-agreement protocol is a special case of a secret-key-agreement
protocol acting on the state pap with the local operations on Alice’s side consisting

of 1i.i.d. measurements. ®

7.1.3. Examples

In this section, we showcase the upper bounds for specific examples. We consider a
characterization of honest devices and calculate upper bounds on intrinsic steerability
and intrinsic non-locality for these devices. Then, we consider specific protocols,
calculate the lower bounds on secret-key rates that one would obtain from these
devices, and compare them with the upper bounds obtained above.
e Device-independent protocol

We now consider a device that is characterized by the correlation p, which has
the following quantum strategy: Alice and Bob share a two-qubit isotropic state
W = (1 = p)Pap + pra @ mp, where Oyp = %Zijzo lit)(7j|, and 7 denotes the
maximally mixed state. This state arises from sending one share of ® 45 through a
depolarizing channel. Alice’s measurement choices xg, x1, and x5 correspond to o,

0210z 02—0x

Nl and Nl respectively. Bob’s measurement choices y; and y» correspond to

o, and o, respectively. The correlation resulting from this setup is then p(a, b|z, y),
with = taking values from {z¢, 1, 22}, the variable y taking values from {y;,y2}, and

a,b € {0,1} being the measurement results. A specific device-independent protocol

170



was studied in [39], which was then used to obtain a lower bound on the key rate
from the above specified correlation. In this protocol, the rounds in which Alice
and Bob input xy and y;, respectively, correspond to ¢, measurements. Since the
measurements are performed in the same basis, the measurement outcomes of these
rounds form the basis of the raw key. The rounds in which Alice and Bob choose from
{1, 22} and {y1, yo} are used for checking the violation of the CHSH inequality. This
choice of testing rounds and raw key rounds needs to be random. Also, the testing
rounds are just a fraction of the total number of rounds.

The secret-key rate in a device-independent protocol is bounded from above as

follows (Theorem 76):

R < sup inf pry(x,y)[(fl; B|E) o, (7.29)
p(z,y) PABXYE oy
where
PibEs = Zp(a, bz, y) labXab| 15 ® P?g’b’x’y- (7.30)

ab

The idea is now to consider some quantum extension of the probability distribution
obtained from the black box, and then bound the quantum intrinsic non-locality from
above.

The technique presented below is similar to the technique used in [125] to obtain
upper bounds on the squashed entanglement of a depolarizing channel. An isotropic
state is Bell local if p > 1 — \/Li [126]. This implies that the quantum intrinsic
non-locality of a correlation derived from w5 is equal to zero for p > 1 — \/iﬁ (Propo-

sition 72). Fore <p <1-— \/L? we can write the probability distribution q,»(a, b|z,y)

obtained from w, 5 as a convex combination of probability distributions obtained from
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w® and w'~1/v2. That is, for some 0 < o < 1, we have
Gur (@, 0z, y) = (1 — a(€))que (a, 0]z, y) + (€)q 11/ (a, bz, y). (7.31)
By simple algebra, we obtain
ale) = ————. (7.32)
Equation (7.31) can be written as

qur (@, b, y) = (1 — a(€))due (a, bz, y) +al€) D p(N)ai-1/va(a, |2, A)givs (b, [y, V).

(7.33)

Then, from convexity of quantum intrinsic non-locality (Proposition 68), we obtain

NO(A; B),, < (1- () N(4; B),.. (7.34)
Since the above equation is true for all o, we find that
(7.35)

This implies that

O<e<p p(x,y) PABXY E(€

N@9(A;B),, < min (1 — afe)) sup  inf ()Zp(x,y)]([l;B]E)pg%E(e), (7.36)
z,y

where ¢, is encoded in pi5xy(€) With piaxyg(€) as the quantum extension. Let us
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Figure 7.2. In this figure, we plot the upper bound in (7.38) and the lower
bound from [39] for the device-independent protocol described in Section 7.1.3..
The relative entropy of entanglement of a qubit-qubit isotropic state is given in
[44]. For further explanation of this plot, see the next section.

choose a trivial extension of the state p%5(€). It is easy to see that

](/_1, B) {(E) > ](/_1, B)p%%(e) Vr € X,y S y (737)

0,
PiB

Therefore,

- 2 —
R < min (1 — a(e))I(A; B) o1 () = min (1 —af(e)) ( 5 ‘ log,(2 —€) + glog2 e) .
B

T 0<e<p A 0<e<p

(7.38)

We plot this upper bound in Figure 7.2, and we interpret it and explain the relative
entropy of entanglement bound in the next subsection.
The lower bound used in Figure 7.2 was obtained in [39]. The proof of the

lower bound begins by first invoking the Devetak-Winter formula [2], as discussed
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in Chapter 3. Then, they introduced novel techniques to obtain an upper bound on
the Holevo information term in the Devatak-Winter formula in terms of the CHSH
violation. They also proved that the lower bound is tight for one-way classical com-
munication protocols.
e One-sided device-independent protocol

Let us now consider an assemblage p(p) that is generated from an isotropic state,

with zg = 0, and z; = 0,. Then

pxap(p) = 7 (10)0]x @ [|0)X0z © (1 = p) [0X0[ 5 + pm5)])

(10)0lx @ [[1)1] s @ (1 = p) 115 + p75)])

1 =

+
(7.39)

+

1
1

+ 5 (111 © 00015 @ (1= p) )+ + )
1 (1L ® (111 (1 = )| =K1 + prs)).

If p > 1/2, it is known that px i is unsteerable [26], and therefore intrinsic steerability
is equal to zero for p > % ([12, Proposition 7]). For e < p < %, we can write the state
pxip(p) as a convex combination of states px ap(€) and pxap(3). That is, for some

0<a<l1

pxis() = (1 — a)pxaple) + apx iz (3) - (7.40)

Then, by simple algebra we obtain

ale) = . (7.41)

From convexity of restricted intrinsic steerability (Proposition 55), we obtain

S(A; B) sy < S(A; B (7.42)

174



Following the same argument as before, we obtain

S(A; B)jpy < min (1 — afe)) sup  inf Z px(@)[(A;B|E), 0.  (7.43)

T 0<Ze<p PABXE(e
px () © px (=)

Let us now choose a trivial extension of the assemblage. It is easy to see that

I(A; B) yoge) = I(A; B) (e (7.44)

=1+ (5)log(5)+(1—5)log(1—%). (7.45)
We therefore obtain

S™(A;B), = min (1 —a(e)) (1+ (£)log (5) + (1 —§) log (1 —£)) . (7.46)

0<e<p

We plot this bound in Figure 7.3.

Due to the fact that squashed entanglement is an upper bound on the rate at
which secret key can be distilled from an isotropic state [11, 127], as well as the
above protocols being particular protocols for secret key distillation, squashed entan-
glement is also an upper bound on the rate at which secret key can be distilled in
one-sided device-independent and device-independent protocols. However, the upper
bound on squashed entanglement of an isotropic state that we obtain after choosing
the extension as given in [125] is greater than the bound obtained on restricted in-
trinsic steerability of the assemblage considered above. Therefore, we do not plot the
squashed-entanglement bounds in Figures 7.2 or 7.3. For the same reason given above,
the relative entropy of entanglement is also an upper bound on the rate at which secret
key can be distilled in one-sided device-independent and device-independent proto-

cols [5]. The relative entropy of entanglement of qubit-qubit isotropic states has been
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Figure 7.3. In this figure, we plot the upper bound in (7.46) and the lower
bound from [38] for the one-sided device-independent protocol described in Sec-
tion 7.1.3.. The relative entropy of entanglement of a qubit-qubit isotropic state
is given in [44].
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calculated in [44], which we plot in the above figures. This bound performs better
than intrinsic non-locality and intrinsic steerability in certain regimes. This suggests
that it might be worthwhile to explore if relative entropy of steering [37, 55] and
relative entropy of non-locality [60] would be useful as upper bounds for one-sided
device-independent and device-independent quantum key distribution, respectively.
Another possible reason for this is that intrinsic non-locality is not a function of the
particular Bell inequality being invoked in the protocol.

The bounds that we obtain do not closely match the lower bounds obtained from
prior literature. One reason for this discrepancy can be traced back to the following
question: is a violation of Bell inequality or steering inequality sufficient for security in
DI-QKD and 1S-DI-QKD? Since our measure is faithful, it is equal to zero if and only
if there is no violation of steering inequality or Bell inequality. However, the lower
bounds hit zero at a lower value of p than expected from the faithfulness condition.
Another possible reason for the discrepancy has been discussed in Section 7.1.3.,
pertaining to two-way error correction that is allowed in the protocols considered
above. Another point to note here is that the aforementioned protocol relies on the
violation of the CHSH inequality, while the bounds that we have are for protocols

that violate other inequalities as well.

7.1.4. Open questions

We know from Chapter 4 that modifications to intrinsic information along the
lines of [92] and [93] give better upper bounds on the secret-key-agreement capacity
of a joint probability distribution. One important area of investigation here is to
explore if such modifications of squashed entanglement, intrinsic steerability, and

intrinsic non-locality give better upper bounds for different settings of QKD.
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7.2. Relative entropy bounds

In this section, we explore the connection between measures based on relative
entropy and secret-key-agreement capacity. In this direction, a remarkable result
was proven in [25], which shows that the relative entropy of entanglement is an
upper bound on the distillable key of a bipartite state p4g. This then points to the
following direction: can relative entropy of steering and Bell non-locality be proven to
be upper bounds on the distillable key from assemblages and conditional probability
distributions, respectively? This question has still not been resolved.

We then discuss techniques introduced in [5], which make it possible to establish a
connection between relative entropy of entanglement with upper bounds on the distil-
lable key of bipartite states. We also discuss the difficulties encountered with proving
relative entropy of steering and nonlocality as upper bounds on secret-key-agreement

capacity of assemblages and conditional probability distributions, respectively.

7.2.1. Relative entropy of entanglement and secret key distillation

Two major conceptual insights of [5] were instrumental in proving relative entropy
of entanglement as an upper bound on the distillable key of bipartite states. The
first one was the introduction of private states. The second one was showing the
equivalence between distillation of psp and distillation of secret keys from ¢ 5,
where 9, 5 is a purification of pap.

Due to the monogamy of entanglement, we know that the maximally entangled
state is in tensor product with any other party. If Alice and Bob measure this state

in the same basis, then they obtain a secure key. That is,

e Alice and Bob share a maximally entangled state ®,5. This implies that the

quantum system of any eavesdropper is in a tensor product with ®,p5.

e Alice and Bob perform measurements on their respective systems. If they per-
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form measurements in the same basis, then they obtain the following ideal secret

key:

d
1 g
pipe = > Jii)ii] 15 ® pe- (7.47)
=1

Is the maximally entangled state (up to local isometries) the only state from which
we can extract an ideal secret key? One of the main insights of [5] was to answer this

question with the introduction of private states, defined as follows:

papas = Ul ypp (®ap ® pas) UL g, (7.48)
where pap is an arbitrary bipartite state and U 4y 55 = Z‘i;io i3)ij| ap ® Ulls,
with each Uif, p a unitary operator. An ideal secret key can be extracted from an
arbitrary state o44pp if and only if it can be expressed as a private state; see
Theorem 2 of [5]. This shows that the unit of secrecy is a private state instead of
a maximally entangled state. A maximally entangled state is thus a specific private
state.

Now, in a secret key distillation protocol, we have three parties: Alice, Bob, and
Eve. These three parties share a purification ¢/} g of the state pap, which is the state
shared between Alice and Bob. Alice and Bob perform an LOPC operation to distill
out a secret key, as discussed in Section 4.1.. The distillable key of p4p5 is denoted by
Kp (1/)2313)'

A possible key distillation protocol is as follows: first, distill out a private state
from p4p using LOCC operations and then perform measurements on the private state
to distill a secret key. This is possible since we know that a private state contains a
secret key that can be accessed by measurements on the A and B systems. Let us

denote the optimal rate of private-state distillation from pap as Cp(pap). For the
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exact definition, see [5]. It is then simple to see Cp(pag) < Kp(Vze)-

Another insight of [5] was to prove that Cp(pap) = Kp(¢%zg) . To this end,
they proved that given an LOPC protocol, which extracts a secret key from a pure
state 1) g, one can define a coherent version of this LOPC protocol. The coherent
version of the LOPC protocol acts on a pure state ¢4pp and gives Y41 pp g, such
that tracing out the A’ and B’ systems gives an ideal secret key. Tracing out Eve’s
system in Y4 gp E gives the private state paagp. Thus to every LOPC protocol,
which gives an ideal key, they defined a coherent LOPC protocol. The removal of
Eve’s system from the coherent LOPC protocol defines an LOCC protocol with the
output as a private state. This equivalence then proved that Cp(pap) = Kp(¥igg)-
Therefore, to obtain upper bounds on the distillable key of p4p, one can upper bound
the rate of private-state distillation instead. This upper bound is obtained in terms
of the relative entropy of entanglement.

The definition of relative entropy of entanglement (REE) does not make any
explicit reference to an eavesdropper system. This is in contrast to squashed entan-
glement, where one can think of the conditioning system as an eavesdropper’s system.
The lack of reference to an eavesdropper’s system in REE was the main bottleneck in
proving upper bounds on distillable key in terms of relative entropy of entanglement.
This was resolved in [5] via the introduction of private states and the coherent version

of LOPC protocols.

7.2.2. Open question: relative entropy of Bell non-locality and secret key
distillation

In Section 2.2., we discussed a method of defining monotones in resource theories
based on relative entropy. Using that formalism, we can define relative entropy of

non-locality [60] as follows:
Definition 79 (Relative entropy of non-locality) The relative entropy of Bell
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non-locality of the conditional probability distribution p(a,blz,y) is defined as

R"(p(a,blz,y)) = sup  inf D (p(z,y)p(a,blz,y)lp(z, y)q(a, bz, y)). (7.49)
pxy (z,y) q(a,b|z,y)€L

We would like to address the following question: Is relative entropy of Bell non-

locality an upper bound on the distillable key of a probability distribution? That is,
. ?

R*(p(a,blz,y)) = Kp(p(a,blz,y)). (7.50)

As far as the author is aware, this is still an unresolved question. In this context,

first we need to identify the unit of privacy in quantum distributions. This unit of

privacy should satisfy two main criteria:

e For some z and y, p(a =1i,b = i|z,y) = %, where i € {0,...d — 1}.

e This probability distribution should be in tensor product with any quantum

extension of the eavesdropper.

Next, let Alice and Bob share a device characterized by a quantum distribution
q(a,blz,y), with the eavesdropper holding any quantum extension. Then, the distill-
able key via an LOPC operation is Kp(q(a,b|z,y)). Let the distillation of p(a, b|z, y)
from q(a,b|z,y), with a local operation and shared randomness operation, be de-
noted by Cp(q(a,blz,y)). Then, is Cp(q(a,b|z,y)) < Kp(q(a,blz,y))? Addressing
these two questions will be helpful in proving that the relative entropy of non-locality

is an upper bound on distillable key.

7.2.3. Open question: relative entropy of steering and secret key distil-
lation from assemblages

We can define restricted relative entropy of steering ! [55] as follows:

'Relative entropy of steering, which is a monotone under 1IW-LOCC, has been introduced in
[37, 55].
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Definition 80 (Restricted relative entropy of steering) Let {p%"}a. be an as-

semblage. Then the restricted relative entropy of steering is given by

Rg(@ B)ﬁ ‘= sup inf D(PXZBHUXZB)a (7.51)

px {6%" }a,c€LHS

where

pxap = Y px(@)]a)(elx @ |a){alz @ 5", (7.52)
oxap = Y px(@)a)(zlx @ |a){als @ 65" (7.53)

We would now like to address the following question: Is the restricted relative

entropy of steering an upper bound on the distillable key of an assemblage? That is

_ ?
R$(A;B); > Kp(pg"). (7.54)

The bottleneck is again the lack of reference to an explicit Eavesdropper system
in the definition of restricted relative entropy of steering.
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Chapter 8
Future Directions and Open Questions

In this thesis, we discussed conditional mutual information quantifiers for quan-
tum steering and non-locality, which have been inspired by intrinsic information [9]
and squashed entanglement [10]. Subsequently, we proved various properties of the
quantifiers, such as faithfulness, convexity, monotonicity under the free operations,
superadditivity, and additivity under tensor products. We then used these properties
to prove that restricted intrinsic steerability and quantum intrinsic non-locality are
upper bounds on secret-key rates in device-independent secret-key-agreement proto-
cols. Then, we showcased these bounds for particular examples. We also discussed
various open questions regarding the properties of these quantities and upper bounds
on secret-key rates in device-independent secret-key-agreement protocols. Now, we
discuss various future directions.

We discussed in Chapter 3, the close connection between various correlations and
different settings in QKD. Several works, such as [128, 129, 130], have explored other
correlations in quantum mechanics besides entanglement, steering, and non-locality.
This introduction of various other resources has expanded the toolkit available for
quantum key distribution theorists. A unified framework to describe these correlations
was introduced in [131]. We first give an overview of this unification. Motivated by

this development, we describe various possible settings in quantum key distribution.

8.1. Possible settings for quantum key distribution

In this formalism, we consider channels N that accept two inputs and give two
outputs. Alice’s input is denoted by X and output by A. Bob’s input is denoted
by Y and output by B. These two-input, two-output channels can be described as
N :SHx@Hy) = S(Ha®Hp), with one input-output pair associated with Alice’s

lab and the other input-output pair associated with Bob’s lab. The inputs can be
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either a classical random variable, a quantum state, or a trivial input. By a trivial
input, we mean that the channel’s output is independent of the input. We also impose
a no-signaling constraint on the channel, which implies that the input on Alice’s side

cannot influence Bob’s output and vice versa. That is,

Nxyss(p®@o)=Tr[p| Nyp (o), (8.1)

where p and o are any inputs to the channel, and Nyy_.5 = Tra [Nxy_p4] is the
reduced channel. A similar no-signaling condition can be imposed on Nyy_,4. As an
example, suppose that Alice and Bob receive an unknown bipartite state. Then, we
can map the generation of this bipartite state to a channel with trivial inputs and
two quantum outputs. The output state is independent of the inputs of the channel.
Bipartite quantum channels have been studied in [132, 133] and in the references
therein. Various information-theoretic upper bounds on the entanglement and secret-
key-agreement capacities of a bipartite channel were considered in [134, 135, 136] .

To connect this framework with quantum key distribution, we can think of the
aforementioned channel as describing a device that Alice and Bob have in their lab-
oratories. The inputs and outputs describe the interaction that Alice and Bob have
with this device. For example, trivial inputs imply that the output of the device is
independent of the input. If the channel has quantum outputs, this means that the
quantum state shared between Alice and Bob is not characterized. If the channel has
classical outputs, then we can assume that the measurement devices with Alice and
Bob are untrusted.

The trivial inputs are denoted by ¢, classical input and output by ¢, and quantum
input and output by ¢. To describe the channel we use df — gh, where dh are inputs

to the channel, gh are the outputs of the channel, d,h € {t,¢,q}, and g, f € {c,q}.
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Let us now consider different resources in this model. First, we start with two
trivial inputs and two quantum outputs: a ¢t — gg channel. Since the channel is not
trusted, the output of the channel, which is a bipartite state, is also not trusted. This
corresponds to the setting of trusted quantum key distribution, in which Alice and
Bob receive an uncharacterized state from a source. Once Alice and Bob have the
untrusted state, they can perform trusted measurements on this state to obtain secret
keys.

Next, we consider a ¢t — c¢q channel, which means that Alice inputs a classical
input and obtains a classical output. Also, Bob obtains a quantum output. This cor-
responds to the setting of a steering assemblage, in which Alice’s device is untrusted,
Bob’s system is untrusted, and Bob’s measurement device is trusted. This resource
is relevant for one-sided device-independent quantum key distribution.

Next, we consider a cc — cc channel, which means that Alice and Bob’s inputs,
as well as outputs, are classical. We can relate this to the scenario in which Alice
and Bob’s preparation, as well measurement device, is untrusted. This corresponds
precisely to the scenario of device-independent quantum key distribution with the
resource being a Bell non-local box.

Now let us consider another resource wherein Alice and Bob input quantum states
to an untrusted channel and obtain classical outputs. The channel is described by
qq — cc channel. This channel corresponds to the scenario in which Alice and Bob
trust the state preparation; however, they do not trust the measurement procedure.
This corresponds to the scenario of measurement device-independent quantum key
distribution, which has been studied in [86, 87].

Next, we consider the following scenario: Alice inputs a quantum state while
Bob’s input is trivial. Alice’s output is classical, and Bob’s output is quantum. This

setting corresponds to a gt — cq channel, in which Alice’s state preparation is trusted,
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but her measurement device is not trusted. On Bob’s side, the state preparation is
untrusted because it is an output of an untrusted channel, while Bob’s measurement
devices are trusted. The resource in this scenario is called a teleportage, introduced
in [128]. As far as the author is aware, such a setting of quantum key distribution
has not yet been considered in the literature, thus remaining unexplored.

The next setting that one can consider is as follows: Alice’s input and output are
classical. Bob’s input is quantum, and his output is classical. The channel is described
as a cq — cc channel. This corresponds to the setting in which Alice does not trust
her preparation and measurement device, while Bob does not trust his measurement
device. This is in contrast to a one-sided device-independent protocol in which Bob
trusts the measurement but not the preparation. As far as the author is aware, such
a setting of quantum key distribution has not yet been considered in the literature.

We summarize the contents of this section in Table 8.1.

8.2. Measurement-device-independent QKD

In this section, we first introduce the basic components of a measurement-device-
independent quantum key distribution protocol, as discussed in [86, 87]. We then
introduce a conditional mutual information-based function, which could be an upper

bound on the key rate that can be extracted in this setting.

e Alice and Bob prepare the states psa and ppp. They send the A’ and B’

systems to a third party Charlie over untrusted quantum channels A; and N5.

e Charlie performs a quantum instrument 14 5, gc,c,, where Cy and Cy are the

classical outputs, and E' is a quantum output.

e Charlie publicly communicates the classical outputs C; and Cs to Alice and

Bob. He keeps the system E with himself.

e Alice and Bob receive the classical outputs and perform local quantum channels
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Table 8.1. Various settings in quantum key distribution. In this table,
v implies that the device is trusted and X implies that the device is un-

trusted.
Alice’s Alice’s Bob’s Bob’s
Object preparation measurement preparation measurement Setting
device device device device
Quantum state Trusted
N/A N/A
it —qq / d / d QKD (3]
Assemblage 1S-DI-QKD
N/A
ct — cq X X / d [67]
Non-local b DI-QKD
on-local box X X X X Q
cc — cc (23]
st/ x y x  MDLOKD
(86, 87]
qq — cc
Tel 1
eleportage v X N/A v Unexp ored
qt —cq setting
MDI steering
assemblage X X v X Unexplored
setting

cq — cc

and measurements on their systems to obtain the classical bits A and B.

e These steps are repeated n times. At the end of these n rounds, Alice has A"

and Bob has B".

e Alice and Bob then perform error correction and privacy amplification using
public authenticated channels to extract a secret key. The state at the end of
the protocol is 0k, k,Ercy0,m7, Where E' captures all the classical information

that Eve gathers because of Alice and Bob’s public communication.

e For an (n, R, e) protocol, the following inequality holds

1 _
§HO'KAKBE0102E/ — P,k ®Opcicorr|1 < €, (8.2)
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Figure 8.1. Pictorial representation of a measurement-device-independent pro-
tocol.

where £ > 0, and ®x,x, = 525;3 |]]><]J|KAKB

A rate R is achievable for (N7, Na, IT) if there exists an (n, R — 4, €) measurement-
device-independent protocol for all € € (0,1), § > 0, and sufficiently large n. The
measurement-device-independent secret-key-agreement capacity of MDI(N7, N3, IT)
is defined as the supremum of all achievable rates. For a pictorial depiction of this
protocol, see Figure 8.1.

In this setting, we trust the state preparation part. That is, we suppose that we
have a characterization of paa and pgr,. We also suppose that Alice and Bob’s labo-
ratory, where they prepare the states p44 and ppp/, are completely shielded from any
side-channel attacks and do not leak out any information to the eavesdropper. Char-
lie can be completely untrusted and hence can be an eavesdropper. Therefore, the
quantum instrument implemented by Charlie is completely untrusted. This protocol

is resilient towards any side-channel attacks on the measurement devices.

8.2.1. CMlI-based measure for MDI-QKD
We want to quantify the correlations generated between the systems A’ and B’,
which are not shared with C, Cy, and E. Now, recall that psa: is in tensor product

with pgp. To ensure that there are some correlations existing between the systems
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pan and ppp/, the channels AV and N3 should not be entanglement breaking. The
measurement II should also generate entanglement between systems A and B. The
measure we introduce here is a function of the channel that connects Alice-Charlie
and Bob-Charlie, and the measurement II, which is employed by Charlie. We now

introduce the quantifier for distributed measurement, MDI(N7, N2, IT), as follows:

MDI(N7, N2, T1) :1 sup inf I(A; B|C1CLE"),, (8.3)

PAaaPBB! Spop

where

paBEC,Cy = SE—p, (Idap @ Uapo0p) (Id @ N @1d @ N2) (paar @ pppr), (8.4)

and Sg_, g is a quantum channel implement by Charlie.

To make MDI(N;, N5, IT) independent of the states that Alice and Bob input
to the unknown channels, we take the supremum over p 4 and pgp. That is, we
suppose that Alice and Bob input a state that maximizes the possible correlations
given the channels N;, N, and the instrument II. We also have an infimum over
quantum channels that can be performed by the eavesdropper or Charlie. This is
required because CMI is not monotone under the actions of a local channel on the
conditioning system. The factor of 1/2 is required due to the normalization condition.

An MDI-QKD protocol should give a secure key irrespective of the channels
Ni, N5, or the measurement II implemented by an eavesdropper. In most MDI-
QKD protocols, Charlie implements a Bell measurement. While, in reality, it is hard
to implement a Bell measurement perfectly, any noise due to the implementation
is attributed to the eavesdropper/Charlie. This is precisely the reason to call this

protocol measurement device-independent. The channels from Alice-Charlie or Bob-
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Charlie are also untrusted, and all the noise is attributed to the eavesdropper. Again,
one wants to check to the efficacy of the protocols. In this context, having upper
bounds will be useful. One can calculate the upper bounds for a particular model of
N and N, and the instrument II that we think Charlie would implement. We can
calculate this bound for expected noise models and compare these to the bounds that
we obtain from a particular protocol.

Proving that this quantity is an upper bound for collective attacks is an open

question and currently under consideration.
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